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SECTION 1

IT GOVERNANCE

Plan Overview

ike many governments faced with growth in demand

for services while confronting a strained economy,

the county continues to mount significant challenges

and new opportunities where technology innovation
is essential. These challenges and opportunities are fueled
by expectations from the county’s highly digital constituents
and business community to interact and conduct business
with the county utilizing contemporary technology and
web-based  capabilities that enhance information,
communication, and transactions in a variety of formats,
and enable fransparency, access, engagement and
open government. An environment of rapid change and
the need for responsiveness together with finite resources
highlights the importance of thoughtfully considered
deployment of IT trends, that embrace supportable
standards and agile IT enabled services, solid investment
strategy and governance.

The county’'s Information Technology (IT) capabilities
must be contemporary, flexible, scalable, secure, and
environmentally conscious with the ability to respond to
new goals, dynamically changing service and operational
requirements by various agencies and the public. The
county’s IT environment builds on an enterprise architecture
that includes industry standards, open systems, the web,
cyber security, and tools that support a variety of needs
and diverse portfolio of infernal and external systems
including ‘cloud’ offerings as appropriate. The supporting
infrastructure foundation is designed to ensure the integrity
of fransactions, data and opfimum system performance.
Strategic planning, governance and program management
assures inclusion in decision making and implementation of
relevant products, and effective solution delivery at a fully
leveraged cost.

To enable Fairfax County’'s technology program to
meet these challenges, confinued emphasis is placed
on detfermining solutions that provide enhanced web-
based on-line capabilities, promote cross agency business
processes, enable data mining and sharing for more
effective decision making, promote greater fransparency,
customer service and community engagement by making
information more publicly accessible. The strategy also
enables key priorities such as on-line digital government,
fransparency, mobile apps, county worker mobility and

telework, shared devices, green and environmentally
sustainable technologies, reporting and data analytics as
well as on-going productivity and reliability improvements
such as customer self-service opportunities, cyber security
and privacy, and maintaining a supportable and resilient
infrastructure.  Fluid Investments in technology innovation
enable these strategies as well as executive leadership
goals and county agencies’ strategic plans. Emphasis is
also placed on governance and processes o ensure that
IT projects are managed consistently through proper levels
of oversight and tracking, and ensure that IT investments
are leveraged, deliver a return on the investment and are
aligned with the county’s strategic goails.

This County IT Plan is focused on principles, investments and
strategies, and is organized in five sections:

» IT Governance: (Section 1)

» Strategic Directions and Initiatives (Section 2)

» Information Technology Projects (Section 3)

» Management Controls and Processes (Section 4)
» Information Technology Architecture (Section 5)

The plan describes funded fechnology projects through
the annual Adopted Budget that accomplish identified
goals and objectives of sponsoring agencies; provides
status of ongoing projects and accomplishments; identifies
resources required for implementation; and states return
on investment benefits projected by the sponsors of the
projects. Projects are linked to agency sponsor strategy,
outreach and operational improvement plans, fechnology
goals established by IT executive management, and/or the
Board of Supervisors' goals, initiatives and the County’s Vision
Elements.

The projects in this plan are primarily funded in the
Information Technology Fund - Fund 100-C10040 (formerly
Fund 104), and Fund 400-C40091 (formerly Fund 120) (E911).
Sometimes projects included in the IT Plan are funded from
other sources such as sponsor agency budgets or income
funds or other monies to take advantage of fotal available
county dollars to augment investment funding capacity,
and provide additional opportunities to meet innovation
goals (note that initiafives funded by grants are nof
included in the plan).
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2 ¢ SECTION 1

Governance, architecture, and infrastructure supporting
IT projects and services are described within this plan.
However, ongoing Department of Information Technology
(DIT) operating and personnel costs which are funded in
the General Fund — Fund 100-C10001 (formerly Fund 001)
and the Technology Infrastructure Fund - Fund 600-C60030
(formerly Fund 505), the routine operational activities, on-

going support efforts, normal upgrades and maintenance
work supported by these funds and grants are not
reflected in this plan. Together, the four core funds support
the comprehensive Information Technology delivery
for nearly all agencies, lines of business and services.
Additional details of each fund can be found in the Fairfax
County Fiscal Year 2016 Advertised Budget Plan.

Information Technology Goals

In recognition of the need fto link the County’s
Information Technology efforts fo its business goals
County executive leadership established county-wide
Information Technology (IT) goals and guiding principles
that assist in determining priorities for investment based
on government service demands and other factors to
include resource availability and opportunities. The IT
goals are reviewed periodically for applicability and
relevance against new demands on county services,
IT industry trends and fiscal year dynamics. Based on
global changes in social and economic paradigm
shifts, the following priorities have been validated and

remain relevant as a basis for funding:

» Mandated Requirements

» Leveraging of Prior Investments

» Enhancing County Security

» Improving Service Quality and Efficiency

» Ensuring a Current and Supportable Technology
Infrastructure

1. Technology Organization and Governance

Technology is managed as a centralized enterprise capability
in Fairfax County. The Department of Information Technology
(DIT) provides the full range of technology services on an
enterprise-wide infrastructure, architecture framework and
standards for most systems. County agencies may have a
limited number of IT staff that may directly support certain
agency business specific ‘point” solutions or industrial systems
(although many of these are beginning to be incorporated
on the enterprise network requiing DIT support), and/
or provide localized first response desk-side user support.
Agencies’ IT staff matrix to DIT for standards, direction and
assistance in implementing their agency specific business
systems, data strategies and integrations. The county’s Chief
Technology Officer is the Director of the county’s Department
of Information Technology.

Executive Structure

The chief executive for Fairfax County government is the
County Executive (CEX). The CEX has four deputy County
Executives and staff who assist with the management of
the 50 plus departments/agencies. The Department of
Information Technology (DIT) reports to one of the four
Deputy County Executives (DCE) who has responsibility for
a set of departments and staff functions that either directly

or indirectly participate in the overall direction of innovation
and enterprise information policy, as well of other county-
wide operational support agencies. The DCE directs a broad
range of agencies’ functions, programs, and county-wide
initiafives, leading efforts that integrate with or enhance
the mission of delivering strategic technology initiatives and
open government. The DCE may also serve as executive
sponsor for enterprise-wide initiatives that cut across multiple
agencies and external partners, and coordinates wiih the
ofther three DCEs on their inifiatives. This model groups the
county’s information and technology programs and related
services under a single authority to provide interagency
coordination for efficient and effective IT enabled services.

Collaboration among the core related DCE departments
which include Department of Information Technology (DIT),
Fairfax County Library/ Archives (FCPL), Department of
Cable and Consumer Services (DCCS), the Health Insurance
Portability and Accountability Act (HIPAA) Coordinator,
County-wide COOP Coordinator, Environmental and Energy
programs Coordinator, and the Office of Public Affairs (OPA)
deliver programs that contribute to the county’s innovation
in e-Gov and public access channels and capabilities,
enterprise technology architecture, document management,
green [T initiatives, data privacy, interoperability and county-

DEPARTMENT OF INFORMATION TECHNOLOGY
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wide communications strategy. The information and web
content function in the Office of Public Affairs, and Cable
Production division in DCCS works closely with the DCE and
DIT to develop a comprehensive communications policy,
digital capabilities and message strategy including social and
new web media. The DCE is also the Executive Sponsor for
the Fairfax County and Schools Unified ERP System (FOCUS),
working closely with the county’s Chief Financial Officer (CFO)
in leveraging this important capability. The DCE group also
includes the Department of Facilities Management (FMD) and
the Department of Vehicle Services. Progressively more FMD
utilities are integrated on the enterprise network for improved
management efficiency; FMD also ensures that various
county IT facilities have the necessary power, cooling, and
ofher structural requirements for optimal IT operations. The
Department of Vehicle Services serves the needs of all county
agencies by providing for effective delivery of vehicle fleet
management services.

The DCE’s broad responsibility for information spans policy,
information content strategy, energy and conservation,
books, visual and print media, television, enterprise
technology architecture, management of documents,
and compliance. The core agencies are highlighted below.

In working with the Department of Information Technology
(DIT), the Department of Cable and Consumer Services has
several major areas that fit within the overall provisioning of
information services county-wide:

| Committes | |

Communications Policy and Regulation encourages
competition and innovation in county-wide deployment of
cable provider services; enforces cable communications
legislation and franchise agreements; works with the
telecommunications industry to enable the development
of cost effective network services for the public and
ensures a reliable means of mass communication of official
information during public safety emergencies. This group
works with DIT on a variety of initiatives and FCC regulatory
activities that impact telecommunications services and
broadband initiatives for County government that are
managed by DIT, which includes the County’s private
fiber network - Institutional Network (I-Net), and community
wireless and broadband initiatives.

Communications  Productions  provides award-winning
broadcast  production content for Fairfox County
Government Channel 16, the public information channel,
and the Fairfax County Training Network (FCTN). Channel
16 televises over 340 live programs that are also available
by video stream, reaching an estimated 600,000 residents
with information programming about county programs and
services that serve the community. The division also operates
an emergency messaging system for residents, and is also
part of the e-Government channels that work with DIT in
web-based video access. Communications Productions also
manages the county’s audio-visual conference rooms in the
government center, coordinating with DIT in infegratfion with
the county’s network and security teams.

DEPARTMENT OF INFORMATION TECHNOLOGY
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4 ¢ SECTION 1

The mission of Faifax County Public Library system is to
provide and encourage the use of library resources and
services to best meet the evolving educational, recreational,
and informational needs of all the Fairfox County and Fairfax
City residents. The Library’s Technology Vision augments
traditional library services with technologies that provide
Faifax County and City residents’ access fo electronic
information resources locally, nationally and throughout the
world. Library staff keeps pace with the rapidly changing
environment and uses new technologies fo assist patrons and
improve service delivery. FCPL's goal is fo remain flexible by
maximizing opportunities to improve service delivery through
technology and enhance individual and community life for
City and County residents. Working with DIT, FCPL provides
Public Access facilities in libraries where the public can access
the Internet through wired workstations and wireless services.
The Library’s goals for technology are:

» Provide County/City residents access to FCPL
resources without constraints of time or location.

» Provide County/City residents access to worldwide
electronic information sources expand access fo
local information through electronic means.

» Preserve and provide access to Fairfax County and
Fairfax City historical documents and images.

» Ensure delivery of electronic
physically challenged residents.

library services to

» Manage FCPL resources to efficiently deliver library
services.

The DCE also oversees the Health Insurance Portability
and Accountability Act (HIPAA) coordinator who works
directly with DIT's Information Security Office to ensure
that an appropriate IT security architecture, standards and
enforcement mechanism are in place to protect HIPAA
and other privacy laws for covered systems and data; the
Office of Human Rights and Equity Programs which assists
with IT strategy in relation to ADA compliance and related
regulafory consultations; and the County's Continuity of
Operations Planning (COOP) Coordinator. IT strategy and
support are also important in other DCE inifiatives such as
special needs, and Environment and Energy Efficiency
and Conservation. The DCE supervises the county's
Environmental Coordinator who assists with coordinatfion
and review of the county's environmental policies fo
ensure alignment of goals and objectives with the Board's
environmental agenda, and chairs the Energy Efficiency
and Conservation Coordinating Committee which was
established in 2009 to advance the county’s fiscal, social,
and environmental stewardship goals. The committee
looks for opportunities and coordinates energy efficiency
and conservation planning across county agencies,
disseminates information and assists with energy related
inifiafives as requested by the Board of Supervisors or the
County Executive.

1.1 Department of Information Technology Organization

The Department of Information Technology (DIT) provides
leadership, governance, architecture, fechnical resources
and expertise in developing and deploying modemn
information technologies to improve government efficiency,
effectiveness and promotes innovation. DIT is charged
with establishing tfechnology architecture, implementing
and managing systems, applications, communications,
and the overall management and security of the county’s
information assets. DIT is further charged as the steward
of county information systems and data, and agencies
are responsible to adhere to IT policy and standards and
coordinate their requirements with DIT.

DIT's goals are designed to promote innovation, support

county services and energize overal technology
investments’ performance, and support DIT's work in
developing and maintaining information  fechnology

systems, and providing secure, agile and sustainable
technology infrastructure and customer service support to
county agencies. DIT's IT infrastructure and portfolio includes

consideration of ‘cloud’ and other hosted capabilities that
make sense for Fairfax County based on the architecture,
and cost and risk implications.

The organizational structure of DIT has evolved over the
years to align with changing priorities, trends, requirements,
and leverage technology platforms and resources. It is
designed to address the ongoing evolution of technology
and ifs utilization in support of the business functions within
county government. This evolution has seen a fremendous
growth in web based capabilities such as Social and Digital
Media, ‘cloud’ architectures, green IT, mobile apps, and
wireless ‘smart’ devices, as well as platforms that support
cross agencies and enterprise class solutions and software
applications (see Section 4).

DIT is organized into IT discipline subject matter expert
groups (Application Solutions) that support enterprise-
wide systems including messaging applications (e.g.
e-mail, calendaring and productivity suite applications),

.
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Department of Information Technology
Functional Organizational Chart
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6 ¢« SECTION 1

technical support for ERP systfem management, the
document management platform, CRM platform, WEB and
geographical information systems used by all agencies
as well as certain agency business specific applications
development and support. These include applications
that support county agencies’ business systems including
revenue systems (Tax), human/social and health services
agencies; land development, public works, and zoning;
public safety/criminal justice, and general county agencies
including the libraries, parks and facilities maintenance.
DIT also provides a multi-channel Public Access/ e-Gov
program which provides architectural direction, standards
and sfrategies for on-line applications and technology
programs including web, IVR, Social Media and systems
and information interoperability architecture. The e-Gov
team works closely with County agencies and the Office
of Public Affairs in overall management and execution of
web-content and social media.

A specialized Courtroom Technology group coordinates
the implementation and support of modern courtroom
technologies for the three Fairfax County Courts (Circuit,
General District, and Juvenile and Domestic Relations),
and serves as the licison with the State Supreme
Court for technical solution and data interoperability.
The Courfroom Technology director also facilitates
management of these Courts’ IT staff who support the
independent applications and case management systems
of the Courts, operating in a virtual matrix management
model. The Public Safety group manages programs and
new initiatives that integrate systems in public safety,
low enforcement, and emergency management also
addressing homeland security, and regional collaborative
and interoperability inifiatives and mandates.

divisions in DIT
and Communications

The  Technology  Infrastructure
(Platform  Technology Division

Technology Division) manage server and storage
hardware environments, middleware integration tools,
communications and network platforms, entferprise

messaging applications, desktops and end-user devices,
the network based digital multi-function printing devices
(MFD) that support county-wide distributed printing, print-
on-demand, electronic transfer of prinfed information,
and the IT Service Desk. In FY 2011, the county’s Print Shop
function was tfransferred to DIT from DCCS. The strategic
infegration of print shop functions with the county’s print
fleet and data centfer oufput programs have resulted in
greater county wide printing efficiency and cost reductions
in the related programs, and provides for other services
such as scanning for document capture in the future.

The Information Security Office (ISO) reports directly to the
Chief Technology Officer, and has authority in monitoring,
investigating, and compliance activities fo ensure county
IT assets are safeguarded. Enforcement and compliance
authority for ISO is through the County Executive.

Finally, the Policy, Planning and Administration group
and the Program Management Office provides DIT with
administrative and IT policy support functions as well as
compliance oversight, and IT technology portfolio/project
management.

Strategic Goals and Guiding Principles

The Department of Information Technology is charged with
delivering quality and innovative information technology
solutions that provide citizens, the business community
and county staff solid technical capabilities that ensure
the integrity of the county’s information, service efficiency
and convenient access to appropriate information and
services. DIT embraces the following goals:

Goal 1: Deliver timely and effective response to customer

requirements through tfeamwork.

Goal 2: Provide vision, leadership, and a framework
for evaluating emerging technologies and
implementing proven information technology

solutions.

Goal 3: Provide citizens, the business community and
county staff with convenient access to appropriate

information and services through technology.

Goal 4: Work with county agencies to improve business
operations by thoroughly understanding business
needs and by planning, implementing and managing

the best information technology solutions available.

Goal 5: Guarantee a reliable communication and computer
infrastructure foundation on which to efficiently
conduct county business operations today and in the

future.

Goal é: Effectively communicate information about plans,
projects, and achievements to county staff and

customers.

Goal 7: Develop and maintain fechnically skilled staff
competent in current and emerging information
technology and a user community that understands
and can employ modemn technologies to maximize

business benefits.

Goal 8: Ensure effective technical and fiscal management of
the department’s operations, resources, technology

projects and contracts.

.
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In addition to the Department of Information Technology'’s
Mission and Goals, Fairfax County Information Technology
projects and processes are guided by Ten Fundamental
Principles adopted by the Board of Supervisors in 1996,
reviewed and updated annually as needed:

1.

Our ultimate goal is to provide citizens, the business
community, and county employees with timely,
convenient access to appropriate information and
services through the use of technology.

Business needs drive information technology solutions.
Strategic partnerships will be established between
the stakeholders and county so that the benefits of IT
are leveraged to maximize the productivity of county
employees and improve customer services.

Evaluate business processes for redesign opportunities
before automating them. Use new tfechnologies fo
make new business methods a reality. Exploit functional
commonality across organizational boundaries.

Manage Information Technology as an investment.

a. Annually allocate funds sufficient to cover
depreciation to replace systems and equipment
before life-cycle end. Address project and
infrastructure requirements through a multi-year
planning and funding strategy.

b. Manage use of funds at the macro level in a
manner that provides for optimal spending across
the investment portfolio aligned to actualized
project progress.

c. Look for cost-effective approaches to improving
“legacy systems”. Designate systems as ‘“classic”
and plan their modernization. This approach will
help extend investments and system ufility.

d. Invest in educatfion and ftraining to ensure the
technical staffs in cenfral IT and user agencies
understand and can apply current and future
technologies.

Implement contemporary, but proven, fechnologies.
Fairfax County will stay abreast of emerging trends
through an ongoing program of technology evaluation.
New technologies will often be introduced through
pilot projects where both automation and its business
benefits and costs can be evaluated prior fo any full-
scale adoption.

Hardware and software shall adhere to open (vendor-
independent) standards and minimize proprietary
solutions.  This approach will promote flexibility, infer-
operability, cost effectiveness, and mitigate the risk of
dependence on individual vendors.

10.

SECTION 1 ¢ 7
Provide a sold technology infrastructure as the
fundamental building block of the county's IT

architecture to support reliability, performance and
security of the county’s information assefs. Manage
and maintain the enterprise network as an essential
communications channel connecting people fo
information and processes via contfemporary server
platforms and workstations. It will provide access for
both internal and external connectivity; will be flexible,
expandable, and maintainable; be fully integrated
using open standards and capable of providing for the
unimpeded movement of data, graphics, image, video,
and voice.

Approach [T undertakings as partnership of central
management and agencies providing for a combination
of centralized and distributed implementation.
Combine the responsibility and knowledge of central
management, agency staff, as well as outside contract
support, within a consistent framework of county
IT architecture and standards. Establish strategic
cooperative arangements with public and private
enterprises to extend limited resources.

Consider the purchase and infegratfion of top quality,
commercial-off-the-shelf  (COTS)  software  requiring
minimal customization as the first choice to speed the
delivery of new business applications (this includes
Software as a Service cloud solutions) This may
require redesigning some existing work processes fo
be compatible with beneficial common practice
capabilities inherent in many off-the-shelf software
packages, while achieving business goals.

In consideration of this, it is recognized that certain
county agencies operate under business practices that
may make the acquisition of COTS software not feasible.
Thus also develop applications using modern, efficient
methods and laborsaving tools in a collaborative
application development environment following the
architectural framework and standards. An information
architecture supported by a repository for common
information objects (e.g., databases, files, records,
methods, application inventories); repeatable processes
and infrastructures will be created, shared and reused.

Capture data once in order tfo avoid cost, duplication
of effort and potential for eror and share the data
whenever possible. Establish and use common data
and common databases to the fullest extent. A data
administration function will be responsible for establishing
and enforcing data policy, data sharing and access,
data standardization, data qudlity, identification and
consistent use of key corporate identifiers.

DEPARTMENT OF INFORMATION TECHNOLOGY
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Awards

Over the years, Fairfax County Government’s IT organization, the Deputy County Executive for information departments,
and the Chief Technology Officer/Director of DIT, have earned numerous awards and recognitions, including:

2000 < E-Gov Award for Outstanding Service Technology - MCOG.
¢ Innovations in America (Semi Finalist).
* E-Gov Pioneer Award — Government Solution Center.
* Webmaster Honor Top 50 Internet/Intranet site.
2002 e« Governor's Technology Award.
¢ Achievement Award, National Association of Counties (NACo).
e Citizens using GIS in Redistricting — NACo.
e Finalist County Portal Jurisdiction Population — Best of the Web.
¢ Deputy County Executive CIO named top "“25 Doers, Dreamers, and Drivers of IT in US Government.”

e Bertelsmann Foundation of Germany — County’s e-Gov Program recognized as one of top 4 pace sefters in
the world.

¢ A+ Government Performance Project — Governing Magazine.
2003 ¢ Achievement Award for Using Technology to Enhance Gov't — NACo.
¢ Special Achievements in GIS Award — NACo.
* Best of the Breed Government Sites.
e Third Pace top 10 Digital Counties.
e Center for Digital Government Best of the WEB.
¢ Deputy County Executive CIO named Computerworld 100 IT Leaders.
¢ CIO and CTO named Governing Magazine Public Officials of the Year.
2005 e First Place Digital County Survey Winner — Center for Digital Gov't & NACo.
e Second Place County Portal Jurisdiction Population — Best of Web.
e Enterprise GIS Integration — FOSE Trade Show.
e 2005 Governor’'s Award — E-Government Program.
2006 e Second Place Digital County Survey Winner — Center for Digital Gov't & NACo.
2007 + Wanda M. Gibson named Most Influential Female CIO — Government Technology Magazine
e First Place County Portal Jurisdiction Population — Best of Web.
e Fourth Place Digital County Survey Winner — Center for Digital Gov't and NACo.
e Computer World — Best Place to Work in IT (one of two governments out of 100 organizations).
2008 e Third Place Digital County Survey Winner — Center for Digital Gov't and NACo.
* NACo Award for Information Technology Security Awareness.

* NACo Award for Information Technology Project Management Training Program.

mk DEPARTMENT OF INFORMATION TECHNOLOGY
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2009

2010

2011

NACo Achievement Awards- Courtfroom Technology Management System (CTMS).

Fairfax County received Virginia Codlifion for Open Government's Freedom of Information Award in the
government category.

Fairfax County’s site took first place in the Best of the Web county Web portal category.
Digital Counties Survey selected Fairfax County as the fourth place winner in the 500,000 or more population.

Wanda M. Gibson, Chief Technology Officer (CTO) was selected as one of the top 25 Doers, Dreamers and
Drivers for 2010 by Government Technology Magazine.

Achievement Awards from the National Association of Counties — Department of Information Technology (DIT)
teams participated in the following programs recognized by NACo:

 Fairfax County Budget Public Input Process - Management & Budget (DIT e-Gov participation).
* Electronic Accounts Payable System — Finance (DIT Finance and HR Branch).

* New CAD System — DIT/Public Safety agencies (DIT-Public Safety Branch, Technology Infrastructure Branch,
and Network Services)

Commonwealth of Virginia's Innovative Technology Symposium (COVITS) Award for Regional CAD
Interoperability; and Virtual Fairfax GIS application.

Fairfax County’s IT Security Director — was one of a select group of nominees at the state and national level to
receive the Cyber 7 Award at the 2010 Federal IT Security Symposium for advancing and promotfing IT Security.

Cybertrust Certification Award by Verizon Cybertrust Enterprise Security Management Program.

DIT’s Director of Courtfroom Technology was awarded the Fairfax Bar Association 2010 President’s Award for
leadership in implementing courtfroom technology that has delivered efficiencies in court proceedings.

Wanda M. Gibson, CTO, was nominated as a finalist for 2011 prestigious Women in Technology (WIT) Leadership
Award sponsored by the Women in Technology Organization.

Public Technology Institute (PTl) Web 2.0 State and Local Government Awards for Excellence. The awards
recognized innovative use of Web 2.0 applications and social media tfools to engage citizens, improve
efficiency and increase accountability.

Industry Green IT Award recognized Fairfax County for successful IT Infrastructure and power management
projects that decreased the county’'s carbon footprint, achieved enterprise wide IT efficiencies and cost
savings.

Fairfax County GIS Manager elected to Board of Directors for The Urban and Regional Information Systems
Association (URISA), a premier association for GIS professionals to share ideas and solutions for using spatial
information technologies to solve government challenges and improve the quality of life in urban and regional
environments.

Ranked among America’s top five in the 2011 Digital Counties Survey, which recognizes leading examples of
counties using information communication technology.

The Center of Digital Government ranked Fairfax County website as one of the finalist in the Best of Web
Awards.

Infergraph ICON Award recognized Fairfax County for a multi-agency collaborative effort between
the Department of Information Technology and Fairfax County public safety agencies for successful
implementation of a new Computer Aided Dispatch (CAD) and related public safety systems as part of the
Public Safety Architecture Modernization Project. The project was initiated and enabled through the county’s IT
Governance model and managed by the county’s Department of Information Technology.
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2012 « Wanda M. Gibson, CTO, was nominated for 13th Annual Leadership Award, a prestigious award sponsored by
the Women in Technology Organization.

e National Information Exchange Model (NIEM) Award recognized the CAD 2 CAD implementation, a key
inifiative in Northern Virginia that enabled data sharing and views of critical screens on key resource dispafch
status between the disparate Computer Aided Dispatch Systems in Fairfax County, City of Fairfax, City of
Alexandria, and Arlington County.

Received COVITS Award in the local government category for the e-Gov team'’s "“Placing Government in the
Palm of Your Hand.”

Public Technology Institute (PTI) recognized the significant achievement on Mobile Applications: Government
in the Palm of Your Hands.

* VACo (Virginia Association of Counties) Achievement Awards Program recognized Fairfax County among 11
winners throughout the Commonwealth of Virginia for the ‘Court Technology Model: Coordinated County and
Courts’.

* MarkLogic recognized Land Development Services’ (LDS) with the MarkLogic Excellence Award for the Big
Data Initiative.

* Government Computer News (GCN) recognized LDS with an Honorable Mention Award at the GCN Awards
Gala for the county’s Land Use Big Data Inifiative.

Center for Digital Government (CDG) 1st place winner of the 2012 Digital Counties Survey recognizing leading
examples of counties using information and communications technology. Fairfax County earned first place in
the IT Leading Initiatives 500,000 or more population category.

The Mid-Atlantic Association for Court Management (MAACM) awarded the Court Scheduling System its
2012 John Neufeld Award which recognizes individuals or feams for the development and implementation of
significant and unique court management systems in the Mid-Atlantic region.

2013 * The Association for GIS Professionals, URISA's Exemplary Systems in Government (ESIG) recognized the National
Capital Region Geospatial Data Exchange (NCRGDX) as a Distinguished System.

* Received COVITS recognition in the local government category for the Innovative Use of Technology in
Local Government FINALIST: Emergency Data Gathering Repository (EDGR); Fairfax County Department of
Information Technology.

» Center for Digital Government (CDG) 3rd place recognition of the 2013 Digital Counties Survey recognizing
leading examples of counties using information and communications technology.

2014 ¢ Received National Association of Counties (NACo) Achievement Award for Emergency Damages Assessment
Tracking in the category of Information Technology; Fairfax County Department of Information Technology.

* Received National Association of Counties (NACo) Achievement Award for Next Generation Security Program
in the category of Information Technology; Fairfax County Department of Information Technology.

e IT Security Director was honored as a top finalist in the ISE® North America Executive Award in the Academic/
Public Sector category

» Center for Digital Government (CDG) 3rd place recognition of the 2014 Digital Counties Survey recognizing
leading examples of counties using information and communications fechnology.

e Received two COVITS recognitions in the local government category for the IT as an Efficiency Driver G2C
(Government to Citizen) for Paying Taxes Using Smartphone, Mobile App and Tax Bill QR Codes and Cross-
Boundary Collaboration for the National Capital Region Identity and Access Management Service.

@k&, DEPARTMENT OF INFORMATION TECHNOLOGY
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In promoting awareness and innovation in technology in
Fairfax County Government, DIT hosts several key events
each year including:

> GIS Day where DIT conducts competition among
county agencies for new application of the use of
geospatial and related technology;

> IT Security Awareness Day, an annual event
designed to bring the latest intelligence in promoting
employee awareness and knowledge about risks

and responsibility in using fechnology at work and at
home.

» Annual Vehicle Command Rally attended by
local, state and Federal organizations fo showcase
and frain on the latest communications and
interoperability capabilities that aid in emergency
incident coordination and response.

These events have received county and national
organization awards and recognition over the years.

POLICY GOVERNANCE

Fairfax County's IT policy governance aligns information
technology investments and programs with the county’s
strategic business goals in order to broaden participation
related fo the allocation, use and management of the
county’s IT resources. The senior executive committee and

a cifizen advisory committee provide DIT management
with oversight and guidance on fechnology investment
strategy. Various steering and governance boards
provide strategy and governance focused on specific
program areas and major enterprise wide projects.

1.2 Information Technology Policy Advisory Committee

The Board of Supervisors is committed to providing county
government with the resources necessary to keep pace
with emerging frends in information technology; providing
citizens, the business community, and employees’ timely
and convenient access to information and services through
the use of technology; and using current technologies to
create new business processes and improve government
efficiency. To maintain these commitments, the Board has
made substantial, continuing investments in information
technology. In 1997 the Board of Supervisors created
a private sector citizen group called the Information
Technology Policy Advisory Committee (ITPAC) to provide
the Board with a source of expert citizen advice regarding
information technology strategy; and assist the Chief
Technology Officer (CTO) with technology direction
advice and validation of applicable industry trends for
government. [TPAC serves as advisor to the CTO, providing
counsel, experience and support for the county's IT
program.

ITPAC meets on a regular schedule to review the county’s
technology posture, key projects, and the annual
technology investment plan. The ITPAC Committee
membership includes:

> One representative appointed by each Board
Member (10 in total)

» One representative appointed by the School Board;
and

» One representative from each of the following
groups:
¢ Fairfax County Chamlber of Commerce
¢ Fairfax County Federation of Civic Associations
* League of Women Voters
* Northern Virginia Technology Council
The Committee’s duties and responsibilities are:

» Stay current with information technology developments,
including telecommunications, and provide recommen-
dations to the Board of Supervisors regarding incorpora-
fion of technical improvements in the county's informa-
fion and felecommunications systems.

» Review the annual Information Technology Plan and
investment budget and make recommendations to the
Board of Supervisors.

» Review major information technology acquisition
plan and make recommendations to the Board of
Supervisors.

» Present facts and issues that it deems important to the
attention of the Board of Supervisors.

» Advise the CTO and DIT on strategic and related issues.
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1.3 Senior Information Technology Steering Committee

In FY 1999 a county executive group, the Senior IT Steering
Committee, was created to advise the Chief Technology
Officer and DIT Leadership, and provide policy governance
oversight for the county’s IT strategy. The Senior Information
Technology (IT) Steering Committee was formed by the
County Executive to provide oversight of IT policy and
investments to ensure their alignment and support of
strategic and operational business requirements.  The
committee monitors the IT project portfolio fo continually
assess whether the investments are providing expected
benefits. This monitoring process provides a broad
perspective on the overall status, mission needs, and
priorities for the county in making decisions, the committee
reviews and provides budget recommendations for
new initiafives. The committee meetfs on a routine basis
fo review on-going project status in relationship to the
county’s strategic business initiatives and policy.

Core members of the Senior IT Steering Committee
include:

» The County Executive

» Deputy County Executives
» Chief Financial Officer
>

The Director of the Department of information
Technology/Chief Technology Officer

» Other County officials may be asked to participate
as needed

The Committee may activate a number of sub-
committees around specific issues that report their findings
back to the Senior IT Steering Committee. As part of the
decision making process, the Committee presents and
discusses strategic policy issues on behalf of the Senior
Management Team which is comprised of all county
department heads.

1.4 e-Government Steering Committee

The e-Government Steering Committee is a subcommittee
of the Senior IT Steering Committee, and was created
to assist the Deputy County Executive for Information
Technology with e-Government policy, strategy decisions,
and ensure enferprise consisfency and standards
in regards to the county's e-Government Program.
Members of the Committee include:

» Deputy County Executive — Chair

» Chief Technology Officer, Director of DIT

> DIT Deputy Director, Applications & Digital Government
» Director, Office of Public Affairs

» Office of Public Affairs — Communications Integration
Director

» Director, Department of Cable and Consumer Services
» Director, Fairfax County Public Libraries

» Chief Information Security Officer

» Deputy County Attorney

The committee:
» Establishes goals and inifiatives for on-line digital
government

» Develops e-Government/Web policies

» Assists the Deputy County Executive in consideration
of department requests for external links, exceptions
fo policy and the use of emerging e-channels

> ldentifies e-Government related issues and ideas

» Sponsors periodic focus groups, surveys and other
public or internal outreach to ensure that the
e-Government program is meeting the needs of
county customers

> Investigates and adopts new e-channels such
as social media to ensure that the county's
government channels and services meet the needs
of the county’s external and internal customers

» Inifiates pilot projects and conducts after action
review of the pilot projects

» Recommends changes as necessary to e-Channels
or adopts new e-Channels based on customer
feedback

» Sponsors projects for inclusion in the county’s annual
IT Plan

DEPARTMENT OF INFORMATION TECHNOLOGY
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1.5 Public Safety Information Technology Governance Board

The Public Safety Information Technology Governance
Board (PSITGB) provides leadership for an effective public
safety information fechnology sfrategy that leverages
the use of information technologies for the delivery of
consistent public service and emergency management
services to the citizens of Fairfax County. Members include:

» Deputy County Executive for Public Safety
> Two Deputy County Executives

» Chief Technology Officer/Director of the Department
of Information Technology

» Chief of Police

» Chief of Fire and Rescue Services

» Director of Public Safety Communications ( 9-1-1 Center)
» Director of Emergency Management

» County Sheriff

» General Manager of the Public Safety and
Transportation Operations Center (PSTOC)

The PSITGB provides a forum for senior executives, senior
management staff from public safety agencies and key IT
staff to:
e Formulate and adopt IT policies and priorities
that impact major public safety and emergency
management initiatives

e Take advantage of opportunities presented by shared
operational needs and concerns by deploying solutions
that leverage resources and investments

¢ Communicate public safety IT policies and procedures
to public safety personnel and ensure compliance with
adopted policies

Improve efficiencies through reduction and elimination
of redundant information technology, service and effort

e Provide an organizational framework to ensure
continuous awareness of best practices in public safety
technologies and emergency management

Provide project oversight

1.6 Courtroom Technology Executive Governance Board

The Courtfroom Technology Governance Board was
established to provide governance and oversight for
courfroom and court related technology initiatives. The
Executive Board reviews and endorses policies and
procedures, and provides oversight and direction. The
Board is composed of the Chief Judge or Judge designee
of each court, Clerk of Court or Clerk designee of each
court, Agency Directors - Juvenile Court Services Director,

and the County's Chief Technology Officer (CTO). The
Director of the Courtroom Technology Office is the
designated administrator for the board and is responsible
for ensuring effective strategic as well as planning,
development, and integration of courtroom technology
resources and programs with the courts and other
agencies and entities.

1.7 Governance Committees for Other IT Initiatives

In carrying out its mission, the CTO, the Deputy County
Executives and/or DIT senior directors participate on
several key County Committees focused on major county
initiatives and/or operational oversight agendas that have
significant requirement for IT participation, use or impact,
for example:

» Emergency Management Coordinating Committee,
and Emergency Management Executive Committee

> Fairffax County United System
Committee

(FOCUS) Steering

» Land Development Systems Steering Committee
» Human Services Leadership Committee

» Consolidated  Volunteer System

Coordinating Committee

Management

> Audit Steering Committee

Other committees may be established for innovation that
crosses multiple agencies or has enterprise-wide scope or
impact.
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1.8 Fairfax County’s Regional and National Prominence in the IT Community

In addition to infernal committee involvement, Fairfax
County Government’'s CTO and IT Management provide
leadership and/or participate on several federal, state,
and regional committees including:

>

Council of Governments ClOs Committee, Chair
2013/2014 - current

Council of Governments CISSO Committee, Chair
2011- current

Council of Governments Emergency Preparedness
Council

National Capital Area (NCR) Homeland Security
Executive Committee

Regional Working Group for infteroperability
(Maryland, Virginia, and DC, state and local
functional and tfechnical leadership representation)

Council of Governments Interoperability Council

Commonwealth of Virginia Interoperability Council

Federal CIO Council

>

>

>

FOSE Board
National Association of CIOs
National Association of Telecommunications Officers

Virginia Local Government Information Technology
Executives (VALGITE)

Metropolitan Information Exchange (MIX)

SIMS (Society for Information Management)

Northern Virginia Regional Commission

NoVA RPAC-|

National Association of Counties

Public Technologies Incorporated, 2013 Class Fellows
Federal IT Security Symposium Advisory Board

COVITS Board (Commonwealth of Virginia IT Symposium)

-
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SECTION 2

STRATEGIC DIRECTIONS AND INITIATIVES

he most critical challenge facing organizations

today is the imperative to stay current with

the rapid pace of change in technology,

harnessing innovation that delivers immediate
return on investment effectively to realize the
organization’s strategic goals, optimize service
efficiencies, and successfully meet end-user and
public expectations in an environment of new fiscal
challenges. As a strategic investment of county
resources, technology facilitates the delivery of
better and faster service and enables the county
to effectively respond to growing demand at
optimal cost and efficiency, thus critical to ensure
investment strategies are in place, balanced and
fluid. However, investments in technology can be
significant, including capital, initial transformation
and incorporation of technology info an
organization’s business, and sustainment. Without
capital expenditures, capabilities can also be
enabled through annual operational cost models,
such as with technology ‘clouds’, subscription
services, and other infrastructure or software-as-a-
service business offerings. However acquired, new

technology must be wisely adopted and carefully
infegrated into the organization's technology and
business architecture for optimal impact.

The Fairfax County technology strategy incorporates
a thoughtful plan for investments at optimal time
and delivery. This has contributed to the county’s
ability to keep pace with growing demands
for services and promoted agility in facilitating
response to evolving new needs and opportunities.
Additionally, this strategy has helped the county
address new economic realities, provide improved
communication, information and open government
for public engagement, leverage the overall
technology portfolio and capabilities on an
enterprise scale that meets the diverse needs of a
wide variety of operational needs. The following key
initiatives are part of the overall strategy and living
portfolio of strategic opportunities and objectives on
an enterprise scale designed to optimize effective,
efficient and customer-oriented services for internal
government and constituent engagement.

2.1 Digital Government/e-Government

The e-Government (e-Gov) initiative is a foundational
program supporting the county’s goal of a “government
without walls, doors, or clocks”, consisting of many
channels, policies and processes that infegrate all
platforms, both for infernet as well as infranet. The strategy
includes initiatives for expanding channels using new
media capabilities and improving mobility, and citizen
engagement and experience. The comprehensive
strategy includes an inclusive set of channels, using
enabling technology, policy and processes and the
technical foundation for the county's open government
and fransparency goals, as well as enabling county
agencies’ operational efficiencies goals and mobile
workforce, emergency management and Confinuity of
Operations Plans (COOP). The e-Gov program develops
the architecture for the WEB, other public channels
and infernal WEB portals, and includes the website
www.fairfaxcounty.gov, online services, mobile, social
media, web-based applications, Interactive Voice
Response (IVR), Cable TV, the county’s Public Access

sifes in Libraries and Access Fairfax sites, and other tools
across all agencies to enable comprehensive and
cohesive access to county information and services that
span over fifty agencies. In addition fo efforts of on-going
improvements to enhance the look, feel, navigation,
and search capabilities of the Web and deploying new
services, fransactions, social media and other content, the
strategy also includes CRM and Content Management
fools for comprehensive, infegrated service opfions.

A governance body, the e-Gov Steering Committee
(see Section One) develops strategy and goals for this
program. Popularity and use of the e-Gov capabilities
continues fo expand. Here's a sampling of significant
stats as provided in the FY 2016 budget:
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| FY2013 | FY 2014 | % Change

Website Visits 17,911,663 | 19,252,748 +6.97%
Searches 3,475,388 | 2,608,134 -33.25%
Mobile Web Visits 198,210 149,718 -32.39%
Facebook Reach 6,560,341 | 11,603,306 +43.46%
Emergency Blog 647,577 499,967 -29.52%
YouTube Views 118,350 159,919 +25.99%
SlideShare Views 965,798 | 1,029,807 +6.22%
TOTALS 29,877,327 | 33,303,599 +15.37%

The county has achieved much success and acclaim
for its e-government focus in integrating the WEB and
IVR platforms that offer a wide variety of channels
for complete online public access capabilities
fo services and programs, and incorporation of
social media capabilities in a thoughtful way fthat
enhances service needs. Fairfax County and the city
of Alexandria shared the Virginia Coadlition for Open
Government's Freedom of Information Award in the
government category. Fairfax County was recognized
for its efforts fo engage the public as a regular part
of the budget development process which includes
extensive outreach through the use of social media
platforms which received nafional recognition by
Public Technology Incorporated (PTI). In over ten years,
Fairfax County confinued to be ranked in the top
ten localities nationally, and
received national recognition
from the Center for Digital
DIGITAL .
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Over twenty-five county agencies have deployed a
variety of Social and New Media apps to support their
constituent programs and services. In FY 2016 and
FY 2017, the county will continue to add new online
services, enhance county mobile apps, integrate with
social media even more, redesign and work on re-
engineering information presentation on the public
website. The e-Gov program will also continue fo work
with  the Commonwealth of Virginia, regional partner
municipalities, and federal government agencies
in inferoperability of common service portals and
developing web service standards to enable cooperative
access and seamless integration of information and
services regardless of the origin or the source.

Website

The current family of homepages on the county’s primary
website ot www.fairfaxcounty.gov uses responsive design
fo render seamless information across three device types:
desktop, tablet and mobile. Design considerations included
highlights the key services the public is looking for online
along of a pictorial representation of the county activities
which was based on analysis of years of captured metrics.
The most accessed services are featured prominently
and easily available on the top in the “Find, Pay, Report”
section of the homepage, based on the current website
usage and metrics. Periodically a comprehensive review is
conducted of the Website for redesign potential fo update
the look, navigation and over-all usability of the 34,000 page
site with new functionality, content enhancements, and
innovative features. The Welbsite and CRM solutions are part
of the county’s overall service improvement and customer
engagement enhancement inifiatives and support the goals
of cross-agencies’ services integration and improvements
projects such as in land development and social services.

As meftrics show, more than half of the fraffic fo
www.fairfaxcounty.gov comes from search, so e-Gov
will continue to invest in this important aspect, both for
the county’'s search appliance and to opfimize web
confent so commercial search engines find county
content. A highlighted news section provides easy
access fo information categorized by topics and
brings into focus county functions, departments and
agencies, county-wide inifiatives and featured services.
The Google Search Appliance augmented the overall
search functionality of the website. The design won national
recognition for being ‘Best of the WEB' by the Center for
Digital Communities. In addition to the benefits for on-line
services efficiency, the public website is also a part of the
county’s “Going Green Initiatives”. The county website is
also being tfranslated info multiple languages using machine
franslation powered by Google Translate. For website
accessibility, website pages are tested for compliance
with Section 508 of the Rehabilitation Act of 1973 and the
Americans with Disabilities Act (ADA) by passing through
the county's automated compliance checking fool.
The e-Gov team’s Web Content Review program began
in early 2014 to take a fresh, systematic look at significant
agency pages on the public website.

While initial e-Gov efforts were largely focused on provid-
ing access fo services, Fairfax County is expanding its ef-
forts fo provide citizens the necessary tools for engage-
ment, inferaction and participation with county govemn-
ment in order to improve communication and services

.
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(Citizen-to-Government Networking) and greater trans-
parency. The county’s website has been one of several
channels used for public input into the county’s budget
planning process. Fairfax County’s “Online Services” is
a cenfralized location for access to over fifty online and
interactive services offered to the public to complete
routine transactions such as payments, applications, and
reporfing with ease. In FY 2014, the county augmented
ifs online services portfolio with number key services like
online Courtfroom Reservation, enhancements to Build-
ing Permits application, and Financial Transparency - a
joint inifiative with Fairfax County Public Schools which
provides fransparency to the public for both county gov-
ernment and public schools on their respective websites
as well as on all mobile devices to view budget & expen-
ditfure data and specific vendor payments thereby pro-
moting open disclosure.

In FY 2016 and FY 2017, e-Gov will confinue to affirm
the county’s strategic vision and goals, with confinual
enhancement of services and focus on improving
online service delivery along with coordinated process
for implementation and to keep in alignment with the
Customer Service and Engagement efforts. Focused
efforts on re-architecting information, modifying layout
and presentafion of content on the county website
will continue to be of prominence. Emphasis will be
placed on providing information based on topics key to
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the public, which will be based on metrics and usage
patterns of the website. Staff intends to update and
refresh county apps with the latest features of software
developer kits and county content.

Mobile

Acknowledging the widespread growth of mobile fechnology
which added convenience of using mobile devices from
anywhere af any time, a mobile version of the county
website was launched. In FY 2012, Fairfax County increased
the value of its e-Government efforts with the add-on of
mobile apps for all platforms like iPhone/iPad, Android and
Blackberry for free downloads. Providing mobile accessibility
from various devices further enhances citizens’ convenience
and reaches a wider user community with the ability fo
access services and information in the palm of their hands.
The county expanded offerings in mobile access by making
the county’s public website accessible via wireless devices
www.fairfaxcounty.gov/mobile  which enabled citizens to
inferact with county government through personal wireless
devices. Samples of the mobile apps deployed include:

» Aleris - Offers the latest updates about major incidents
or weather events including text/e-mail alerts,
social media, emergency RSS news feed, important
phone numbers, seasonal preparedness information,
recovery resources, mobile weather forecast, and
links fo Key County, state and federal emergency
agencies.

» NewsWire - Each business day, the Fairfax County
NewsWire features the latest headlines from county
departments.

» Contact Us - One-touch calling of our main

703-FAIRFAX phone number, crifical emergency
phone numbers, libraries, parks, courts and by
department/program.

» Calendars - Browse upcoming public meetings,
community events, tax deadlines and more.

» Library - Patrons can browse the online catalog, get
hours, locations, check reviews, place holds for pick
up, modify hold requests, check account status, and
renew material. Additionally, the library also has a
native iPhone application.

» Locations - Use the GPS features of your device to
find the nearest library, park, community center, fire
station, police station and government buildings.
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» Services - Key services like Childcare Central and
FIDO (building permits, applications and complaints)
applications.  Additional service related applications
are in development.

Social Media - Links to the mobile versions of all official
county government social media sites on Facebook,
Twitter, YouTube, Flickr and podcasts on iTunes.
Like us, follow us, watch a video, view pictures or listen
to podcasts on iTunes through our coordinated social
media efforts.

Elected Officials - Quick access to the ten member
Board of Supervisors with links fo mobile versions
of Board offices’ web pages, meeting schedules,
agendas and more.

Transportation Key links to major transportation
resources such as the Connector bus, Metro, VRE, bikes,
pedestrians, Virginia Department of Transportation and
more.

VOTE - Check voting places for the Office of the
Registrar to include on-going enhancements.

Search Site:

[ Home ] Living Here ] Doing Business | Visiting | Departments & Agencies
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@ Find @ Pay 0 Report
| |
+ Real Estate Values + Car Taxes * Car Purchase/Move Ins
* Jobs * Real Estate Taxes * Complaints/Crimes
« Library Books ® Parking Tickets More Services...
+ Park Classes + Traffic/Criminal Viclations
+ Operating Status
Topics Contact Us
() Animals [+) Maps & GIS
(#) Board of Supervisors (#] Older Adults 703-FAIRFAX

Contact us by phone, email or

Twitter for general information.

(+] Budget

(#] Courts

Emergency

(#] Environment & Energy
[#] Food

(+] Our Government
[#] Parks & Recreation
(] Permits & Licenses.
[+ Palice

Recyeling & Trash

) 8am. to 4:30 p.m., Monday-
Friday

» Car-Tax - Allows fax payments via e-checks, credit and
debit fransactions.

> Tax Evaders - Allows residents to report vehicles that
may not be compliant with tax regulations.

The county’s suite of mobile apps, "Government in the
Palm of Your Hands"”, was showcased at the Metropolitan
Washingtfon Council of Governments (MWCOG), and won
awards from the Commonwealth of Virginia IT Symposium
(COVITS), from Public Technologies Inc., and was also
recognized by the Center for Digital Government-
Digital Counties Survey. Information about the county’s
Mobile Apps can be accessed on the county's
website:  http://www.fairfaxcounty.gov/news/mobile/.
The Fairfax County Mobile App has been downloaded
about 19,430 times since its launch.

I~
Ja’

il Fairfax County

Contact Us Departments & Agencies

Connect & Engage

E
Emergency Information +
+

Fairfax County main page iPhone view

Fairfax County main page tablet view
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News

(http://www fairfaxcounty.gov/news/) is the
county’s one-stop news shop, which focuses on the delivery
of news and information fo the public: residents, businesses
and other inferested groups. NewsWire is a comprehensive
tool, that consolidates all the ways residents and employees
can stay connected with the County, including: the social
networking sites, information available on 703-FAIRFAX, News
fo Use, E-Government services, podcasts, RSS feeds, Weekly
Agenda and emergency alerts. NewsWire is published on
the website, as an e-mail newsletter, and on Twitter.

Ask Fairfax is an online discussion forum that has hosted
hundreds of questions through the years for dozens of
chat topics with county experts. This has proved to be an
invaluable tool for engaging the community.

Social Media

Social media in Fairfax County has been a significant success
fo engage and provide services. The county currently has
15 Facebook Pages, which reached 11.6 million people in
FY 2014, a 43.46 percent increase from FY 2013. The number
of county Twitter followers has doubled in the last 15 months
across 10 county accounts. The use of these tools is critical
fo providing two-way information with the county community.
A centrdlized social media content management system is in
place, along with a comprehensive social media policy that
can be found at:
www.fairfaxcounty.gov/opa/fairfax-county-social-media-
policy.pdf.

The social media management system’s user interface
takes the form of a dashboard, and supports social
network integratfions for various social networks like
Facebook, Twitter, You Tube etc. This system has
helped build an engaging presence on social media
with the ability to manage all our social networks and
schedule messages for future publishing. Additionally,
the real time analytics provided by fthis tool gives
an in-depth view on the dashboard of how well the
county's social media efforts are being received by
the public with the ability to visualize the metrics in one
easy place. The tool also helps monitor social media
conversations that matter to the county, idenftify its
influencers and observe emerging frends.

In coming fiscal years, the use of social media beyond
communications will be important. The e-Gov plan will
further integrate social media info operational aspects of
agency lines of business to ensure cross-platform sharing

as needed. Social media tools will continue to evolve as
the leading e-Gov tools of choice in the years to come.

Audio

In FY 2014, Fairfax County launched a new Infernet
sfreaming radio stafion simply named Fairfax County
Government Radio. It is hoped that one day fthe
county will fulfill the complete audio vision of public
information by fully utilizing the 1670 AM radio spectrum.
The county currently owns and produces even more
audio content for the county's SoundCloud social
media account. The public can listen online (http://
www.fairfaxcounty.gov/radio/) as well as on mobile
devices, meaning access 24 hours a day, seven days
a week.

During emergencies, the statfion will be used fo share
important emergency information in an audio format, the
same way the county currently uses other platforms such
as the emergency alert system (https://www.fairfaxcounty.
gov/cean/) where residents can sign up to receive
emergency dlerts by both text and e-mail.

Video

The use of videos has continued to expand beyond
the county’s existing cable TV channel. Fairfax County
YouTube channel views grew by 25.99% in FY 2014 and
videos for the infranet have led to greater engagement
among employees.
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Customers Served

VR: 5 million since FY 2005

Web: 34,000 pages — 14,968,148 visitors which equates to 59,001,252 page views
Unique visits: 13,322,116 i.e. user access multiple pages or conduct business

E-services: 125

Information and Services Available

Adult education classes Web
Becoming a child-care provider Web
Board Meeting minutes (searchable) Web
Budget information and approved budget Web

Bus tour schedule Web
Child-care provider list Web
Collection of household trash & recyclables IVR
County Code - full text Web
County demographics Web
County maps, scrollable, printable Web
Courts — Circuit, General District, and Juvenile Web, IVR
Crime statistics, Wanted List, Neighborhood Watch Web
DTA EPay Web
iCARE DTA Real Estate Assessment and Information Query Web
Library Picture Books Web
Public Meeting Calendar Web

Fire & Rescue Media Information IVR
Health Information Web, IVR
Inspection scheduling status IVR
Information for victims of crime IVR

Job opportunities Web
Library information line IVR
Multi-jurisdictional information Web

My Neighborhood Web
Newcomer information Web, IVR
Parks/Recreation information Web, IVR
Public safety information Web, IVR
Real estate property assessment & tax information Web, IVR
Seniors informatfion and programs Web, IVR
Frequently Asked Questions Web

RSS Feeds Web
Podcasting Web
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Doing Business with the County

Access Health Department food inspections database Web
Access GIS aerial photography with pan and zoom Web
Apply for County jobs Web
Apply for a library card Web
Board of Supervisors compliant forms Web
Building Permit Fees Estimate Web
Download request for proposal/invitation for bid Web
Electronic Mailing List Web
Estimate Electrical Permit Fee Web

File complaints about landlord or consumer problems Web
Find location of closest Library by entering zip code Web
Register & pay for Park Authority classes, camps, & tours Web, IVR
Library Audio Books Web
Obtain permit/plan status Web, IVR
Pay taxes with credit card Web

Pay taxes via eCheck Web
Pay traffic tickets with credit card IVR
Query current real estate property & tax information Web, IVR
Query Human Services online “ Resource Guide” Web
Query for current position on the Housing Waiting List IVR
Query specific court case information IVR
Query status of an inspection, permit, or plan Web, IVR
Query Victim Services data for offender release date info IVR
Register a vehicle Web
Request faxes of court fees and procedures IVR
Reserve a golf tee time Web
Reserve/renew Library books — search catalogue Web
Reserve a picnic area Web
Report change of address for tax purposes Web
Report a lost pet Web
Report a zoning or noise ordinance violatfion Web, IVR
Search for information in historical newspaper Web
Search for County agency telephone numbers by keyword | IVR
Special Needs Registry Web
Sheriff Service Civil Process Web
Subscribe fo County publications Web
Social Needs Registry Web
Volunteer to help in the Library or Parks Web
Zoning and Noise ordinance compliant form Web
Athlefic Facilities Application Request (AFAR) Web
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2.2 Geographic Information Systems (GIS)

GIS is a strategic foundational technology, integrated
with  numerous county applications and business
processes. It is an essenfial component of county
operatfions and is heavily used by a wide range
of county agencies (some of those activities are
highlighted at the end).

The GIS office maintains a range of technologies, related
products and data that provide the foundation for
ongoing intfegration of GIS intfo county operations as well
as enabling new developments.

Web-based GIS applications have become more
pervasive over the past several years, with 2014 seeing
a notficeable jump in ufilization on the county’s web
site as well as in field operatfions. One example is the
election results viewer. The application, released for
the November 2014 elections was heavily used election
night and enabled Fairfax fo display ongoing vote
tallies through the evening. A new "My Neighborhood”
report was also released, using newer technology and a
refreshed inferface.

As more county agencies switch from Blackberry
to iOS devices, deployment of field data collection
applications becomes much easier fo do than before.

November 4, 2014 General & Special Elections
Results - Precinct Results Viewer - Fairfax

Voter Turnout

The Park Authority and the Fire and Rescue department
are using mobile applications to collect information
on invasive species, frail erosion, and fire hydrant
location. Other agencies, such as Public Health and the
Police Department are considering using mobile data
collection in some of their business processes.

The GIS Office released a GeoPortal page on the county
web-site that is a single location to access the growing
number of GIS enabled web-applications available for
use. As of February 2015, twenty-six applications are
available to constituents.

3-D viewing implemented in 2010 continues to be
popular and is scheduled for a software update along
with 3-D building refresh and expansion to cover
57sg.km. of buildings, Virtual Fairfax provides users the
ability to easily navigate the county and view buildings
in the key Tysons Corner and Reston/Herndon areas in
3-D.

Modifications have been made to the underlying
application (http://www.fairfaxcounty.gov/gis/virtualfairfax/)
that will enable other county agencies to develop co-
branded applications (e.g., Virfual Fairfax — Tysons) to let
them customize the content for their business needs. If
these versions are implemented, they will retain
the ability for users to access fo different land
information systems (LDSNET, iCARE, and My
Neighborhood), and provide easy linkage to
information for schools, historic sites and places

LAST UPDATE: Nov 12, 2014, 09:23:01

e of interest. GIS has been working with other
) uncer35% agencies who have expressed interest in having
B 35 - 4s% a co-branded site, and there are currently
B <51 -55% no firm plans to implement a co-branded site.
=st;'e‘i°" Additionally, due to the intense development

in Tysons Corner and the Reston area, GIS
will pursue updating of the 3-D buildings and
base imagery of those areas using the 2013
Pictometry imagery as the source. Additional
areas with 3-D buildings will be added as well.

Oblique imagery and its related software
is another core technology for GIS and
the county. Originally  implemented in
2003 with GIS support, it has become a
key tool for multiple county agencies.
Oblique imagery is integrated info CAD/911
| operations as well as the Department
| of Tax Administration with many others.

Pricinct Viewer - Shows voter turnout by precinct across county

It also serves as the source of the data used

s
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to construct the 3-D buildings in Virtual Fairfox. The oblique
imagery confract was successfully re-competed. As a result
the county will continue to obtain oblique imagery and 3-D
objects through Pictometry. The next acquisition under the
new contract will be for the 2015 oblique imagery. Below
is also an example of oblique imagery of the Reston fown
center. Note the view of the side of the buildings.

GIS will obtain the necessary software tools fo enable
integration of oblique imagery into county web

applications as well as implement enhanced web-
viewing tools to replace some of the older deskiop
viewing fools that can be cumbersome fo use. It will also
pursue development of more advanced GIS-enabled
web applications to provide more powerful tools to the
public.

Planimetric data is another foundational data set for
almost all county applications including Police and
Fire and Rescue vehicles, various desktop applicafions,

November 6, 2012 General and Special Elections Results Official Returns —
Precinct Results Viewer — Fairfax County Results Onl

Precinct - ROBINSON
President/Vice President

Obama / Biden (D) o

Romney / Ryan (R)

Johnson / Gray (L) -

Stein / Honkala (G) o

B, Goode / Clymer (C)

Precinct - ROBINSON

President/Vice President US Senate

Obama / Biden (D) o
RS imothy M. Kaine (D) -
Johnson / Gray (L) -
Stein / Honkala (G) + George F. Allen (R)
Goode / Clymer (C) -

o

Precinct Votes Cast: 3415

Oblique image of Reston Town Center.

"CANTERBURY:

11th House of Representatives District

Gerald E. "Gerry™ Connolly (D)
Chris 5. Perkins 1

Mark T. Gibson (1) |
Christopher F. Decarlo (1)

Joe F. Galdo (G)

Peter M. Marchetti (1) -
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and various county mobile applicatfions. The planimetric
data update was jointly funded and completed through
a partnership with the Department of Public Works and
Environmental Services. The work was jointly funded and
completed. The work significantly expanded the planimetric
features in the GIS data warehouse: over 13 million new
planimetric features were added fo the GIS planimetric
dafa - an increase of over 400%. GIS is now working with
DPWES fo determine the optimum refresh cycle and funding
approaches.

Below is an example of planimetric data (outlines of built
features), for part of the Reston Town Center.

Accurate planimetric data depends on having
high resolution and high accuracy ortho imagery.
The county partners with the state every four years
fo purchase new ortho imagery for the county. The
partnership significantly lowers the cost to the county of
the imagery. That imagery is used on the web and as a
foundation for all of the GIS data layers since they can
be easily overlaid on the imagery as well as be derived
from the imagery. 2017 will be the next acquisition
year, based on the four year refresh cycle. The next
page shows an example of orthoimagery of the Reston
Hospital area. Note the straight down view.

Addresses are essential to almost all county operations.
The GIS office collaborated with other county agencies
fo bring the Master Address Repository online in 2004.

a0 -
2O
4®

GIS maintains much of the data in the system on a daily
basis. The Master Address Repository (MAR) project
has proved to be invaluable for the CAD/911 system as
well as other key county systems such as FIDO, LDS and
iCARE. The MAR is the authoritative source of parcel
(sites) addresses in the county essential for effective
operation of the new CAD/?11 system.

Interoperability is a significant and ongoing strategic
activity for GIS, both within Northern Virginia and regionally
through the Washington Council of Governments (COG).
Interoperability across National Capital Region (COG) and
with the Federal government for emergency response
purposes is also crucial. Fairfax is a member of the COG
GIS Executive committee and has helped guide the
development and implementation of the National Capital
Region Geospatial Data Exchange through its membership
in the projects executfive committee. The project went
live in spring 2012 and a revision of the software was
released in August 2014. The system integrates with the
federally funded Virtual USA network and provides a
convenient tool to enable fast exchange of geospatial

carls data to registered wusers of the system.
: 4 .

o,f*‘ N It was a valuable asset for inferagency
& “ collaboration  for  the  presidential
z Z

inauguration in January 2013 - enabling
§ sharing of much more spatial data
- among federal and local agencies
than was possible in the 2008 elections.
NCRGDX will also be used in the upcoming

%
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Planimetric Data for Reston Town Center. Buildings colored by zoning.
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Ortho image of Reston Hospital area.

World Police and Fire Games, scheduled for June 26 through
July 5, 2015 which will be held across the region, though
mostly in Fairfax County. Plans are underway in Northern
Virginia and the Washington Council of Governments fo
include regional data sharing (via NCRGDX) as part of
emergency training and dirills.

Interoperability is crucial in Northern Virginia as
emergency response regularly crosses jurisdictional
boundaries. Access fo accurate street centerline data
is particularly important to the Fire and Rescue personnel
who may have to cross jurisdictional boundary lines when
responding tfo an incident. Since Fairfax County's GIS
office maintains the street centerline data used in the
CAD/911 system, it is working to obtain similar data for
the region. The Regional Routable Centerline project
has been an important and ongoing project for the
CAD/911 system. Programming work on the software
necessary to enable the Centerline Project concluded
in 2012, testing and review continued well info 2013.
The Regional Routable Centerline project was funded
by a grant from the State's Wireless 911 Board. The
project will enable Fairffax County and neighboring
jurisdictions to share up-to-date centerline data for
their CAD systems, and enable member jurisdictions
(Loudoun, Prince Wiliom and Arlington counties and
the cities of Alexandria and Fairfax) to share routable
centerline data with Fairfox County. Addifionally, the
state supports this effort in order to gradually build a
statewide routable centerline data set. This initiative not
only benefits CAD/911 implementations state-wide,
but other business processes that need routable data.

Significant progress has been made with
centerline data. Tests in January 2014 indicated
that the participating jurisdictions had revised
and corrected their data for regional use. Tests in
production will occur in early 2015. This project was
awarded a Significant Achievement in GIS (SAG)
award by ESRI in 2011. The SAG awards recognize
organizations that have used GIS fo improve the world,
and set new precedents throughout the GIS community.

regional

GIS support for the CAD/?11 system is a core GIS office
responsibility, involving data maintenance requirements which
continue to be a significant effort.  Maintenance of the CAD
GIS data is carried out daily.

The county’s GEM application will be completely revised and
re-implemented in a new software platform late in 2015.

The Digital Map Viewer (http://www.fairfaxcounty.gov/
gisapps/pdfViewer/default.htm), a heavily used application,
was completely rewritten and was released in 2012.

Over the past years there have been a number of examples
of the importance of GIS technology to county operations.
GIS participated in the Derecho, Huricane Sandy and the
Inauguration — each one requiing extensive GIS support.
One of the befter examples of what a large scale county
emergency response would involve was an exercise called
Operation Enduring Collaboration.

The three day exercise was held from March 19-21,
2012 and was based on the scenario of an F-3 tornado
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striking the Sully/Springfield area of the county. The
intent was to practice a total county response to
such a major disaster. In planning for over a year, the
exercise involved all county departments that would
be involved in a disaster response. GIS played a key
role throughout the three day event.

In preparation, GIS staff assisted event planners and
produced the map-based exercise control products
that would drive the exercise. For instance, a realisfic
fornado path was created with specific F-level
damage zones for use as the ground fruth of the
scenario (shown below). Using this information, the
population of those impacted was estimated and
damage assessments were derived. GIS provided
some 75% of the information used to run the exercise.

Once the operatfion began, GIS was tasked with 40+
requests for maps and analyses over the fthree days.
The volume was such that the GIS Branch opened a
Departmental Operations Center (DOC) at the GIS
office to augment staff and handle the numerous
requests. The team’s efforts played a large role in
helping to guide the decisions that were made by other
participants from the operational agencies.

The Director of the Office of Emergency Management
(OEM) subsequently noted that “the work between OEM
and GIS has quickly become the model in the region

4 A S

Initial Estimate of Tornado Path
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been invited numerous times to demonstrate this product
to first responders and EOC staff that are always amazed
by the work of the GIS staff.”

Fairfax County cost-shared with the US Geological
Survey to obtain LIDAR data for the county.
Countywide data will be available in 2015 (acquisition
has been delayed due to snow coverage of the
ground). LIDAR provides immensely detailed elevation

data of all features in the county and should be a
substantial help in storwmwater and urban forestry

and state for WebEOC/GIS collaboration.

OEM has

planning and analysis.

Data Layers FY 2005 | FY 2007 | FY 2009 FY 2011 FY 2012 FY 2013 FY 2014
Parcel 341,000 356,000 358,300 358,140 358,630 358,765 359,610
Addresses 360,000 368,000 365,100 365,669 366,295 366,488 367,130
Building outlines 248,000 257,000 257,300 264,361 267,729 274,078 273,960
Miles of roads 4,000 4,700 4,736 4,825 (county) 4,904 (county) 4,943 (county) 4,959 (county)
7,628 (regional) | 7,652 (regional) | 7,729 (regional) | 8,240 (regional)
Number of streetlights 57,939 59,937 60,448 60,557 60,825 61,257
Linear miles of sanitary
sewer lines 3,350 3,390 3.410 3,424 3,440 3,455

Table 1 - Some of the significant layers in the GIS database

.
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The volume of GIS information continues to grow in
Fairfax County. The GIS data warehouse holds over
800 layers of Fairfax County data and several hundred
more of neighboring jurisdictions. The overall size of the
vector data stands at over 100 GB (including business
data ftables), and the raster data is now over 5 TB on
line with an additional 4.5 TB currently archived. The
LIDAR data is expected to add over 500 GB of data.
As a result of new software tools, more imagery and
historic maps will be added and made available. The
volume of data in the digital map viewer has increased
annually as new sefs of property and zoning maps were
added. Currently there are nearly 45,732 pre-made
maps and images of historic maps available online.
Table 1 lists the number of features in some of the
categories and their change over time.

The availability of key county data digitally through
the GIS provides a range of benefits to constituents as
well as county staff. Digital orthoimagery is widely used
within GIS as well as over the web. With the parcel
and zoning data now maintained digitally, production
of the county’'s parcel and zoning books has been
greatly accelerated. Time consuming manual steps
were replaced with a digital production process
enabling staff to capture additional features in the
GIS (e.g., more easements, particularly conservatfion
easements). All map changes are posted to the
internet daily, providing web users of the Digital Map
Viewer with the latest versions of the maps. Prior
to these enhancements, maps were printed for
distribution annually. Digital production has enabled
the use of color maps, and development of new
symbolization of zoning patterns are added features.
The popularity of the frequently updated data is
evident by the steady increase in usage of the Digital
Map Viewer and reduced demand for the printed
books. Currently over 10,000 DMV maps are viewed or
downloaded per month on average.

In addition to the GIS branch itself, over 25 county
agencies use GIS in their operations. These include:

> Northern Virginia Soil and Water Conservation
District — The soil maps (both the official 1990 and
unofficial 2008) are available with seven other
digital map series on the county’s web site. The
2008 soil series maps were added to the digital
map viewer in FY 2009. The new soil data based
on the countywide soil evaluation program
conducted jointly with the federal Natural
Resource Conservation Services and the Northern
Virginia Soil and Water Conservation District was

added to the digital map viewer. Sales of the
printfed property and zoning maps has fallen
steadily as more users turn to the free, digital
online maps.

Public Safety — The centerline file was modified
to reflect Northern Virginia’'s common centerline
elements and made available to county agencies.
IT has been substantially enhanced with additional
data needed for CAD and for regional routability of
emergency response vehicles. That will continue
to change as a result of the regional/state
centerline grant. Public safety is the heaviest user
of oblique imagery (at call taker and dispatch
workstations) as well as planimetric features (in
over 1,000 emergency response/public safety
vehicles).

Department of Public Works and Environmental
Services (DPWES) - Solid Waste Division -
Substantial savings are realized in the Department
of Public Works and Environmental Services
through the use of GIS. The agency was
recognized by the State of Virginia for integratfing
GIS with refuse vehicle routing for additional
flexibility and cost savings. GIS is currently working
with DPWES to revise the refuse fruck routing
and incorporate new GPS technology fo speed
operations.

DPWES Stormwater Management — GIS technology
enabled the Department of Public Works to
complete the mapping involved in the Streams
Characterization Project in weeks rather than
months. They have been using GIS to help analyze
the age of the storm water infrastructure to
identify areas where there were lengthy systems
that were reaching their service lifetimes and
would need replacement or maintenance.
Additionally for watershed analyses, some of
the analyses time has been cut in half through
the use of planimetric data, LIDAR and satellite
imagery. The GIS also enables the Storm Water
Management Branch to track easements around
storm water facilities. It also maintains maps of
the stormwater features in the county and makes
them available via the Digital Map Viewer.

DPWES Waste Water Management - The
Department of Public Works digitized the sanitary
sewer lines info the GIS and maintains them
regularly. Those maps are available online for
viewing and download in the Digital Map viewer.
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The Department also uses GIS as part of its
automated sanitary sewer permit application tool
which greatly speeds preparation of the permit
by automating cost calculations. GIS is also used
to help call takers identify problem areas and
prepare work orders.

DPWES Storm Water Planning Division — Used GIS
to analyze flood inundation areas from possible
dam breaches and to identify properties at risk of
inundation.

The Health Department - GIS has been a vital
part in the planning and response for health
issues that include: HIN1 Influenza vaccinations;
childhood lead risk evaluations; Medical Reserve
Corps staffing; and mapping of private drinking
water supplies and sewage disposal systems. Most
recently, GIS was used to validate a request for
a Governor's Exceptional Medically Underserved
Populafion (EMUP) designation in an area of the
county where barriers to accessible primary and
preventive health services adversely impact the
health status of under and uninsured populations.

Park Authority — Uses GIS for a wide range of
planning and management activities including
conducting existing site condition analysis and
impact analysis; identifying environmental and
cultural resource features, constraints and spatial
relationships; preparing graphics, base maps,
countywide park network maps; park trail maps;
as well as in analyzing candidate properties for
addition to the park system. Parks also released
a web-based mobile application for navigating
county ftrails.  GIS is an essential tool regularly
used in all park planning, resource management
and development projects.

The Department of Planning and Zoning — Uses GIS
programming and analysis to handle tasks that
would have been an overwhelmingly manual
effort in the past. The assignment of regional
tfransportation analysis zone numbers to each of
the county’s’ 358,000 individual parcels has made
this a routine and quick process. GIS streamlines
the Area Plan Review (APR) through the use of
the Comprehensive Plan Amendment Tracking
System (CPATS) which uses GIS to generate
notices for plan amendments applications. This
has largely eliminated errors and provided easy
access to the latest information. GIS is integrated
info DPZ's Land Information Systems (DPZLIS)

N FAIRFAX COUNTY
A VIRGINIA

Commonwealth of Virginia \‘\ f

Delegate Districts %‘1‘“
in Fairfax County / o=
= o
The districts represented on this map are | 4

the result of the Commenwealth of Virginia's redistricting
process completed in April 2011.

Commonwealth of Virginia Delegate Districts in
Fairfax County

with a number of benefits including, easy and
quick access to staff report maps, generating
environmental assessments, and custom page size
maps of any county location. These specialized
features have been particularly beneficial in
zoning enforcement issues where the public can
now view maps to check permit and enforcement
cases via the internet. They have been using
3-D analysis fo visualize and analyze building
size and impact on neighboring propertfies and
thereby make more informed determinations
about proposed construction. Most recently
they implemented the Planning and Zoning
Map web portal and have implemented an
interactive Planning and Zoning map viewer to
find the location of zoning applications and are
developing an Interactive Comprehensive Plan
Map as well.

Department of Transportation - Utilized GIS for
a variety of agency needs and projects. GIS
provided tremendous insight in understanding and
predicting commuter use of Park & Ride facilities
and helps direct the department to locate and
manage new/potential facilities. The Department
of Transportation uses GIS technologies for the
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Fairfax Connector bus system's demographic
analysis, route planning, and bus stop management.
Many of these techniques are also used for the
Employer Services program fo best promote
commute alfernatives for Fairffax employers and
their staff. In addition, a number of transportation
features, including the Residential Permit Parking
Districts  (RPPD), Yield-to-Pedesfrian, and No
Parking inventories are managed through GIS.
GIS is used to plan and analyze bus stop locations
and pedestrian safety improvements. New uses of
GIS include interactive mapping to better aid the
public in navigation and identifying recreational
features for bicycle riders.

Pest and Disease Management — Rabies, West Nile
virus, Tuberculosis, and Lyme disease are compiled
and analyzed spatially on a continuous basis using
GIS. GIS is also used extensively in the planning,
routing, surveillance, and/or enforcement activities
for environmental health (food, water, onsite and
vector).

Fire and Rescue Department — Makes substantial use
of GIS and as a result is experiencing significant savings.
For instance, in the process of responding fo Fire
Hydrant and Insurance queries, the GIS saves about 50%
of staff fime in determining distances. Additionally a
98% staff fime savings were estimated in the countywide
analysis of identifying five-minute response time
areas for fire stations — a factor crucial to establishing
areas within response time limits.  More recently they
contributed fo building a routable centerline for the
new CAD/911 system which will improve response times.
They also used GIS to help evaluate possible alternative
locations of a fire station near Herndon.

Faifax County Police Department - Has had
significant success in its use of GIS for crime analysis. In
multiple instances, the Department’'s crime analysts
identified spatial patterns in crime incidents, successfully
predicted subsequent crime locations, and arrested
suspects (for instance, GPS larcenies, burglaries). The
training of police crime analysts as criminal profilers is
heavily dependent on the use of GIS. The GIS Branch
worked with the Department to implement a total new
Police Incident viewer which will include a substantially
larger map and faster response time. A mobile version
is available. Police also used GIS to plan the county-
wide events for the National Night Out — Community
Watch Program. It highlighted all the activities and
enabled efficient routing of staff to cover the large
number of events in one evening.

» Emergency Management - GIS was used extensively
in planning the response to flooding in the
Huntington area. The GIS maps were helpful for
both field personnel and staff in the Alternate
Emergency Operations Center. It was also used for
extensive planning for the inauguration of President
Obama - since close coordination with federal
and neighboring agencies was necessary. GIS also
supported ‘snowmaggedon’ in 2010, super storm
Sandy and the Derecho responses in 2012, and
regularly supports the Office of Emergency
Management in table top exercises.

> Department of Systems Management for Human
Services — Uses GIS regularly as part of tracking and
analyzing county demographics. Their key system
is the Integrated Parcel Life-cycle System (IPLS)
which contains demographic information by parcel.
Most recently they have used GIS to analyze and
demonstrate the wide range of languages spoken in
the county, broken out by language, area and are
doing ongoing analyses with the 2010 census update.

» Office of Community Revitalization — Now has a
web site with GIS maps as an integral part. The
site and its maps provide a geographical context
for people inferested in revitalization in the county.

» Government Partners — The GIS now contains data
from Fairfax Water and the Cities of Fairfax and Falls
Church on hydrants — an important data element for
the CAD/911 maps.

The breadth of GIS utilization across the county, and the
extent of its integration into the overall IT architecture
are reflected in the award winning plans and efforfs
of the preceding years. The awards recognize GIS's
achievement in fostering and expanding the use of GIS
applications to improve county operations:

> In FY 2014, Fairfax County was awarded a Special
Achievement in GIS award by Environmental Systems
Research Institute (ESRI) for its confributions to ESRI's
national community mapping service. Now a highly
detailed base-map is available for all users of ESRI's
tools.

> In FY 2011, Fairfax County GIS, as part of the
regional team carrying out the Regional Routable
Centerline project, was awarded a Special
Achievement in GIS award by ESRl. The award
recognizes organizations that use GIS to “improve
our world — and set new precedents throughout the
GIS community.”
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» GIS was also the recipient of the 2010 VA (SAG) Awards for both the GIS Branch work and the
Governor's Technology COVITS award for its ‘Virtual countywide efforts in GIS.
Fairfax’ web based application, also written in the

Washington Post. > The National Association of Counties recognized Fairfax

County for its use of GIS in the reapportionment process.

» County GIS programs received the VA Governor's
Technology COVITS award for DPWES' use of GIS in
routing refuse collection vehicles.

Fairfax County is a member of the Northern Virginia GIS
managers group, an informal group that regularly meets
to coordinate activities. The GIS Branch also works
» In FY 2005 the county's GIS won FOSE's E-Town  closely with the State's GIS agency (Virginia Geographic
Award for GIS Integration. Information Network, now part of Virginia integrated
Services Program), and now directly participates in the
» The county’'s GIS program received a “Best of  gmergency Operations Center when it is activated.
Breed” award in the 2003 Digital Counties Survey.
This survey and award recognition was conducted  The county is a member of NACo's GIS committee
by the Center for Digital Government, in partnershio  which looks at key GIS issues affecting counties. Each
with the National Association of Counties. year, GIS hosts “GIS Day” which promotes the use of
GIS and development of new GIS applications through

> Fairfax County's GIS received international . i,
countywide competition and awards.

recognifion via the ESRI Special Achievement in GIS
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2.3 Customer Relationship Management (CRM)

Expectations for modern access and inferaction
with government services continue to expand
dramatically.  Agencies need automated ways of
capturing inferactions, providing and fracking response
fo inquiries, requests for services and complainfs, and
the entferprise needs a common solution that integrates
with e-government capabilities and the Web, enables
improved customer experience and public engagement,
and provides an entferprise-wide view of constfituent
needs and concerns, and county response. Fairfax
County confinues to respond to this growing need
through Customer Relationship Management (CRM)
technology applications. CRM provides agencies and
their staff improved opportunities for providing citizens
quick and convenient access to information about
county programs and services. Current solutions
in place that have served a variety of agencies’
needs for fracking inferactions, response fo cifizen
inquiries and requests, as well as issues management
include Internet Quorum (IQ), and Siebel commercial-
off-the-shelf(COTS) products. These solutions were
successfully implemented over time for a variety of
applications and have resulted in significant staff
productivity and efficiency improvements in supporting
information exchange with ciftizens through multiple
communicatfion channels: in-person, telephone, e-mail,
via the internet and mobile devices.

For example, the Offices of the Board of Supervisors
and the Clerk to the Board provided enhanced

opportunities to record, route, and manage
inferactions with constituents and organizations.
Subsequent phases have provided expanded

capability throughout the county. The web enabled
system replaced several custom applications and
provides functionality for the Office of Public Affairs,
Consumer Protection, Office of Human Rights and
Equity Programs Department of Public Works and
Environmental Services, County Executive and the
County’s Legislafive functfion within  the County
Executive's office, Department of Purchasing & Supply
Management, Department of Transportation, and the
Alternative Dispute Resolution Program.

The Clerk to the Board of Supervisors uses the 1Q
Boards and Commissions Module to tfrack appointments
and nominatfions to boards, committees, and
councils and maintain a complete correspondence
history regarding contact with these individuals.
Consumer Protectfion Division’'s modules include
Complaint Tracking, License Administration and

Taxicab Inspections. The systems enable staff
to rapidly open and begin investigating cases.
By expediting the administrative components of case
investigations, the initial response fime is reduced,
resulting in earlier defection of consumer protection
violations. The historical research required to discern
how past cases were resolved is now expedited;
cross-referencing cases between investigators
allows department staff to share online information
pertaining fo the same or similar consumer profection
violations. Further, the system facilitates collaboration
between department investigators on complaints
and resolution techniques, and also enables citizens
tfo access complaint histories of businesses online in
order to research and deftermine the pros and cons of
doing business with those merchants. In addifion, the
system allows Fairfax County Police access to license
information for all solicitors, peddlers, pawnbrokers,
massage therapists, taxi drivers, efc.

The Office of the County Executive uses the 1Q
Legislative Tracking Monitor application fo assist
county agencies monitor, review, respond fo and
tfrack state legislation when the Virginia General
Assembly is in session. The system includes the
automated downloading of legislative bill information
from the Commonwealth's Legislative Information
System, thus eliminating the need for a legislative
aid to manually frack consfituent  requests.
The Human Rights Commission uses the system to
create, frack and report on case workflows allowing
the HRC investigators to meet multiple requirements.
The system also streamlines complex discrimination
processes and addresses privacy concerns for
investigator and conciliators.
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A project steering committee consisting of DIT
and agency staff that use or have inferest in call
center functionality was established to manage the
implementation and integration of the CRM. Inifial
efforts involved development of the overall framework
and pilot application in the Office of Public Affairs and
supports Office of Public Affairs customer center sites
in several locations. Frequently requested information
and felephone numbers for county services and home
owner association data is available in a centrally used
knowledge base to support consistent distribution of
information.

Office of Public and Private Partnership (OP3) is the
clearinghouse for partnership information in Fairfax
County. CRM efforts in OP3 have consolidated
disperse contfact lists of, business partners, and
resources enabling staff to ufilize the system as a data

depository for contacts, accountfs, cases, service
requests, solutions, correspondence, activities, and
allocation of staff and volunteer resources. The

Department of Tax Administration (DTA) Audit Division
migrated from the use of multiple Microsoft Access
databases and Excel spreadsheets to the CRM which
offered improved accountability, increased security,
and instant interactive reporting tools.

Enterprise-wide CRM supports a holistic view which
aids in making well-informed decisions about service

delivery to the county's diverse population and
improves communicatfion through seamless unified
access to informatfion via the county's web site, IVR
systems, cable TV, in-person, live Call Center agent,
mobile devices, and most importantly going forward -
Social Media. Goals for the refreshed strategy include
enabling screen pop interaction with case record
information, contact interaction records, transparent
case escalation, and consolidation of the legacy
CRM solutions. The enhancements will provide cross-
browser mobility access to CRM, reduce maintenance,
training, and support while increasing productivity
in efficient seamless integration with the county’s
office products. Assessment of the next generation
of CRM fechnology that provides improved native
integration with the county’s messaging environment,
more agile mobile app development and viability
for ‘cloud’ solufion opportunities in alignment with
county agencies’ initiatives determined that Microsoft
Dynamics to be the best overall fit for integration
with  the county’s enterprise information systems
environment, user friendly screens and navigation,
flexibility and overall cost. Cloud version is also used
for on-demand, as needed CRM requirements. In FY
2016 -2017 the project will continue to migrate legacy
CRM applications info the consolidated platform and
coordinate business processes to align with enhanced
public access and customer engagement goals.

2.4 Enterprise Content and Document Management

The county established a strategic approach to content
and document management by developing an integrated
solution on an enterprise platform. Content Management is
the foundation for the organization and use of information
from structured data (through business applications), and
unstructured data in electronic or imaged documents (word
processing documents, spreadsheets, e-mail, and reports).

The county's entferprise information architecture
confinues to be refined to provide efficiencies
and enhanced capabilities fo support enterprise
document management. This solution enables the
county fo have a rich document management
and business process flow for retrieval and storage
of vast quantities of required paper records. The
enterprise document management technology
with incorporated workflow solutions improves
business process efficiency and productivity by
providing the capability to view hard copy records
through automated applications in order fo provide

required services. In addition to fast and reliable
business processes, the document management solution
minimizes the need for storage of paper records,
reduces storage space needs, protects against
mounting storage costs, and reduces human and
physical plant asset risks associated with handling
voluminous stacks of paper.

Content management integrates with document
management. For business activities that also rely on a
variety of documents, the document management
initiative employs technology at the beginning
of a document’s life cycle (originated as hard
and soft copy) using the system to catalogue
and track the documents and enable automated
workflow processes through the entire life cycle.
This comprehensive approach and associated
implementation of technology is called Integrated
Document Management (IDM). In seeking enterprise
technology solutions that satisfied multiple needs,
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the county found that the best products for confent
management engines also incorporated document
management needs. The integrated solution is more
cost-effective, and provides a seamless integration
for use of information found in imaged documents
and information in databases and other systems
required for a complefte business transaction. The
infegrated document and content technology
provides the ability fo organize electronic documents,
manage content, enable secure access to
documents, route documents, automate related
tasks, and facilitate document distribution.

Document imaging is another component of IDM
which has been embraced to provide a more
efficient and effective way fo store and refrieve
documents for normal work productivity and to
handle legal mandates for records retention and
retrieval associated with case management, FOIA
and e-Discovery as well as to enhance information
published via the WEB in WEB searches. With
the dynamically growing volumes of information,

management of paper based documents
which often times has extended retention time
requirements is not effective and for many

processes, not feasible. Consequently, many county
agencies are implementing IDM with their business
systems to alleviate the demand for increased
storage space, improve business processes, and
protect against disasters that can potentially destroy
important paper documents. Integrated Document
Management solutions encompass core business
practices, as well as provide better archival and
disaster recovery capabilities.

IDM  technology has been implemented in a
number of agencies over the past five years, for
example, document work flow projects in the
Office for Children (OFC), multiple initiatives for the
Department of Family Services, the Commercial
Inspections Division of Land Development Services in
the Department of Public Works and Environmental
Services to meet the needs of the sewer lateral
section and complaints fracking, the core modules
of an automated Accounts Payable System in the
Department of Finance and on-going work for the
Juvenile and Domestic Relations District Court.
Although the individual departmental business
requirements vary for the use of IDM technology, the
following benefits and quality improvements have
resulted from these projects:

» Increased staff productivity from employees’ ability
to share and act on accurate information through
the delivery of the right documents at the right time

» Enhanced communication and collaboration through
shared information

» Improved speed of information and transaction flow
throughout county agencies

» Improved access and security through controlled
access to sensitive documents

> Reduced
documents

fime spent searching for crifical

> Improved disaster recovery through electronic storage
and backup of information that is far more secure
than paper

» Reduced clerical, paper, printing and storage costs

Document management and imaging projects, especially
when work flow automation is used, can greatly improve
operational efficiency and effectiveness. In addition,
these projects deliver enhanced information security.
Granular control over each piece of data enables
access by authorized users, and only for the specific
information they need and are authorized to access.
These solutions provide business units with the capability
to reduce costs, accelerate business fransactions, ensure
regulatory compliance, and support cross-department
communication.

IDM is an integral part of the county’s FOCUS (ERP)
project, where images of hard copy documentation
that may need to be embedded in an electronic profile
or case record. Documentum-Captiva is the primary
enterprise-wide platform, compatible for use by the SAP
ERP application implemented for FOCUS. The solution is
integrated with business processes supporting Accounts
Payable, Contracts, and Human Resource Management.
First phases went live in 2011 for the accounts payable
processes with the Documentum/EMC Invoice Manager
and Captiva scanning for invoice processing for the
Department of Finance. The integration of the FOCUS
SAP financial and procurement modules allow for
automated matching of properly submitted vendor
invoices against authorized encumbrances and receipts,
reducing the amount of time program managers and
the Department of Finance would spend approving
and paying standard invoices. IDM is also an important
technology for other agencies supporting major programs
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such as the Department of Family Services in the Self
Sufficiency and Children, Youth and Family programs. In
FY 2015 the county will continue to support the current
initiatives of IDM and workflow technology for projects
in the Department of Family Services, Office of Children,
and other agencies. The Juvenile and Domestic Relations
Court and the General District Court are collaborating
with the VA Supreme Court on workflows and document
management for court files and possible integration with
the state’s case management system. Future strategy
includes interfaces with Circuit Court systems.

Fairfax County confinues to expand Enterprise Content
Management System (ECMS). Department of Planning
and Zoning determined that an ECMS and Scanning
would afford the best solution for automating business
processes and ending the dependence on ever-
expanding physical files. DPZ ECMS will provide
immediate access to Planning and Zoning related
documentation, record recovery, re-filing process and

minimize expenses associated with space, shelving,
storage of paper documents. DPZ will confinue work to
develop the ECMS in FY 2016. The on-going strategy also
includes integration with the County Archivist goals for
over-all records management both in-house flow from
agencies and also using cloud based solutions.

New confracts for Records and Archival Document
management system, cloud, and related professional
services were awarded in FY 2015. The new solutions will
accelerate the ability for agencies to streamline processes
across various agencies and allow the user community to
retrieve and view records on demand.

Content and document management will continue to be
a long-term strategy to affect the integration of structured
and unstructured electronic and paper-based information
and file types in optimizing and enhancing overall
information management, fransparency and decision
processes.

2.5 Technology Infrastructure Initiatives

To ensure continuous delivery of quality services in a
cost-effective and resource-efficient manner, Fairfax
County’s technology infrastructure is designed with
the flexibility to respond to the county’s evolving
tfechnology and business requirements, and to take
advantage of new frends that provide improvements
in operational efficiencies and cost. The county
established a strategic approach fto building agile
enterprise infrastructure architecture by consolidating
and standardizing IT resources, implementing scalable
and elastic infrastructure components, moving
tfoward service-based fechnologies, and autfomating
processes while ensuring visibility, security, and
accountability.  This strategy has been recognized
by the county’'s ITPAC (see Section 1), national IT
research firms, and industry providers as a well-
developed capability with a resulting competitive
overall cost (TCO).

Virtualization and Consolidation

Virtualization and Cloud Computing technologies
serve as the fundamental foundation for this strategic
direction. In FY 2007 - 2008 Fairfax County established
virtualization as the primary means to deliver server-
based (hardware & OS) infrastructure services. The
virtualization of server-based infrastructure services
infroduced technologies such as VMware, Symmetric/
Asymmetric multiprocessing, enterprise-class server

hardware, grid computing, etc. The virtualization of
server-based infrastructure not only provided a means
to securely and efficiently share server resources (“do
more with less”), but the county utilized virtualization
to consolidate and standardize the overall server
landscape. By implementing virtualization for server
infrastructure platform, Fairfax County eliminated and/
or consolidated server hardware which not only
increased fotal cost of ownership (i.e. predictable
costs, streamline of upgrades), but also reduced
power, cooling, and physical server hardware
footprint in the data center, thereby contributing
to countywide “Going Green Initiative”. These resource
efficiencies also allowed Fairfax County to opfimize
management of resources, maximize data throughput,
increase control over delivery of IT services, simplify
administration, and ultimately has established a
foundation for the virtualization and standardization
of other infrastructure components and cloud
technology.

In FY 2008 - 2009 Fairfax County continued the move
tfoward virtualization/ consolidation of infrastructure
architecture by implementing storage virtualization
(SAN, NAS, Grid storage), application virtfualization
(Terminal Services, Citrix), virfual desktop infrastructure
(vDl), and network Vvirtualization (VLAN, Load
balancers) tfechnologies. Virtualization of the
infrastructure architecture has not only improved

.
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overall physical and operational efficiencies, but
also provided better resource/ capacity planning
and provisioning of resources. This scalable,
resource-efficient, and standardized architecture has
become the base for Fairfax County fo build out the
“"dynamic” data center. The dynamic data center
provides the enabling infrastructure to move Fairfax
County to the next phase of the strategic goal for
the infrastructure architecture which is providing
infrastructure as a service or the establishing of an
infernal private cloud. In FY 2010 Fairfax County
received federal stimulus funding for energy
consolidation projects of which a portion is dedicated
to initiatives related fo desktop power management,
enterprise server consolidation and telework initiatives
designed to lower power consumption, decrease
greenhouse gases and reduce the county’'s carbon
footprint. The virtualization/ consolidation effort has
reduced servers on an average ratfio of 60:1.

In FY 2011 IT enterprise platform and infrastructure
projects received national recognition for reducing
the county's carbon foofprint as well as providing
operational efficiencies. The 1E PC power management
deployment automatically shut down 14,000 -
plus end-user PCs across 55 offices when not in

operation resulting in energy and cost savings.
The County also deployed Nomad Enterprise
to deliver operating systfem upgrades, soffware

deployments, and patches to PCs, servers, and sites
without disruption. Addifionally with implementation
of a self-service software deployment portal, users
can locate and install software without requiring IT
staff to leave their office.

The virtual infrastructure environment was further
improved in FY 2013 through FY 2015 with the ultimate
goals of reducing cost and providing highly available
infrastructure without compromising the quality of
services. Several key examples include:

> Self-Service Virtual Resources - With an automated
workflow, platforms and associated resources (OS,
Storage, Network, Virtual Service Machines, etc.) wil
be pre-allocated for users to choose from service
catalogues. With the design and deployment of self-
service provisioning resources, the county and agencies
will gain great efficiency, visibiity and flexibility into
supporting business needs through the use of IT.

> Highly Available/DR Ready Virtual Infrastructure
- Started in FY 2013, critical services and systems
were identified for high availability and for being

capable of sustaining unplanned events such
as data center outage. Such services shall be
designed to serve customers in a distributed/load-
balanced mechanism, rather than standby/failover.
The completion of production failover, in the event
of an unplanned outage, for the county’s ERP system
(i.e. FOCUS) has been completed successfully. DIT is
continuing to expand this HA/DR capability for county
mission crifical systems and agency applications to be
able to failover to an off-site data center.

> Verisign Identity Protection (VIP) - Application installed
on county-owned or employee-owned desktops and
mobile devices provides two-factor authentication for
remote connection to county computer resources. VIP
improves convenient and safe remote accessibility for
employees.

» Microsoft Lync - A collaborative tool that has the
ability to improve efficiencies and communications.
This best-in-class communications application is an

instant  messaging client with video conference
capabiliies, online meeting, and telephony that
enables realtime unified communication and

resource sharing between employees at work and
from remote locations. Along with PC's, Lync can
also be accessed from smart phones and tablets for
increase mobility, allowing for increased productivity
and support for agencies delivering services to ifs
citizens.  The implementation of Lync's enterprise-
wide Unified Communications (UC) platform for IM,
conferencing, video, and Enterprise Voice will give
the county a feasible future transition from the current
voice platform, allowing for a reduced Total Cost of
Ownership of IT communications.  Primary business
drivers for the deployment of Lync included improved
communications; increased collaboration; Enterprise
Voice (EV) and Unified Communications (UC); reduced
TCO of IT; increased mobility and; improved business
integration.

Cloud Computing

In FY 2010, the county considered the potential
benefits of in internal private cloud infrastructure by
leveraging features from virtualization/consolidation
base and ofher enterprise infrastructure initiatives
(i.,e. county insfitfutional network, PSTOC, e-Gov
enhancements, efc.). Complimentary technologies
such as enterprise data backup/recovery, mirroring,
clustering, data de-duplication, replication, centralized
infrastructure management  fools, enable the
county's private cloud capability. In addition to server
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provisioning services, with the advancement of fthe
enterprise dynamic data center, the county provided

addifional cloud-based infrastructure services such
as storage provisioning, password management,
application provisioning, and business continuity.

By using virtualization as fthe base fechnology, the
county’'s dynamic data center/private cloud is able to
have internal and external components that provide
different services based on costs, capabilities, needs,
and SLAs. This is being aligned with the requirements of
agencies and delivers value by enabling improved and
incremental solutions, products and services that can be
more effectively deployed. With this strategy, county
agencies do not need to implement independent
infrastructures for most services, and can minimize costs
associated with common applications that are nof
needed by all employees at all fimes.

In FY 2015 the county will continue to build on the
internal private cloud by standardizing and enhancing
the dynamic dafa center infrastructure (i.e. unified
network/server/storage infrastructure, more efficient
business continuity technologies, enhanced security
infrastructure, etc.). The remote access portal that went
live in 2014 enhanced employee access to the county’s
ERP system FOCUS (based on their security profile) from
anywhere over any device securely. The data renders
itself to the appropriate form factor.

The county also integrated selected Public Cloud
services as part of the effort to increase the quality
of service, security and reduce cost; for example,
Symantec VIP is a cloud based service that will replace
hardware token and serve as another factor of
authentication. With these enhancements, the county
will meet its strategic goal for an agile infrastructure
architecture meeting technical and business demands
by providing a platform to not only deliver infrastructure
services via Internet in a shared, measured, secure,
service-based, scalable, and elastic means; but also
applications, business processes, and security services.

Microsoft Office 365- Cloud Collaboration
and Productivity Services

In order to provide business productivity solutions to
county users and agencies, DIT deployed a solution which
allows users to write documents, create spreadsheets,
develop presentations, and transparently collaborate
fo carry out agency business functions, as well as cross-
agency business functions.

In FY 2015, DIT began deploying Microsoft Office
365, a cloud-based suite of business productivity and
collaboratfion services which the county has adopted
fo help meet its needs for robust security, reliability,
and user productivity. Office 365 combines the familiar
Microsoft Office desktop suite with cloud-based versions
of Microsoft’'s next-generation communications and
collaboration  services—including Microsoft Exchange
Online, Microsoft SharePoint Online, Office Online, and
Microsoft Lync Online—to help users be productive from
virtually anywhere through the internet.

The deployment of this cloud-based business productivity
technology solution will allow for integrated document
collaboration, Lync messaging, e-mail, confent storage,
and online learning for county personnel to expand their
skills to stay competitive in an increasingly technology-
based environment. Most importantly, Office 365 has
enabled the county to deliver increased redundancy
of services to agencies and end users, as well as cloud-
based storage, providing significant cost-savings for T
storage of county data.

Enterprise Communications Integration

Contemporary voice communications integrated with
data, video, presence and messaging is an organizational
requirement in foday's technological landscape.  As
government agencies are asked to do more with less, they
rely heavily on a variety of communications technologies
to improve effectiveness in meeting the growing needs of
constituents. Integrating voice, video, data and presence
informatfion onfo a common broadband infrastructure
is the new reality. This convergence brings fremendous
benefits to geographically dispersed entferprises such as
Fairfax County. The near-term strategy implemented

18108111
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Session Initiafion  Protocol (SIP) provider network
frunking services replacing legacy carrier circuits, and
implementation of pure IP connections to the carrier
cloud. These will yield a communications architecture
that is secure, robust and scalable at a lower cost than
fraditional Public Switched Telephone Network (PSTN)
connections and enable advantages in functionality and
features this leading-edge technology provides.

The county's strategy for the next generation voice
architecture takes info account complex technical
requirements for an integrated network strategy.
The solution supports a range of configurable
telecommunication instruments and communications
technologies and also provides a single logical
architecture for addressing the business and
operational needs of agencies located in multiple
locations throughout Fairfax County. Integration
of the voice and office productivity platforms,
offten referred to as Unified Communications,
was implemented as a pilot in selected county
facilities, with wide-scale implementation imminent.
The integration of the Avaya platform with Microsoft

Lync creates a seamless work environment
where information and communications share
common attributes and interwoven capabilities.
The integration of voice and the enterprise

Microsoft messaging platforms will result in a Unified
Communications  (UC) capability, resulting in
agencies and end users being able fo make phone
calls from Microsoft Lync from anywhere on mobile,
wireless devices and ultimately reduce traditional
desk felephones. This also includes opportunities to
integrate with commercial wireless platforms to be
deployed as part of smart-phone Windows Surface
and iPad device capabilities.

The county is also embarking on a strategy
that enhances its wireless communications and
broadband capabilities designed for integration
with the county’'s robust, secure fiber infrastructure.
This initiative will leverage the county’s private voice
wireless (radio), network and tfelecommunications
programs for a unified architecture and support
scenario. This strategy, designed to leverage federal
broadband grant opporfunities and public-private
partnerships, will provide improved services and
betfter cost efficiency than similar commercially
available broadband solutions, especially supporting
public safety response operations and regional
interoperability.

Mobile Device Management (MDM) and ‘Bring
Your Own Device’ (BYOD)

To enhance the county’s goals for mobility, telework,
operational cost efficiency, Confinuity of Operations
Planning, and environmental stewardship and ‘green’
IT, a major component of the enterprise fechnology
infrastructure initiatives includes technology that enables
secure use of hand-held wireless mobile devices for data
and business transactions, to include county issued and
as appropriate employee personally owned devices.
Enterprise mobile device management (MDM) solutions
are policy and configuration management tools that
can be incorporated into an organization's enterprise
network and platform enabling infrastructure.  Today's
solutions allow smart-phones, and tablets to include
Apple, Blackberry, and Android (for example). The
primary solution delivery model is on-premise, but it can
also be offered as a service (Saas$), or through a cloud.
With the county’'s mature ‘private’ enterprise cloud, this
technology was adopted and is being implemented
and integrated with the enterprise network (see Section
5). In assessing the most optimal tools for use, the
county considered lower cost options for casual users
of their own devices for enterprise applications such as
e-mail and calendaring, and a more robust solution for
employees whose daily work is mobile in nafture and
conduct fransactions crossing internal business systems
and secure data. Symantec's SMM enables balance
for overall security, flexibility, device support and cost
containment needs. Due to dynamic change in the
marketplace in end-user devices, the strategy focus is
shifted from the device to the data

Big Data

Given the inferdependencies and shared business
drivers of the «cross agency applications and
information, DIT resources were leveraged during

FY 2012 to maximize benefit-received opportunities
for the primary land use audience - citizens, the
land development industry, and county agencies.
DIT's “Big Data” initiative focused on the consolidation
of structured and unstructured land use data from
several disparate land use systems in a GIS & web
based data warehouse/business intelligence product.
The consolidated data provides land use customers
with property development history profiles, and “free
style” search capabilities of past, present and future
land use activities that drive economic growth.
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A plethora of data from Oracle and SQL databases,
GIS, the WEB, and documents that included building
permits, site development plans, code enforcement
investigations, and inspections, were centralized
in the data warehouse fo provide agencies with a
single point of reference to streamline government

services, and fo meet Board of Supervisor Land
Information Accessibility goals.
Citizen/industry accessibility options to the GIS

based warehouse and fransaction-specific systems
include, smart phone resident applications that allow
citizens to apply for permits, schedule inspections,
report alleged land use code violations, and assess
prospective property procurements for compliance
with  county codes. The Department of Code
Compliance and other agency staff can access
the warehouse from the field (via VPN & wireless
technologies) to enhance “mobile office” capabilities
with a streamlined business architecture that
includes real time customer property inspection, and
construction assessment updates that contribute to
sustaining safe and healthy neighborhoods.

FY 2015 - FY 2016 data initiatives include digital dash
boards for agencies’ Senior Management fo assess
agency operational efficiency, and augmenting the
warehouse with land use infrastructure metrics.

The initiatives will also involve a pilot program to allow
selected industry participants to electronically submit
commercial development rezoning plans to the county
via the web. Staff will evaluate the relative benefits and
costs of the pilot before deciding next steps (i.e. expansion
to other plan types and/or the entire industry). The county
will contfinue evaluation and forward planning for the
next generation, web-based integrated government
permitting, inspections technology for a strategic project
that would include capabilities to further enhance cross-
agencies’ processes and expanded business needs, as
well as more contemporary technical architecture and
viable SaaS$ offerings. This strategy includes GIS and WEB
capabilities and reporting through data analytics tools such
as (current) Business Objects, SAS, and MarkLogic, thus an
overall infegrated approach, and continues to evolve with
more sophisticated data analytics products on the market,
fueling the opportunity for streamlined business processes,
service delivery, transparency and citizen engagement.

Ao,
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SECTION 3

INFORMATION TECHNOLOGY PROJECTS

3.1 Technology Overview

Purpose

he Information Technology investment fund (Fund 100-

C10040 - formerly Fund 104), was established in FY 1995

to strengthen centralized management of available

resources by consolidating major Information
Technology (IT) projects in one fund. Based on the 1994
Information Technology Advisory Group (ITAG) study, this
fund was created to account for spending by project and is
managed centrally by the Department of Information
Technology. The E-911 Emergency Telephone Service Fee, a
General Fund transfer, the State Technology Trust Fund, and
interest earnings are sources for investment in eligible
Information Technology projects. However, in FY 2001, the
E-911 Emergency Telephone Service Fee revenue and
related project expenses were moved to Fund 400-C40091
(formerly Fund 120 E-911), to satisfy a state legislative
requirement that E-911 revenues and expenditures be
accounted separately.

The county’s technology improvement strategy has two key
elements. The first is to provide an adequate [T infrastructure
that supports operational improvements and efficiencies for
county agencies. The second is to redesign business
processes and apply technology to achieve large-scale
improvements in service quality and efficiencies. The county’s
long-term commitment to providing quality customer service
through the effective use of technology is manifested in
service enhancements, expeditious response to citizen
inquiries, round the clock on-ine service opportunities,
improved operational efficiencies, increased productivity and
performance capabiliies, and better information for
management decisions and fransparency.

FY 2016 Project Funding Recommendations

In FY 2016 funding recommendation of $6.42 million, for
investments in IT projects is supported by multiple funding
sources (general fund, interest income, and cable
revenues). These initiatives meet one or multiple priorities
established by the Senior Information Technology Steering
Committee and include a mix of projects that benefit both
citizens and employees, and balance new and continuing
initiatives with the need for securing and strengthening the
County’s technology infrastructure. Funded projects wiil
support initiatives in general county services, public safety,

human services and enterprise fechnology security and
infrastructure.  Although many initiatives meet more than
one of the fechnology priorities, for narrative purposes,
projects have been grouped into only one priority area.

Funding Priorities

The Senior IT Steering Committee, which is comprised of
the County Executive, Deputy County Execufives, the
Chief Financial Officer, and the Chief Technology Officer,
adopted five strategic priorities that guide the direction of
IT investments. These long-standing priorities include:

» Mandated Requirements - Provide support for
requirements enacted by the Federal Government,
Commonwealth of Virginia, Board of Supervisors,
Court ordered or resulting from changes to county
regulation.

» Completion of Prior Investments - Provide support for
multi-year lease purchases, to implement a project
phase, and/or to complete a planned project.

» Enhanced County Security - Provide support for

homeland security, physical security, information
security, and privacy requirements.

> Improved Service and Efficiency - Promofe
consolidated business practices; support more

efficient government; optimize management and
use of county assefs and data; enhance systems fo
meet the expectations and needs of citizens; and
promote service that can be provided through the
Internet/e-government.  This includes corporate
and sfrategic initiatives that add demonstrable
value to a broad sector of government or to the
county as a whole, which also provide productivity
benefits and/or effectively manages the county’s
information and knowledge assets.

» Maintaining a Current and Supportable Technology
Infrastructure - Focus on fechnology infrastructure
modernization  which  upgrade, extend  or
enhance the overall architecture or major county
infrastructure  components, including hardware,
soffware, and its environment. Ensure that citizens,
businesses and county employees have appropriate
access to information and services.
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In accordance fo FY 2016 Budget Guidelines, agencies were
advised to submit project funding requests that met one or
more of the five above Senior IT strategic priorities; as well as
specifying tangible project outcomes; clear project start and
completion dates; anficipated implementation and budget
plans over the next five years, including subsequent fiscal
year(s) impact on enferprise wide infrastructure, maintenance
and support; linkage to agency strategic and business goals;
and that the project would be completed and maintained
without additional staff. FY 2016 funding requests for existing
projects were restricted to projects requiing addifional
support to meet existing contractual obligations, to complete
a planned phase of the project and where appropriate
progress against existing project plans had occurred. The
process is designed fo facilitate the development of a solid
business and technical case for IT project requests, and to
update the business and tfechnical status for continuing
projects:

FY 2016
Advertised
Funding

PRIORITY

Completion of Prior Investments $1.07 million
Enhanced County Security $0.80 million
Improved Service and Efficiency $1.28 million
e e 7129 | 3327 miton
TOTAL $6.42 million

Completion of Prior Investments - $1.07 M

Some major projects that are funded through the IT
Investments process are organized into multiple phases that
may be completed over several years, thus require more
than one year of funding to complete and deliver long
term benefits. Also, some may rely upon or leverage other
investments

In FY 2016 funding of $226,000 is recommended for
continued support for the County's planned on-going
maintenance of essential Geographic Information System
(GIS) data. Planimetric data layers make up many of the key
GIS layers used in most of the maps made in the county
including: Police, Fire and Rescue, the Departments of
Transportation, Housing and Community Development,
Public Works and Environmental Services, Planning and
Zoning, and Tax Administration. These key data sets are used
in all of the county's web applications that incorporate
maps, and in nearly all of the county’s public safety vehicles
through the CAD/911 system in the CAD maps.

Funding of $450,000 is recommended in FY 2016 for
continued implementation of the Tax Systems Modemization
Project to redesign the county’s tax and revenue systems
and eliminate fechnology risks and functionality gaps of
existing legacy mainframe systems for the Personal Property
and Business Professional and Occupational Licensing
(BPOL). This project will facilitates a simpler process for
citizens to fulfill their tax obligations and pay for services by
modermizing the internal processes used for assessing, billing,
and collecting county taxes and other revenues. In FY 2016
the project will continue incorporation of multiple business
process improvements including web, mobile applications,
e-biling for all taxes, and enhanced web portal
functionalities.

FY 2016, funding of $400,000 supports the Customer Relation-
ship Management (CRM) project for development of a uni-
fied user approach for handling citizens’ service requests,
case management, and issue tracking. Customer Relation-
ship Management (CRM) is a foundational technology that
supports the County’s strategic goal of improving the quali-
ty and efficiency of responses to citizen requests/issues by in-
tegrating current stovepipe applications, implementing on-
line 24x7 access strategies, integration of social media tools,
and techniques to enhance the overall customer experi-
ence and manage service requests via a single user enter-
prise-wide interface tool.

Enhanced County Security - $0.80 M

Funding of $800,000 is recommended to replace and
consolidate multiple Identity Management systems currently
serving Fairfax County across the enterprise. In order o
meet security, management, and compliance demands,
this project will replace and consolidate the existing SAP and
other enterprise Identity Management systems with a single
solution that provides a more robust, agile and flexible tool
to integrate across all county IT systems. The new system
will allow for centralized authentication by brining all user
accounts into a single common directory for the County’s IT
entferprise. This project will also integrate with the Governance
Risk and Controls (GRC) security reporting product to enable
stronger security and enhanced monitoring and control of
access and user accounts.

Improved Service and Efficiency - $1.28 M

Projects funded in FY 2016 provided for improved service
and efficiency in provision of services to the residents and
the business community in Fairfax County. These included
projects supporting the county’'s e-government and public
access programs, transparency and initiatives that improve
county processes resulting in enhanced efficiencies and ser-
vice delivery.

.
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In FY 2016, funding of $528,000 is recommended fo provide the
necessary support required fo meet the increasing demand
for county’s web, e-government and e-fransactions services as
well as improved navigation, web content synchronization,
mobile applications, social media infegratfion, fransparency,
Web 3.0, support of the county’s infranet (FaifaxNet) and
confinued compliaonce with DOJ ADA requirements. The
e-government programs also enhance citizen participation
with county government through online public input processes.

FY 2016 funding of $450,000 is provided for implementation of
a contemporary Enterprise Document Management platform
that will enable county agencies to automate workflows,
improve business process efficiencies and productivity, reduce
paper records and storage needs, and make data more
accessible, easily retrievable, secure and compliant with records
management regulations such as Freedom of Information Act
(FOIA). Implementing a more curent document management
solution will enable on-line search of digital documents and
provide significant improvement in efficiency for county
agencies using data as an integral part of daily operations. It
also allows more effective use of advanced analytics for decision
making, resulting in service improvements for Fairfax county
residents.

FY 2016 funding of $300,000 is included to support the
Community Services Board's Tele-psychiatry Project which
plans fo extend tele-psychiatry services out fo more rural
communities of Fairfax County. Tele-psychiatry is a component
of telemedicine services that uses interactive audio, video
and other electronic media to provide diagnosis, consultation,
and freatment to patients in need of mental health services.
This project will establish static and mobile telepresence or
teleconferencing systems to serve underserved populations of
young and adult clients in Fairfax County.

Maintain a Current and Supportable Technology
Infrastructure - $3.27 M

In an ever evolving technology and communications
environment, maintaining curent and supportable technology
architecture is a challenge that must be continually addressed
to ensure performance, operability, security and integrity of
business operations and  information. The county’s
technological improvement strategy strives to balance business
needs that require technology investments with the desire to
adopt contemporary but relevant and supportable
technology industry trends, as well as the ability to leverage
existing infrastructure. Projects funded in FY 2016 will support
the goal of updating and strengthening the technology
foundation where practical, and ensuring that residents, the
business community and County staff have appropriate and
reliable access to information and services.

Funding of $1,800,000 is recommended in FY 2016 for strategic
infrastructure and expert services supporting complex multi-
phase enterprise-wide business fransformation IT systems for
County general services, enterprise tfechnology, security and
infrastructure, and corporate systems including the County’s
ERP (Enferprise Resource Planning) and related business
systems. This funding supports necessary integration of business
application and infrastructure systems components to meet
the County's IT architecture and interoperability goals in
alignment with county enterprise technology plans fo enhance
opportunities for county/schools shared cost and operational
efficiency goals.

Funding of $1,000,000 is recommended in FY 2016 to start the
first phase of a multi phase project to replace and consolidate
several anfiquated legacy land use systems that support
zoning and development plan review, building permits, license
issuance, code enforcement, inspections, and cashiering
activities for multiple agencies in Fairfax County. The aging
systems that will be replaced in phases over the next few years
include the county’s Land Development system (LDS), Plans
and Waivers System (PAWS), Zoning Application System (ZAPS),
the Fairfax Inspections Database online system (FIDO), as well
as various other smaller systems used to provide services to
citizens and county inspectors.

Funding of $100,000 is recommended in FY 2016 to support the
expanding need for internal county users to access county sys-
tems remotely. This project supports telework capabilities, disas-
ter recovery, and increasing reliance of agency mobile workers
on wireless solutions. Enterprise wide standardized access con-
frol methodology enables secure identity authentication for au-
thorized access to County networks, data, and systems. This
project supports secure access from remote locations and pro-
vides improved security, reporting, and dafa analysis.

FY 2016 funding of $270,000 wil begin a multi-phase effort to
replacement the existing legacy phone systems in Fairfax
County Fire and Police Stations with the county’s current
AVAYA enterprise telecommunications platform. The existing
phone system in Police and Fire Stations was installed in 2001, it
has reached end of life and is no longer supportable. The
AVAYA platform will provide streamlined voice architecture,
better internal communications, reduce recuring expenditures,
and improve equipment serviceability.

Funding of $100,000 is recommended in FY 2015 to provide for
on-going information technology fraining and certification in
recognition of the challenges associated with maintaining skills
at the pace of technological changes and to ensure that the
rafe of change in information technology does not out-pace
the County’s ability to maintain proficiency. As the County’s
workforce becomes increasingly dependent on information
technology, training support has become more essential.
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Budget ID PROJECT TILE FY 2011 FY 2012 FY 2013 FY 2014 FY 2015 FY 2016
Number ADOPTED ADOPTED ADOPTED ADOPTED ADOPTED* |ADVERTISED**
FUND 40091
2G70-056-000 Eigﬁfﬁféﬁ f”bscr]ber Radio 2314500 2314500 2,314,500 2314500 3,531,352 3,531,352
2G70-059-000 | Mobile Computer Terminal 2,314,500 2,314,500 2,314,500 2,314,500 1,616,200 1,616,200
3G70-078-000 E?11 Telephony Platform Replacement 2,100,000 2,180,000
3G70-079-000 Public Safety CAD System Infrastructure 1,260,000 1,180,000
TOTAL FUND 40091 4,629,000 4,629,000 4,629,000 4,629,000 8,507,552 8,507,552
FUND 10040
2G70-003-000 | Oblique Imagery - GIS 128,212 150,744 146,280 136,000
2G70-004-000 | Planimetric Data Acquisition — GIS 150,000 187,000 92,000 162,000 90,000
2G70-006-000 | Information Technology Training 75,000 75,000 193,668 75,000 200,000 100,000
2G70-018-000 Enterprise IT Architecture and Support 2,163,200 3,500,000 2,500,000 2,900,000 1,800,000
2G70-020-000 Internet/Infranet Initiatives — e-Government 400,000 400,000 200,000 675,000 528,000
2G70-026-000 Fairfax Radio System Consolidation 862,882 550,167 550,167
2G70-027-000 CSB Initiatives 175,000
2G70-034-000 Pilot Courtfroom Technologies 75,000
2G70-036-000 | Remote Access 200,000 200,000 100,000 200,000 100,000
2G70-038-000 Telecommunications Modernization 1,742,000
2G70-040-000 Facility Maintenance Management 665,550
2G70-041-000 Customer Relationship Management 200,000 400,000
2G70-045-000 Public Safety Architecture Modernization 843,705 1,215,000
2G70-051-000 Data Reporting — DFS 100,000 300,000
2G70-053-000 Retirement of Legacy Systems 500,000 500,000 400,000
2G70-054-000 Police In Vehicle Video System 3,670,000 1,860,000
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Budget ID PROJECT TILE FY 2011 FY 2012 FY 2013 FY 2014 FY 2015 FY 2016
Number ADOPTED ADOPTED ADOPTED ADOPTED | ADOPTED* |ADVERTISED**

2G70-055-000 Volunteer Management System 200,000 175,000

2G70-067-000 e-Summons 350,000 175,000

2G70-069-000 | 10X System Modermization ~Tax/Revenue 1,000,000 800,000 450,000
Administration

IT-000003 Data Loss Prevention Project 500,000

IT-000004 Emergency Management Portal 200,000

IT-000005 GRC Auditing 750,000

[T-000007 Enterprise Project Management 200,000

IT-000009 Participant Registration System 300,000

7.000010 Electronic Plan Submission and Review 600,000
- LDS

IT-000011 ePlans - DPZ 400,000

IT-000012 ParkNet Replacement 600,000

IT-000014 Sheriff Civil Enforcement System 315,000

IT-000017 Enterprise Document Imaging 450,000

NEW Identity Management System 800,000

NEW County-wide Telepsychiatry Program 300,000

NEW FIDO-LDS System Replacement 1,000,000
Fire and Rescue and Police Stations

[T-000021 270,000
Telephone Replacement
TOTAL FUND 10040 5,467,349 9,251,579 8,841,579 6,113,280 | 6,752,000 6,424,000
GRAND TOTAL: IT PROJECTS 10,096,349 = 13,880,579 @ 13,470,579 | 10,742,280 15,259,552 @ 14,931,552

*Adopted Budget funding reflects new investment for each fiscal year and does not include incremental investments

made during annual Carryover or Third Quarter Budget Cycles.

** Advertised funding reflects amounts requested for IT Projects, funding is pending Board of Supervisor's approval.
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3.2 Public Safety
2G70-056-000

Project Description

This project is a technology refresh/life-cycle replacement
program for all MHz digital two-way radios (portable
and mobile) in use by Fairfax County Police
Department, Fire and Rescue Department, and the
Sheriff's Office. The radios that were replaced were
physically 7-9 years old, over 12 years old in terms of
today’s technology. They had reached end of life and
no longer met Public Safety needs or could maintain
critical interoperability with National Capital Region
(NCR) neighbors. The new Public Safety radios have
the necessary feature set for encryption of voice
traffic, thereby limiting outside scanning and
inferception of the radio traffic. The newer radios are
compatible with other NCR jurisdictions, and were
deployed throughout Fairfax County's Public Safety
agencies to maintain  operational performance,
employee safety, and effective operations in a
regional emergency event. Failure to have radio
compatibility would compromise mutual aid situations,
result in failed response, and increased risk of injury or
death to public safety personnel and the public.

Project Goals

This project provided for the replacement of all Public
Safety voice subscriber portable and mobile radios,
which enhances communications security, ensuring
that Public Safety users are on the same platform to
provide immediate and systematic response fto
emergencies, and maintains performance, availability,
reliability, provides capacity for growth due to
increase in county population and demand for public
safety services.

Progress to Date

Technical requirements for the upgrade of Fairfax
County’s public safety radio system was awarded in
January 2010 with project completion and final system
acceptance in December 2012. During this upgrade,
an additional antenna site (Bailey’s Crossroads) was
added to the System and both the Primary Antenna
Control Site and System Master Site were moved from
their previous unprotected sites to the Public Safety
and Transportation Operations Center (PSTOC).

Public Safety Subscriber Radio Replacement Project (E911 - Fund)

With the completion of the Radio Upgrade Project,
Fairfax County completed the next logical step in the
modernization process, which was the replacement of
its Public Safety Subscriber Radios. Over 6,000 portable
and mobile radios were procured in September 2013.
All radios were programmed to proper frequencies and
talk groups, tested, and deployed. This project was
completed in the Fall of 2014. Major milestones included:

» Development of
radios.

specifications for replacement

» Procurement of the necessary radios for all Public
Safety with the appropriate feature set and at the
lowest cost - Complete.

» Program, test and deploy replacement radios to
user agencies - Complete in FY 2014 - 2015.

» Provide fraining fo user agencies - Complete FY
2015.

Project Budget

Funding of $3,531,352 is included for annual increment
of a seven year lease payment schedule.

Return on Investment

Keeping the ftechnology current for essential public
safety systems is critical to first responder operations,
community security and protection of public safety
personnel. The new subscriber radios provide end
users with updated equipment that allows increased
functionality and serves as a basis for fufure growth.
Nearly all new infrastructures now support multiple
non-proprietary protfocols, IP and digital fechnology,
and various types/mixes of mobile radio equipment
using fast data fransmission speeds. This replacement
provides the county with a radio capability that will
allow incremental migration fo newer fechnologies in
the future. The return on investment is realized by the
performance, productivity, and effectiveness of
public safety services, with seconds enhancing life/
safety results.
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2G70-059-000

Project Description

Fairfax County public safety communications relies heavily
on mobile data communications for the dispatch of
equipment and personnel fo emergencies and other
non-emergency requests for public safety services. Digital
communications are used to allow field units (e.g., police,
fire and rescue, and sheriffs) to receive dispatch messages,
event notifications, to self-initiate events, make fraffic
stops, check on licenses, registrations, to maintain their
status for response, and to communicate with one another
and the Department of Public Safety Communications
(DPSC) without the use of voice radio or intervention of a
dispatcher at the DPSC. The entire structure of the County's
public safety response system, including staffing at the
DPSC, is based on the heavy utilization of mobile data
communications for critical public safety activities.

Project Goals

This project supports the recurring life cycle replacement
of Mobile Computer Terminals (MCT) to insure this critical
equipment is kept contemporary and functional for public
safety personnel who respond to emergency and non-
emergency requests for services.

Progress to Date

The last MCT replacement cycle occurred in FY 2008
through FY 2012 and was a 5 year life cycle replacement
for the MCT in vehicle computer equipment. At that time 5
years was deemed to be a reasonable replacement term
for the mobile computer fleet.

3G70-078-000

Project Description

This project supports replacement of hardware and software
for the 9-1-1 call processing environment that enables Fairfax
County’s Public Safety Answering Point (PSAP) to receive and
process the emergency calls within the boundaries of the
PSAP calling area. As a result of the end of life cycle of the
curent hardware and software and termination of
maintenance support as declared by the @ 9-1-1
telecommunications service provider and industry, this project
is a required update of the PSAP communications fechnology
environment fo confinue 9-1-1 call processing functions.
Widespread adoption of rapidly advancing tfechnologies like
text, video, Voice over Internet Protocol (VoIP) and the
saturation of high speed broadband has raised the

Mobile Computer Terminal Project (E911 - Fund)

Project Budget

Funding of $1,616,200 is recommended the fourth year
(FY 2016) of this life cycle replacement.

Return on Investment

In excess of 150,000,000 fransactions are currently
processed each year via MCTs through the mobile data
communications infrastructure and therefore, it is critical
to keep this equipment contemporary and available
for the many operations ufilized by the field personnel.
The current fleet has approximately 1500 units including
spares. It is anticipated that this number will continue to
grow throughout the life cycle replacement of computer
equipment as additional functionality is added that can
be made available to additional users in the mobile
environment.

MCTs keep officers on the street versus behind a desk as
they provide an efficient, quick method where the officer
can complete reports and perform routine queries from
a mobile device in their vehicle. In addition to the many
functions currently performed on the MCT units, police
officers use the MCT for mobile field reporting. The County
has incorporated a field reporting system into records
management and integrated it with the CAD system
allowing officers to complete investigative reports online
from their vehicle with most of the preliminary information
downloadable from the event history reports in the CAD
system. This enhancement saves countless hours previously
expended writfing field investigation reports longhand by
paftrol personnel.

E911 Telephony Platform Replacement Project (E911 - Fund)

expectation of 9-1-1 services for the citizens of Fairfax County.
Improvements are needed to support new requirements and
expectations.  Fairfax County’s 9-1-1 call processing phone
platform currently operates on the traditional vendor
telephony supplied platform and equipment that is based on
a major change in telephony platforms reaching end-of-life.

Project Goals

This project will support a multi-phase effort to transition the
county's core 9-1-1 system architecture to the new
supportable platform that is technologically up to date, has
more robust functionality to facilitate future requirements
and capabilities, and an industry supportable platform into
the future.
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Progress to Date

Phase 1 of the project replaced proprietary hardware with
a call processing system based on industry standards
(NENA i3) in order to maximize the county’s investment in a
replacement system; established the policies and
procedures required to enable the public to send an
emergency text message to 9-1-1 when the situation
warrants using text rather than voice; and developed
requirements for an inferim text-to 9-1-1 solufion as a
beginning transition for improved 9-1-1 service to the
hearing impaired and deaf communities. The competitive
procurement process was led by the Fairfax County team
in collaboration with other local jurisdictions with final
award planned for the first quarter of CY 2015. Also, during
this phase, a comprehensive statement of requirements for
procurement of a 9-1-1 Telephony Platform that is NG?-1-1
compatible was completed, and a contract awarded for
provision of a high level plan, gap analysis, and GIS and
network technology requirements to support project goals.
Subsequent project phases include development of
regional solutions as well implementation of additional
NexGen 9-1-1 operational capabilities including use of
pictures and videos in emergency operations.

3G70-079-000

Project Description

The Public Safety Computer Aided Dispatch System
(CAD), requires a hardware and software replacement
life cycle to keep the functionality and capabilities of
the system current with updated technology, hardware,
improved software and additional required security and
functionality. The CAD System is the core technology
supporting the infake and dispatch response functions for
all Fairfax County public safety agencies including Police,
Fire and Rescue, Sheriff, and the Department of Public
Safety Communications (DPSC 9-1-1 Center) in their core
mission of keeping Fairfax County and its citizens safe.
It is used by the call takers and dispatchers to process
all calls for service received on 9-1-1 and other requests
for emergency and non-emergency services in Fairfax
County, as well as for mutual aid intferoperability. Over
the next five years, this project supports replacement
of the aging supporting hardware infrastructure and
required supporting software licenses, workstations and
associated licenses, and the CAD system.

Project Goal

This project’s goal is to refresh/update the current Public
Safety 9-1-1 CAD system and components: equipment

Public Safety CAD System

Project Budget

In FY 2016 $2,180,000 is recommended for required
hardware and software upgrades and overhaul of existing
switching equipment for 9-1-1 call processing at the
Department of Public Safety Communications.

Return on Investment

The improved systems for 9-1-1 services enabled by this
project will provide 9-1-1 services and capabilities to the
citizens of Fairfax County at a high degree of functionality
and in a fechnologically appropriate manner.  These
technology upgrades strengthen system resiliency and
reliability, and establish a technology foundation for
implementafion of Next Generation 9-1-1 mulfimedia
capabilities such as text, video and photographs. Future
phases will improve system interoperability with other
jurisdictions, call overflow with other Public Safety
Answering Points, and location accuracy. The introduction
of the new 9-1-1 call processing fechnology platforms will
eventually infroduce cost savings to Fairfax County as
specialized proprietary systems are replaced with
commercial off the shelf components which ultimately will
reduce maintenance costs.

Infrastructure Project (E911 - Fund)

(hardware) and applications (software) over a five year
plan, and baseline a rafionalized replacement structure
for the future. The existing equipment was purchased
over five years ago and is starting to exceed normal life
expectancy. The Fairfax norm for IT foundational and
workstation equipment is five years, keeping in mind
usability, maintenance and supportability. This also
facilitates planning as software solufions evolve in the
marketplace. Keeping the infrastructure current allows
the system to sustain better performance, reduce risks for
equipment failures, keep pace with changing technology
capabilities, and keep pace with increasing security
requirements.

Progress to Date

Staff from the Department of Public Safety Communica-
tions, the public safety agency stakeholders, the Depart-
ment of Information Technology and advisory experts
have researched the issues associated with sustaining
9-1-1 Center performance, best practices for hardware
replacements, security and resilience, the state of the in-
dustry and readiness to be able to operationalize and in-
tegrate next generation 9-1-1 needs and the market-
place for solutions and current solution viability.

.
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Each phase of the proposed project plan addresses the
replacement for the components and related software
versioning processes with activities including identification,
purchase, installation, software license obligations, and
ultimate tfransition to a new CAD solution. The hardware
replacement schedule will be coordinated with the partner
agencies to ensure minimal impact with other Public Safety
projects that may be occurring at the same or similar times.

Project Budget

In FY 2016 $1,180,000 is recommended for the second
year of the five year plan established for this project.

Return on Investment

Public Safety agencies rely on the CAD System to provide
mission critical lifesaving and property protecting services to

2G70-007-000

Project Description

Fairfax County’s Juvenile & Domestic Relations District Court
(JDRDC) and DIT have partnered with the Supreme Court of
Virginia's  (SCV), Office of the Executive Secretary to
implement a Case Imaging System for the scanning,
retention, electronic viewing and submission of court
documents. The Juvenile and Domestic Imaging System
(JDIS) is a custom built SCV solution that includes built-in
interfaces  with  the existihng SCV's Judicial Case
Management System (JCMS), and other requirements
unigue to Fairfax County’'s JDRDC. This implementation
infroduces shared compatibility between the state and the
county with the intfegration of court documents into the core
system of record, JCMS. This shared initiative will ultimately
benefit all courts, related agencies and jurisdictions
throughout the Commonwealth of Virginia.

Project Goals

Provide simultaneous and instant access fo court records
with improved security. The JDIS project seeks to reduce or
eliminate labor infensive and time consuming hardcopy
record searches, refrieval and re-filing processes. The JDRDC
will readlize improved efficiencies and reduced costs
associated with storage of paper documents, and provide a
means of safeguarding documents with electronic backup
capabilities.

Progress to Date

Completion of Phase | and Phase Il of JDIS provided the
court the abiliti to capture, display and distribute images

Fairfax County and the surrounding areas. By replacing
hardware in a timely fashion, the County safeguards against
equipment failure and legacy vendor abandonment of
aging technology that could potentially result in service
interruptfions  with grievous consequences. This project
incorporates the requirements needed to upgrade and
replace all CAD system components, including software
versioning over a five year period fo keep the system
contemporary and upgraded and to allow for continued
use by the Public Safety user community. The need for
improved CAD system capacity and functionality will
continue on into the future as a mandated funding
requirement. Using a phased, life cycle approach insures
that required funding is spread out over a five year period
and thus relieves the impact of a major system overhaul in
any one fiscal year by the county.

Electronic Records Management System Project - Juvenile and
Domestic Relations District Court (JDRDC)

electronically for all juvenile traffic and adult criminal case
documents.  Additionally, JDIS expedites the electronic
delivery and exchange of documents between the
courfroom and the post court counter, financial clerk and
court services units (CSU).

The juvenile intake pilot for truancy and runaway cases was
implemented in Phase Il (A) allowing scanned intake
documentation to be submitted fo the clerk’s office for
acceptance into the juvenile’s electronic case file. In Phase
Il B, JDIS will enable secure viewing and submission of case
fle documents for CSU units outside the courthouse and
include the remaining juvenile delinquency case types, the
use of barcoding, and will also lead the way info limited
public viewing.

Milestones

» FY 12 Phase | - Completed in 2011 - The initial phase of
the JDIS project began with basic scanning and limited
document sharing functionality for juvenile traffic cases.

» FY 12 Phase Il - Completed in 2012 - Incorporated adult
criminal cases and built upon the systems functionality
by enhancing the experience of judges and deputy
clerks using the system, especially when utilizing the
system in the courtroom.

» Phase Il (A) — Completed in 2013 - Initiafed the
inclusion of the juvenile intake CHINS case document
submission and scanning of juvenile CHINS cases in
court (Pilot).
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» Phase Il (B) — Currently In Progress — Estimated
Completion: Spring of 2015 will include the remaining
juvenile delinquency case types, secure viewing of JDIS
documents from remote sites and remote submission
of infake documents, and the use of barcoding fo
automate scanning of summons and subpoena service
returns to the appropriate electronic case files.

> Future Phases — FY 2015 and Beyond - Future Phases wil
provide reports created to automatically run against
the Java Case Management System (JCMS) data to
provide reconciliation, and increase accuracy of the
status of individual cases, especially where probation
was ordered, and fo ensure an electronic order is
submitted to receiving agencies. Additionally, all civil
matter case types, both adult and juvenile, will be
included in the scanning process before the project is
concluded and patrols or interfaces with other outside
entities will be evaluated.

2G70-021-000

The Fairfax Circuit Court is nationally recognized for its
delivery of outstanding public service and contfinues fo
actively pursue state of the art technological solutions to
improve customer support and operational efficiencies. This
project covers multiple facets of Circuit Court operations and
receives funding through the Commonwealth of Virginia's
Technology Trust fund.

Project Description

Court Automated Recording System (CARS) / Court Public
Access Network (CPAN) - The Clerk's Office of the Fairfax
County Circuit Court is responsible for providing citizens with
reliable, fimely, and accessible public records. More than 42
milion Land Records, Public Service and Probate images,
dating from 1742 to the present have been digitized, indexed
and loaded info CPAN; a web-based, online refrieval system
that is available 24 hours a day, 7 days a week, with more
than 2,000 subscribers located domestically in thirty states, the
District of Columbia, and internationally in India. Suloscribers
include citizens, fitlle examiners, law offices, mortgage
companies, banks, Commissioner of Accounts, Federal, State
and County agencies.

Case Management System (CMS) - The cument case
management system automates case processing through the
court system and includes: case initiation and indexing,
docketing and related record keeping, scheduling,
document generation and processing, calendaring, hearings,
disposition, accounting functions, security, management and
statistical reports. Circuit Court completed contract

Project Budget
Additional funding is not required in FY 2016.

Return on Investment

This project reduces staff time previously expended
locating missing files, retfrieving and re-filing court
records, and shrinks the physical storage space
required for court records therefore, eliminating the
need for leased space. Response time is expedited for
internal and external customers at the Records, Fines
and Costs counters, and easier and more efficient
access to public court records is provided to the
community. JDIS also lowers the incidence of missing
court files and documents necessary in the courtroom.
Planned back-up systems will enhance data security.

Circuit Court Technology Project

negotiations in April 2013 and awarded Justice Systems Inc.
(FullCourt) a new contfract to upgrade the existing case
management software to their FullCourt Entferprise web-
based browser version which can provide imaging, electronic
fiing, DMV interfaces, as well as many other enhancements.

Radio Frequency Identification (RFID) - The RFID project
became operational during FY 2012 and has incorporated an
RFID based system fo assist in the realtime fracking of court
case file folders as they move throughout Circuit Court.
The goal to improve efficiency and customer services by
greatly reducing staff time, effort and resources dedicated to
searching and locating court case files was met. In FY 2013
additional readers were implemented for coverage in all the
judges’ chambers. The Circuit Court also expanded the RFID
system to include criminal evidence which will allow the
criminal section fo have an evidence management system
for audit, inventory and fracking purposes.

On-Line Scheduling System (OSS) — The Circuit Court recently
launched an On-Line Scheduling System (OSS) to allow
attorneys to schedule their domestic and non-domestic trials
and, civil case trial datfes (both jury and non-jury) on-line. The
OSS was developed in a collaborative effort with the Fairfax
County Department of Information Technology (DIT) with the
goal of saving aftorneys and court staff time and money by
allowing users to select and schedule civil case trial dates
electronically without the need fo travel fo the Courthouse fo
attend a scheduling conference.

.
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Redaction - The Commonwealth of Virginia passed legislation
mandating the Clerk of the Circuit Court to redact the social
security numbers (SSN) from all images viewable via CPAN.
Over 42 milion back-file images have been processed, and
the redaction was intfegrated into CARS for day-forward
operations and removes SSNs prior to public view.

Project Goals
Circuit Court modernization inifiatives in the Clerk of
Court’s technology program include:

» Replacement of the 10 year old windows based case
management system with a fully integrated web
browser based case management system providing
civil and criminal processing, imaging and electronic
filing capabilities.

> Increase the number of courtfrooms equipped with
technologies in order to facilitate remote testimonies,
audio-visual evidence displays, integrated assisted
listening, and interpretation capabilities.

Progress to Date

Past  accomplishments include  development and
deployment of the Court’s Land Records Recording System,
including document imaging; implementation of the CPAN
refrieval system, use of an automated jury management
system fo administer 60,000 potential jurors annually;
deployment of a case management system to control the
administration  of the Court’s judicial case load;
development and implementation of paperless probate
processing; development and implementation of a
streamlined marriage license process which utilizes scanners
fo import data from customers’ operator licenses;
implementation of electronic docketing display directing the
public to the assigned courtroom. The system provides a
foundation for additional capabilities building on the Court’s
business requirements. Technological system updates are
also addressed through this fund.

Milestones
CARS

> Digitized back-file images with associated indices
and implemented web-based CPAN, 1999

» Scanned, indexed, and stored all land record
documents for electronic processing, 2000

» Added non-deed document processes for indexing
and storage (judgment abstract and nofices,
marriage licenses, financing statements), 2000

> Redesigned processes to include automated cashiering

and scanning capabilities to update the public
record in a more efficient manner, 2001

> Electronic filing prototype for mortgage releases
using the ACH transfer of funds, 2002

» Implemented Public Services cashiering system, 2005
» Automated the administration of estates system, 2006

» Incorporated the use of commercial credit cards for
payment of fees and taxes, 2007

» Land records Electronic Filing System (EFS) made
available to the public, 2010

» Integration of automated scanning in the marriage
license application process, 2010

> Integration of redacted data and processes
mandated by the legislature, 2012

» Development of the Online Marriage Pre-Application,
an online resource used by 50% of all marriage license
applicants.  Use of the application has significantly
reduced customer wait times.

» Creation and implementation of the Electronic Filing
System which now accounts for 18% of all documents
recorded in Land Records. This has reduced the
workload for staff who must scan and mail paper
documents.

» Automated document recording system has provided
the needed scalability to handle the peaks and
valleys of the workload, much of which is driven by
the unpredictable housing market.

CMS

» Provided web-based availability of court information
on CPAN, 2005

» Implemented electronic docketing display, 2006

» Circuit Court has successfully migrated to the FullCourt
Enterprise case management system

» Leveraged other technologies fo provide data for
public dockets, web dockets and internal CCR
systems.

> Initiated the use of workflow queues to streamline
processes.

» Initiated the weekly scanning of documents.
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RFID

» Complete and operational during FY 2011; Circuit
Court incorporated an RFID based system fo assist
in the real-time tracking of courts case file folders as
they move throughout the Court.

Redaction

» Integrated redaction processes and data in current
workflows and redacted SSNs from documents
available to the public at the Courthouse and
via secure remote access as mandated by the
legislature.

Project Budget

Funding received from Virginia State Technology Trust Fund
revenue (mandated by the Code of Virginia specifically for
Court Technology by the State Compensation Board and
cannof be used for any other purpose), CPAN subscriptfion
revenue, Administration of Justice revenue, and agency
funds.

Return on Investment

CARS provides immediate electronic access to CPAN
for over 2,000 commercial customers. The system
provides added functionality to search for and correct
errors that occurred in documents recorded in the
previous land records system. Additional benefits
include enhanced retrieval and administration of Circuit
Court records and an expedited transfer of information to

2G70-050-000

Project Description

This project provides a furn-key system replacement of
fire station alerting (FSA) components.  This alerting
system is a critical part of the 9211 systems and public
safety response, and is a requirement specified in the
Nafional Fire Protection Association (NFPA) 1221
Standard. This fechnology life cycle replacement brings
the Fire and Rescue Department’s (FRD) station alerting
system to a technical level that will permit integration
with the selected Public Safety Computer Aided
Dispatch and Records Management Systems (CAD/RMS).

Project Goals

The business and operational objective is to purchase
and implement a proven FSA system that enables Fairfax
County tfo meet the public safety goals of reduced
response times, enhanced communication, and

the Department of Tax Administrafion (DTA), Geographic
Information Systems (GIS) and the Department of Public
Works and Environmental Services (DPWES).

The Case Management System’s, anficipated imaging
and electronic  fiing enhancements will provide
increased efficiencies in the processing of more than
22,000 civil and criminal case filings annually. Multiple
parties will be able to access electronic case files
simultaneously and file documents from their office or
home, reducing the need to travel to the courthouse
and provide 24/7 accessibility. Potfential interfaces with
other jurisdictions will allow the exchange of electronic
documents and/or data and eliminate existing manual
processes between jurisdictions.

Through the implementation of the RFID project Circuit
Court saves considerable staff time and resources
previously expended in fracking down case file folders.
The RFID repository has been growing annually by
approximately 27,000 files. The RFID system significantly
improves operational efficiency and ensures the safe
guarding of legal records and files.

The Redaction Project enhances the security and
integrity of CPAN by removing social security numbers
from public view. An added cost savings of the project
will be the ability of the software fo identify items that
may be redacted by future legislative mandates without
incurring addifional reprocessing cosfs.

Fire Station Alerting Technology Replacement Project

immediate access to relevant and critical information.
The goal is to infegrate the Fire and Rescue
Department’'s station alerfing system with the Public
Safety Communicatfion Center systems. The system will
reduce reflex fime for response by providing immediate
unit based visual and verbal alert indication at the fime
of dispatch and prior to radio voice dispafch, safe
lighting and alert process throughout the station,
recorded announcement, station alerting capabilities as
required by NFPA 1221, and streamline maintenance
and support for system components.

Progress to Date

The first phase for the core system infrastructure to
inferface and align with the new Computer Aided
Dispatch System and replace end-of-life infrastructure
and network components was completed in all Fairfax
County Fire and Rescue stations. Phase Il includes

.

DEPARTMENT OF INFORMATION TECHNOLOGY

Quality and Innovative Information Technology Solutions



ADVERTISED FY 2016 IT PLAN

SECTION 3 ¢ 13

upgrading the remaining infrastructure and components
to include implementation and installation of features
such as automated voice dispatch, satellite controllers,
dispatch timers, and message boards as funding
becomes available. The acquisition of hardware for the
automated voice dispafch is complete and installation
will be coordinated with Departments of Public Safety
Communicafions and Department of Information
Technology. Work is also under way fo identify user issues
to complete interfaces between the county’'s CAD and
the Fire Station Alerting System, and upgrade all fire
stations to meet the basic features of satellite confrollers,
dispatch fimers, and message boards.

Project Budget

FY 2016 funding was not requested for this project.

2G70-054-000

Project Description

This project installed digital surveillance video cameras in
the Police Department’s fleet of approximately 650 patrol
vehicles to provide secure storage and accessibility of the
data captured and leverages the laftest technology in
support of law enforcement processes. The basic
components of the system include the in-vehicle cameras
with  microphones, a digital recorder, a display
component, and a data communications capability. The
data will be wirelessly uploaded and transmitted via the
County’s I-NET to back-end servers for refrieval and
network storage.

Project Goals

This project enhances the Police Department’s ability to
accurately record events, statements and scenes in order
to improve public accountability and the ability of the
Commonwealth and County Attorneys in court cases. The
use of in-vehicle video supports the Police Department’s
commitment to providing safe, fair, unbiased, and
responsible service to the residents of Fairfax County.

Progress to Date

This project is complete with the system deployed in most
Fairfax County patrol vehicles equipped with cameras.
A successful software upgrade enhanced capability
to process data much faster. Video is captured and
uploaded daily, and can then be searched, viewed and
copied. The videos are infroduced as evidence in court
after being copied onto DVD'S. Videos are released fo the
public in compliance with the Freedom of Information Act.

Return on Investment

The Fire and Rescue Department expects to reduce
overall response fime fo emergency incidents through
immediate alerting of personnel. The system leverages
the CAD system and provides immediate unit based
alert indications at the time of dispatch and prior to
radio voice dispatch. The process reduces what is
known in the industry as “reflex fime”, or the amount of
fime beftween when the call is dispatched and when
the response units are boarded by personnel and
ready to respond. This is a life-cycle replacement from
aging and incompatible equipment to an integrated
COTS system. Maintenance and support costs for
system components will be streamlined.

Police In Vehicle Video System Project

This project will be retired in the FY 2016 Adopted Budget
IT Plan.

Project Budget
Additional funding is not required in FY 2016.

Return on Investment

In-vehicle video capability provides benefits to the
public, the law enforcement community and the legal
system across the nation. Locally, the use of in-vehicle
video supports the Department’'s commitment to
provide fair, unbiased and responsible service to the
residents of Fairfax County in a number of ways. First,
in-vehicle video is a valuable aide to criminal
investigations through accurate recording of events,
statements, and scenes. Video evidence enhances
both the Commonwealth and County Attorneys
abilities to prove their cases. Second, in-vehicle video
enhances the Department's accountability to the
public by providing the Department an invaluable,
objective perspective when reviewing the actions of
officers. Third, in-vehicle video provides the
Department with a means to observe and assess its
primary method of service delivery. Video footage
can be reviewed, critiqued, and then used to develop
better practices, policies, and training for staff. This
can improve officer safety, quality of service, and
public satisfaction. The overall return on investment is
increased frust and confidence by the public in their
police department.
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2G70-067-000

Project Description

This project is designed to develop automated solutions fo
stfreamline the traffic ticketing and summons processes by
implementing an integrated  Elecfronic  Summons
(e-Summons) solution to capture and transfer fraffic
summons information from the point of issuance, through
the Police Department to the Courts. The project infends
fo implement fried and known best - in - breed solutions
used by other progressive police departments nationally,
and optimize operational processes developed from the
earlier pilot phases into the next phase.

Project Goals

Project goals are to provide efficient and fimely public
access to electronic fraffic case records, enable quick
citizen access fo fraffic case records, reduce the time
officers spend on each fraffic stop thus lessening the
inherent risk involved in fraffic stops on the highway,
improve accuracy and efficiency of data capfure
increase the efficiency with which fraffic summons are
issued and adjudicated in Fairfax county, eliminate
redundant paper and manual processes, and enhance
data quality as it related to accuracy, reliability, and
fimeliness.

Progress to Date

Equipment and initial e-Summons configurations for police
vehicle and motorcycles were piloted and tested in
earlier phases of this project. Fairfax County Police
Department identified a contemporary and integrated
e-Summons solution to  build on that foundation and
implement a robust and well infegrated e-Summons
solution that includes integration and interfaces with other
stakeholder groups and systems including the Courts,
Department of Public Safety Communications (DPSC)/
CAD 9-1-1, the Police Records Management System, and
DIT. The full implementation of an e-Summons solution will
cover 36 police motorcycles and approximately 950
vehicles in Fairfax County.

Electronic Summons Project (e-Summons)

Project Budget

FY 2016 funding is not required; anticipated revenues from
the newly mandated court fees (details below) will
directly support e-Summons implementatfion in Fairfax
County.

(In July 1, 2014 the Virginia General Assembly added new
provisions fo VA state law (Virginia Code § 17.1-279.1)
which permits the assessment of an additional $5 as part
of the cost of each criminal and ftraffic court in each
localities district and circuit courts. The Fairfax County
Board of Supervisors approved an amendment to Fairfax
County Code fo adopt the state law. Effectfive on August
1, 2014 as specified by the legislation all funds generated
from the new fees are to be used solely to fund software,
hardware, and associated equipment costs for the
implementation and maintenance of an electronic
summons system in Fairfax County. Funding from the
ordinance will also support the purchase of new
peripheral equipment such as handheld devices, portable
printers, driver’'s license scanners, and barcode readers.
All funds received will be posted to the e-Summons
project as part of regularly scheduled budget reviews.)

Return on Investment

e-Summons is an automated solution that enables police
officers to issue traffic tickets safely and more efficiently
with greater accuracy, reducing manual processes, and
eliminating data entry errors that can have potentially
serious repercussions for the public, courts and the police
department. A fully integrated e-Summons solution
eliminates redundant data entry, reduces duplication of
effort between agencies, and streamlines court scheduling
and docketing processes creating multiple opportunities
to improve existing operations.  Additional benefits
include near real time electronic access to traffic case
information for payment of traffic fines.

IT-000013 Police Records Management Refresh Project

Project Description

This project supports replacement of the current Police
Department Records Management System (RMS) as the
existing software has reached its end-of-life and is no
longer supported by the vendor. This project will
ultimately impact nearly all aspects of police work and
police information collection.

Project Goal

This project aims to replace the current Police Records
Management system (ILEADS) with the next generation
case management solution that fully utilizes and
supports the present and future police department
needs and business processes, maintains close
integration with the current 911 Dispatch (Computer

.
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Aided Dispatch — CAD) system, and eliminates existing
system limitations including persistent deficiencies in
connectivity with mobile units.  The lack a persistent
connection between the police vehicles and the
database has caused performance issues when officers
interact with citizens and transmit reports.

Project Budget

Funding of $1,000,000 was included as part of FY 2014
Carryover for the first phase of replacing the Police
Department’s current Records Management system.
This project does not require additional funds in FY 2016.

Planned Project Schedule

Planed activities include:

» Requirements analysis, contract award and a start
on development of the new RMS — FY 2015.

» Completion of development activities, interfaces,
data migration, testing training and implementation -
FY 2016-2017.

Return on Investment

A modern Records Management System (RSM) is a
critical necessity in large police departments across
the country. A new RMS system will allow Fairfax
County police officers to more efficiently respond to
incidents, issue electronic summons and complete
reports on the scene of incidents rather than having to
wait to enter case information at a field office, station,
or other locatfions. A modern system assures more
accurate, timely, reliable and accessible information
on events, and enables the Police Department to
more efficiently act upon incidents, from initial
response through tracking, investigation and reporting.

IT-000014 Sheriff Civil Enforcement System Project

Project Description

The Office of the Sheriff, in collaboration with the three
Fairfax County Courts and the Court Technology Office is
developing an Advanced Civil Enforcement System
(ACES) to automate all existing civil enforcement business
processes, and to replace the current ILEADS module
slated to be decommissioned in January 2016. The system
will upgrade and automate the civil enforcement
interface between the Sheriff’'s Office and the courts to
meet the demands of processing large volumes of service
documents on a daily basis, enhance security, and
provide civil records repository with automated backup
features. The system will infroduce mobile features and
future interfaces with other County agencies including
DIT/GIS, Department of Tax Administration, and the
Commonwealth Attorneys’ Office.

Project Goal

The Sheriff's Office is required by Virginia Code 8.01-293 to
execute civil process within their jurisdiction. The goal of
this project is to replace the current Civil Enforcement
Module so that the Sheriff Office can contfinue meeting its
statutory mission with an automated electronic civil
enforcement solution that interfaces with all three Fairfax
County courts and provides enhanced efficiencies by
electronically processing, distributing, and fracking service
documents. The project aims to reduce Sheriff's Office
staff time dedicated to delivering, locating, retrieving and
re-filing civil records, and eliminate the risk of lost or
damaged files. The system introduces secure electronic

signatures and bar coding to the civil process. When fully
implemented the new Civil Enforcement system will
provide consistency and standardization for the Sheriff's
Office and all three courts, facilitate consistent retention
policies, and improve customer service including more
timely and efficient viewing of civil records.

Project Budget
FY 2016 funding is not required for this project.

Planned Project Schedule

Following requirements analysis, RFP and contract
award, Phase 1 kickoff is planned for FY 2015.
Phase 1 activities include automating the civil process,
barcoding, electronic signatures, reporting and
statistics, GIS and mapping, financial processing,
mobile capabilities, and uni-directional interfaces
(Courts to the Sheriff's Office) with anficipated Phase 1
go live date in FY 2016.

Phase 2 work planned for FY 2016-2017 will include
public private web access, mobile solutions, and bi-
directional interfaces with the courts and other county
agencies.

Return on Investment

A core function of the Sheriff's Office is to ensure timely
execution of a variety of services for various courts. The
Civil Enforcement application provides efficiencies and
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cost savings fo the Sheriff’'s Office, including the potential
to reduce miles traveled based on route optimization
and the development of business rules concerning
scheduling a service for completion; reduced data entry
requirements using sensors in handheld devices and

designing the appropriate user experience; and on-line
query on the status of papers served reduces the need
to answer phone calls on service status. Additionally, fee
collections will be at risk if the number of services
completed per deputy per day is decreased.

IT-000015 Commonwealth’s Attorney Case Management System Project

Project Description

This project will replace an end of life legacy case
management platform in Fairfax County'’s
Commonwealth’s Attorney’'s Office with a modern
software application and provide for supportable
technology hardware, software and infrastructure to
improve the operational efficiency and streamline
business processes.

Project Goal

Project goal is to replace the current legacy case
management system in the Commonwealth’s Attorney
Office with  a modern comprehensive case
management software system that will provide
improved workflow tools, streamline processes,
provide enhanced accountability and improve
office efficiency. Other components of fthe
replacement will include conversion of all legacy

data, the ability to scan arrest warrants and
inferfaces to other county departments such as
police.

IT-000021

Project Description

This project supports replacement of legacy telephone
systems in all Fairfax County Fire and Police Stafions.
The current telephone systems were installed in 2001
and are no longer supported. The project will transition
all Fire and Rescue and Police stations phones systems
to the County's current enterprise voice platform.
The stations will benefit from all the common enterprise
telephone features such as exftension to cellular
phones, recording calls, and defailed automated
number and locater information, station information to
public safety answering points (PSAP), forwarding of
voicemail, infegration of individual direct inward dial
numbers assigned, desk phones and cell phones.
Once integrated info the enterprise voice system, a
police officer or fire fighter can be reassigned to a
different station without changing phone numbers. All

Project Budget

This project was funded at FY2014 Carryover. Additional

FY 2016 funding is not required.

Planned Project Schedule

In FY 2015-2016 work will continue with business process
review, requirements analysis and market research to
assess available and viable software application systems.

Return on Investment

An updated case management system will significantly
improve management and tracking of a large volume of
criminal  cases handled by the Fairfax County
Commonwealth’s Attorney’s Office. Improvements such
as barcode scanning of arrest warrants, auto-generated
legal documents, and the automated syncing of aftorney
calendars will dramatically reduce data entry by office
personnel. Generating real-time case assignment reports
showing the number of cases assigned, types of cases,
and where cases fall into the case lifecycle will sfreamline
the current difficult task of case assignment.

Fire and Rescue and Police Stations Telephone Replacement Project

public safety sites will be linked together through the
enterprise voice platform. Addifionally, the planned
fransition to the county’s enterprise felecommunication
platform will meet state mandated requirement that all
emergency calls from a phone station provide PSAP with
sufficient location identification information to ensure
emergency response.

Project Goal

The goals of this mulfi-phase project are to provide
better internal communications by placing all public
safety stations on the enterprise voice platform utilizing
the county's I-NET and streamlining public safety
stations voice communications by using common
tfechnology tools such as computers, telephones and
wireless integration.
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Project Budget

FY 2016 funding of $270,000 provides for the first phase
of the ftransition of public safety stations (Fire and
Rescue and Police) phones systems to the county's
current enterprise voice platform.

Planned Project Schedule

This is a new multiphase project planned for FY 2016 -
FY 2018.

Return on Investment

In addition fto communications efficiencies and
compliance with state mandates, fransitioning the
current phone systems in Fire and Police stations to the
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county’s enterprise platform which uses contemporary
voice and phone fechnologies will offer the county
substantial savings in recurring maintenance and
operational expenses. Once fully transitioned to the
enterprise platform, the county will realize an estimated
$35,000 savings in annual maintenance, and $107,000 in
annual operating expenditures. Also station equipment
will fall under the terms and conditions of the enterprise
confract which provides for a two hour response fime
for voice service calls. Streamlining the voice
architecture, improving infernal communications,
increasing staff productivity, reducing recurring costs,
and maintaining serviceability of equipment are all
priorities of this project and will provide significant return
on investment to Fairfax County.
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ADVERTISED FY 2016 IT PLAN

3.3 Corporate Enterprise
2G70-002-000

Project Description

This project is part of the county's ongoing effort to
maintain aerial imagery in the Geographic Information
System (GIS). GIS provides county staff and citizens
the means to electronically access, analyze and
display land related data. The imagery is used in the
My Neighborhood viewer, the Digital map viewer, the
new 3-D viewer (Virtual Fairfax) and in all county web
and desktop mapping applications.

Plane used to acquire ortho images

Project Goal

This project’s goal is the contfinued implementation of
a four-year cycle of updating orthoimagery for all 407
square miles of Fairfax County with high resolution
data needed by county applications and users.

Progress to Date

In FY 2013 the four-year imagery update cycle was f f”

updated with the latest data set acquired from the
state. The county has cost-sharing partnership with the
state to obtain the higher resolution imagery for
specific Fairfax County needs.

Project Budget

No new funding for orthoimagery will be necessary
until the next update cycle in FY 2017.

Return on Investment

Multiple county agencies benefit from the use and
availability of high resolution orthoimagery data.
Orthoimagery is used successfully in property appeals
cases by allowing the county to effectively justify
increased property assessments and help citizens with

Orthoimagery Update Project - GIS

home assessment valuations. The imagery is also
utilized in resolving zoning enforcement cases, often
providing definitive information about when illegal
structures were built, thus helping the county maintain
desirable neighborhoods and safe structures. Use of
aerial photography has reduced the need for field
visitations when county staff has a need to
reconnoiter an area for various reasons.

Orthoimagery serves as a highly accurate quality
controlled layer in GIS that can be used fo accurately
locate features (e.g., building outlines, streetlights,
storm water features, and sanitary sewers). It
provides the basis from which many of the
fundamentally important GIS layers are derived. The
aerial imagery used to create the orthoimagery is of
high enough quality and accuracy that it can be
used for the county’s planimetric update project,
saving the cost of additional imagery acquisition.
Orthoimagery is also available in the county’s public
web applications that include maps, which enables
users view of aerial imagery of any area of the
county. These applications serve about a million
maps per year and enable public users fo view parcel
outlines, hydrography, as well as major and minor
roads. Orthoimagery also serves as a base for the 3-D
imagery in Virtual Fairfax.
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2G70-003-000

Project Description

Obligue imagery enables users fo view the sides of
buildings and structures, ascertain the urban character of
a location, and measure the heights of visible feafures.
The project collects images of every location in the
county from at least four directions (N, S, E, and W)
enabling agencies such as the Department of Public
Works, Tax Administration, the Department of Public Safety
Communication and Public Safety Agencies to reduce
field staff time by using virtual visitation. Oblique imagery
augments orthoimagery which is faken directly overhead
and does not capture the sides to structures. Together,
both sets of imagery are complimentary parts of the
spatial data in the GIS data warehouse, giving county-
staff access to a wide range of geo-spatial information
about Fairfax County required in their business processes.
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) Sample Obhque image

Project Goal

This project’s goal is fo provide oblique imagery as a useful
and key component of the county’s spatfial data warehouse
that also serves as a historic reference imagery base.

Progress to Date

The county has complete oblique imagery libraries for
calendar years 2003, 2005, 2007, 2009, 2011 and 2013.
The next update is scheduled during calendar year 2015.
The new imagery acquired has much higher resolution
than before (3" resolution vs. 4”) and will be more useful
for evaluating properties and creating 3-D building
objects for Virtual Fairfax. The imagery is currently
available to county users through desktop, Citrix, and web
(GEM) applications. The GIS office offers regular training
in use of the imagery and its software. The use of oblique
imagery is leveling out after substantial increases over the
past several years.

Oblique Imagery Project - GIS

Plane used to acquire oblique images
The county will also acquire a new software tool so that the
imagery can be served via the web with functionality

needed by fax assessors and others. This will enable
integration of oblique imagery with other applications and
reduce usage of more cumbersome software used from
the initial image delivery.

Project Budget
FY 2016 funding of $136,000 is recommended for this project.

Return on Investment

The Oblique Imagery project provides a combination of
cost-savings, enhanced revenue and non-quantifiable
benefits fo it users. In particular, The Department of Tax
Administration (DTA) has found the ability to see all sides of a
sfructure to determine material composition, floors, decks
and other features very useful to its operations in
successfully reducing the time and expense involved in staff
field inspections.

Oblique imagery is particularly useful in public safety since it
enables staff to view and measure the sides of buildings to
determine risks, site lines, rescue apparatus requirements,
and other key features. The oblique imagery is now used
24x7 in the CAD/911 system to assist call takers in correctly
identifying incident locatfion and to assist dispatchers
respond fo an incident.

Oblique imagery is also the source of the 3-D building imagery
of the Tyson's Corner and Reston Herndon areas that is
displayed in the Virtual Fairfax web application (the buildings
sit on top of the orthoimagery from the state). The 3-D
imagery is essenfial in meeting a board mandated
requirement for 3-D visualization.
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2G70-004-000

Project Description

Planimetric and fopographic data in conjunction with
orthophotography serve as the foundational data sets
for GIS data of the county. Planimetric data is planar
data (2D) derived from observable natural and man-
made features visible on aerial imagery, making up
many of the key GIS layers used in most of the maps
created in the county. These key datasets are used
in all county web applications that incorporate maps,
and in nearly all of the county’s public safety vehicles
through the maps included in the CAD/?11 system.
Since the original data map was developed in 1997
the county has grown considerably, adding new
housing, commercial locations, new and modified
roads, stform water management features, and other
man-made features. Additionally the tfopography has
changed with new development. The updated
program leveraged the 2007 and 2009 aerial imagery
acquired in partnership with the State. While the
entire county was successfully updated using 2009
imagery, this project will confinue the update cycle
using 2013 imagery.

Project Goal

The goal of the GIS Planimetric Data Acquisition
Program is to update approximately 25% of the
county's  planimefric and fopographic data
annually. Data sets include impervious features such
as roads, pools, basketball courts and driveways;

they also include a capture of 2' confours - a
substantial improvement in the accuracy of the
elevation data and building elevations. This

program is dependent on the availability of current
aerial imagery in order to acquire the latest changes
on the ground.

2G70-011-000

Project Description

This project will implement a solution that automates
Board package creation and management
processes on-line. This initiative is sponsored by the
Board of Supervisors and the County Executive and
will enable the County Executive's office and the
Clerk to the Board’s Office for a seamless process to
electronically create the agenda and supporting
documentation, record Board of Supervisor meeting

Planimetric Data Acquisition Project - GIS

Progress to Date

Currently 100% of the planimetric data is based on 2009
imagery. In FY 2016, the project will update planimetric
data identified by county stakeholders, based on 2013
aerial imagery. Each year the objective is fo complete Y4
of the county.

Project Budget

This project is jointly funded by DPWES and DIT. FY 2016
funding of $920,000 is recommended in Fund 100-C10040
for confinued support of the planimetric data update
project.

Return on Investment

Planimetric, DTM, and contour data is exiremely
valuable in a wide range of county operations. DPWES/
Stormwater uses planimetric data in camrrying out
mandated stormwater responsibilities. The Department
of Public Safety Communication, Police Department,
Fire and Rescue Department and Sheriff use planimetric
data in their daily operations. In addition to the
public safety usage, there are hundreds of planimetric
data users (both direct and indirect) in a variety of
county agencies that rely on this data for handling
environmental compliance assessments, conducting as-
built plan reviews, determining right of way, evaluating
development impact on county sewers, locating
sensitive environmental areas, assisting in public hearing
presentations and task force meetings, assisting with
real estate assessment, planning assistance for land
development customers, documenting criminal events,
and evaluating chemical runoff for hazmat situations.
These as well as many other county operations depend
on Planimetric data and would be adversely affected
if this important data asset is not kept as current as
possible.

Automated Board Meeting Records Project

matters, and post documents on-line for public and
county staff accessibility.

Progress to Date

Components of a solufion commonly used in
governments supporting meeting agenda development
and live meetings recordation that support this
project have been deployed in the Department of
Cable Communications and Consumer Services for

.
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easier search of meeting videos and agendas from the WEB.
Requirements for incorporating the Board of Supervisors’
meeting videos with the agendas fo create a robust easily
accessible and searchable on-line record were developed.

Project Budget

No additional funding is provided in this project in FY
2016. This project is also supported in the e-Gov project.

Return on Investment

This initiative is expected to increase the efficiency
of producing the board package including

2G70-019-000

Project Description

The Infteractive Voice Response (IVR) fechnology
program develops custom interactive telephone
applications that can access and update data in a
variety of county databases, in addition to providing
static information in a timely, convenient manner.
For those citizens who do not have access to the
Internet, the project was established at the request
of the Board of Supervisors “to enable the county’s
customers to conduct business with the county
wherever and whenever it is convenient for the
customer”. IVR is one of the foundation programs for
enhancing public access to government information
and business fransactions.

Project Goals

The primary goal is fo confinue the application of fext-
tfo-speech technology for certain applications aligned
with e-government goals. Interactive Voice Response
enhancements include the continued inftegration of
Web and IVR via XML technology for public use. Plans
for FY 2015 - 2016 is to update the IVR solution and on-
going implementation of IVR fransactions.

Progress to Date

The DIT IVR system currently answers more than a million
calls annually. The system is available approximately 24
hours a day to interact with citizens, providing an
additional optfion for conducting business with the
county after regular business hours. By handling the
more routfine calls, the IVR allows staff to concentrate
on those calls that most need personal attention. It also
allows access to a great deal of information after hours
or on weekends. The IVR team developed and

streamlining the process by providing the information
and supporting materials on-line; improve fhe
experience of Board members in reviewing meeting
materials with a click instead of thumbing through
large binders; improve productivity of the Clerk’s
office and agencies’ preparation and submission of
agenda items; reduce manual processes and
production of paper agenda packages and reduce
space requirements for maintaining paper copies of
documents for Board offices and the Clerk’'s Office.

Public Access Technologies - Interactive Voice Response Project

distributed a Request for Proposal (RFP) for a new
Interactive Voice Response system in FY 2014, currently
(FY 2015) vendor responses are under review at the
county attorney’s office. The following county agencies
are primary users of the IVR system:

County Services
Information Line

County E five, - -
ounty =xecutive Medical Registry —

Office of Special Needs
OPA Survey Line (Seasonal)
Courts Information Line
Courts Traffic or Criminal Violation

Prepayment

Juror Information

Fairfax-Falls Church
Community Services Board

Community Service Board
Survey

Coordinated Services
Planning Survey

Family Services - -
Register for Institute For

Early Learning

Health Department

Health Department
P Information Line

Housing and Community
Development

Inquire Affordable Housing
Waiting List
County Job Line

Human Resources

IT Service Desk Information

Information Technology Line

Library, Fairfax County Public Library Information Line

Victims of Crime Information

Police Department
P Line

DEPARTMENT OF INFORMATION TECHNOLOGY
Quality and Innovative Information Technology Solutions

poN

" iRaiN



22 o SECTION 3

Building Plan Review
Information Line

Inquire Building Permit/Plan/
Public Works Inspection Status

and Environmental Services

Schedule/Cancel Building In-
spection Requests

Schedule/Cancel Special Col-
lections (Trash Pickup)

Real Estate Information &

Tax Administration
Tax Payment

Project Budget

The program requires on-going support from e-Gov and
telecommunications staff to support and expand the IVR
application capabilities in additional business areas, and
implement enhancements. No new funding provided in
FY 2016.

2G70-020-000

Project Description

This project supports initiatives that improve public
accessibility fo government informatfion and services.
A comprehensive approach is employed fo ensure
efficient infrastructure capable of supporting multiple
business solutions. In addition to enhancing customer
service for availability anywhere, anytime, public
access technologies reduce staff involvement in
providing basic information and fransactions, thereby
allowing personnel to perform more complex tasks and
respond to requests for more detailed or specialized
information. Internet/infranet initiafives provide significant
and wide-ranging opportfunifies fo use technology as a
means of making information more readily available o
the public. Initiatives include research and development
of emerging fechnologies, expansion of Web
applications, improvements in search and navigation,
integration with infernal systems and other public
access channels, and sustaining infrastructure.

Project Goals

The project’s vision is to provide new information and
services on all platforms, while continuing to build on
existing information architecture. The planned functionality
will be delivered in support of the county’s taxonomy
of information and services, using a single supporting
infrastructure. The solution is based upon a single
content repository for all platform and agencies. The
repository enables various features of content
management tfo provide accurate and reliable

Return on Investment

Public access technologies such as the IVR expand
cifizen access to county informatfion and services and
minimize staff resources needed to provide basic
information, and allow staff deployment to more
complex and specialized tasks. The Public Access
Technologies continue to provide a single information
architecture and supporting infrastructure for all
platforms to deliver new information and e-services to
the public. It expands the capabilities of the content
management system in order to improve automated
workflow, revision control, indexing, search and
refrieval for enterprise systems. The project also
improves  search  capability for citizens and
constituents, and enables the county fo build
applications quicker and more efficiently by
maintaining reusable components.

Internet/Intranet Initiatives Project - e-Government

information, provides additional search capabilities on
the public web site, and enables information sharing.
The project includes implementing standards and
processes for information engineering so that the same
application and data is used county-wide in fthe
development of Web content and applications.

Progress to Date

The County’s Public Web site has been an extraordinary
success and has received national recognition. The site
receives approximately 19,252,748 visitors, which equates
to about 67,540,899 page views for FY 2014.
Approximately 55 county agencies have a presence on
the site. The functionality of the site has expanded
significantly with the addition of an online discussion tool
(Ask  Fairfax!) to enable citizen interaction with
government on various topics, mobile version of the
county website with mobile and iPhone applications to list
a few. The county website is also being franslated into 12
languages using machine translation powered by Google.
In order to empower public services and affirm county’s
strategic vision and goals, the website has been
enhanced with new and updated interactive features
and online applications. In an effort to improve website
accessibility, all pages on the public website are tested for
compliance with Section 508 of the Rehabilitation Act of
1973 and the Americans with Disabilities Act by passing
through the county’s automated compliance checking
tool.

DEPARTMENT OF INFORMATION TECHNOLOGY

Quality and Innovative Information Technology Solutions


http://www.section508.gov/Section-508-Of-The-Rehabilitation-Act
http://www.section508.gov/Section-508-Of-The-Rehabilitation-Act

ADVERTISED FY 2016 IT PLAN

In order to continue to empower public access to
service while affirming the county’s strategic vision,
Fairfax County has pioneered the implementation of
governmental services through various mobile
devices like iPhone/iPad, Android and Blackberry.
In enhancing the county’s long standing goal that
our community should access their government 24/7
without walls, doors or clocks, Fairfax County now
places government in the palm of their hands with
the infroduction of efficient and cost effective
mobile apps and services.

Fairfax County Government's mobile app:

» Enable citizens instant connectivity to their
government
» Provide the benefit of getfing services and

information from anywhere at any time by delivering
information in a more conveniently accessible
platform

» Enhance the adoption of online governmental
services by reaching a larger and wider user base

In addition to our mobile website, the public can
download the Fairfax County smartphone application
on iPhone/iPad, Android and Blackberry for
emergency information, news headlines, one-touch
calling through our contact directory, GPS maps,
social media links, fransportation resources and more
at http://www.fairfaxcounty.gov/news/mobile.

The ongoing strategy includes ‘sharing’ which has
become an integral part of the Web experience. It
is referred to as online collaboration, and known as
Web 2.0, social networking or social media.
Recognizing that social media is an essential
business function in today's rapidly changing world
and key to improving citizen-to-government
networking, Fairfax County offers multiple channels
such as Facebook, Twitter, YouTube and Flickr for
public engagement with county government on
various topics during emergencies and otherwise. It
also advances the county goal of creating a culture
of engagement, boosts county operations and
furthers our business mission with residents. Using
social media tools is a proven and acceptable way
fo enhance government  fransparency  and
encourages a fwo-way dialogue with the public
which augments the standard website.

In addition to the wuse of numerous county-
developed cross-agency applications like RSS (Really
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Simple Syndication feeds), Ask Fairfax!, e-mail
subscriptions to improve citizen-to-government
networking, open source tools like Slideshare

(presentation sharing), Google maps (event maps)
and ldeascale (social voting) have been leveraged.
All these are integrated fogether and come under
the umbrella of NewsWire which is the county’s one-
stop news shop.

The county has about 27 official social media sites/
accounts on Facebook, Twitter and YouTube:

Facebook - http://www.facebook.com/fairfaxcounty
Twitter — http://twitter.com/fairfaxcounty
Youtube — http://www.youtube.com/user/airffaxcountygov

1 - Public Web Site, Mobile App, Search and
Navigation

Fairfax County's innovative use of technology
combined with wuser-friendly Web site design has
streamlined the interaction between citizens and the
government to provide them the necessary ftools for
inferaction and parficipation with County
government. To improve citizen service delivery and
provide effective e-Government services, the County
website contfinues to be redesigned with improved
functionality and accessibility features since its
inception in early 2000. These efforts are achieved
with various forms of oufreach such as focus groups,
online surveys and usability tests with constituents.
Various Social Media platforms are employed to
expand and redefine communication efforts beyond
tfraditional news releases. To continue empowering
citizen access to public services, Fairfax County’s
Mobile App (available on various mobile devices)
provides citizens the added convenience and
flexibility of interacting with their government on the
go from anywhere at any time.

In FY 2011 - FY 2013, acknowledging trends in high
adoption rates of mobile devices, Fairfax County
increased the value of ifs e-government efforts with
the add-on of mobile apps for all platforms like
iPhone/iPad, Android and Blackberry for free
downloads. Our attention to stewardship of scarce
resources was achieved by complete in-house
development and repurposing of existing
technologies. Mobile accessibility further enhances
citizen's convenience and reaches a wider user
community with the ability fo access services and
information in the palm of their hands.
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In FY 2014, the county launched a family of new
homepages for our primary website at
www.fairfaxcounty.gov. The new county homepage
uses responsive design to render seamless
information across three device types: desktop,
tablet and mobile. The refreshed homepage provides
a cleaner design and based on years of meftrics
studies, highlights the key services the public is
looking for online «along with a pictorial
representation of the county activities. To facilitate
and improve online service delivery in FY 2014, the
county homepage was redesigned so that the most
accessed services are featured prominently and
easily available on the top in the “Find, Pay, Report”
section of the homepage, based on the current
website usage and metrics. The search engine was
refined in FY 2014 to improve the accuracy and
refinement of results and integrate select social
media results. As of FY 2014, there has been about
19,430 copies of the official Fairfax County Mobile
App downloaded since ifs launch in June of 2011
with numbers increasing every day. Both the
county's website and it's mobile version provide
residents of Fairfax County with a wealth of
information, online services and connectivity with
their government, mobile browsing is undeniably on
the ascendancy - it is expected that more people
will be using mobile devices to access the web than
traditional laptops and PCs.

In FY 2015, the county started outlining plans to
upgrade the current Web content management
system and reviewing the current information
architecture to identify steps and gather
requirements to improve, restructure and re-engineer
the county’s website. The goal of this initiative is to
create a Web presence that is more topic oriented
rather than an organization focused site.

In FY 2016, we will focus more on citizen/community
engagement, allowing for multiple communication
channels for access fo county government 24/7 and
on the go. As we continue this effort, the county’s
website and the county’'s mobile app will be
refreshed making it a more visual, intuitive, citizen-
centric, and tfopic driven site. With the continued
use of responsive design and adaptive approach,
the same design and features will be franslated to
the mobile platform. We will continue to enhance
search functionality and develop more native
mobile applications for public consumption.

2 — WEB Farm Infrastructure Architecture and
Management

The following Internet/Infranet Infrastructure initiatives
are on-going:

» Secured network settings on all 34 servers to
minimize risk of infrusion

» Implement a statistical reporting system for both
Internet and infranet servers

» Refined the server monitoring system

3 - Interoperability

As a participant in the Government without
Boundaries  cross-jurisdictional  project, Internet
Services staff installed ASP.Net and created a Web
Service, which generates XML data from a SQL
database using a collaborative defined schema.
This project allows Fairfax County to share park-
related data with other local, state, and federal
jurisdictions. The project supports effort that developed
standards, methodology and architecture for data
exchange that are compliant with the Department
of Homeland Security. Fairfax County CAD2CAD
Exchange between the 9-1-1 CAD systems of
Alexandria, Arlington, and Fairfax was successfully
implemented representing both a technology
infegration success and a long sought-after
milestone in the operations of 9-1-1 dispatch. On-
going interoperability efforts for county agencies as
well as other data exchange requirements are
supported in this program.

4 - Intfranet/Infoweb

“FairfaxNET”, the county’s intranet, which is an
employee focused enterprise SharePoint portal that
provides an intelligent platform to seamlessly
connect users, teams and knowledge supporting the
ability to leverage relevant information across
business processes to help employees work more
efficiently. FairfaxNET is a centralized resource for
infernal county content, forms, policies, news,
application, training and other sources of
information. It provides collaboration tools for agencies
and work groups which are secure, convenient and
a standard workspace for employees to work
individually or collaboratively. FairfaxNET is a centralized
location for disseminating pertinent countywide,
agency-specific or feam/project-specific information.
It also provides a venue for automating business
processes.
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Approximately 55 county agencies now have a presence on
the county’s infranet site (both InfoWeb and FairfaxNET),
offering more than 11,000 HTML documents, 12,500 PDF
documents, and 15,000 images on the infernal site. Most
agencies have Web content confributors, and Infernet
Services staff support content creatfion efforts for those
agencies without a dedicated Web presence. The county’s
intranet will continue to be updated with additional access
to enterprise data and interactivity, and expanded fto
become a viable alternative for full transaction-oriented
applications. The addition of new information and increased
business functionality is essentially an ongoing project. Based
on conversations with a wide range of county managers, it is
also expected there will be numerous concurrent application
development requests from a dozen or more agencies for
core web-enabled applications as the benefits of the
technology become more widely recognized.  These
requests for support are handled on an as-needed basis
based on priority, visibility and functionality, and highest
Return on Investment.

FairfaxNET is the primary platform for access fo internal
applications,  information and  services, employee
collaboration and information sharing, and collaboration
with other agencies. FairfaxNET is also the gateway to the
entferprise ERP solution (FOCUS).

In FY 2015 — FairfaxNET is being upgraded to SharePoint 2013.
FY 2016 goals include development of project sites fo
manage and keep frack of projects and implement records
management for document storage and archival purposes.
We will continue to work with county agencies to automate
and  streamline  business process for  operational
improvements.

5 - Web Content Management

Web Content Management will address refining the site’s
information  architecture, defining and implementing
replicable workflows, as well as designing and implementing
the supporting infrastructure for Web content contribution.

2G70-041-000

Project Description

Customer Relationship Management (CRM) is a
foundational technology that supports the County's
strategic goal of improving the quality and efficiency
of responses to citizen requests/issues by integrating
current stovepipe applications, implementing on-line
24x7 access strategies, social media tools, and
techniques fo enhance the overall customer

6 — E-Services

Internet Services prototyped new application
development platforms and developed standards and
best practices for the current environment. DIT supports
other agencies in the development of Web confent and
applications.

Project Budget

In FY 2016, recommended funding of $528,000 supports
the increasing demand for County’s web, e-Government
and on-line transactions services as well as improved
navigation, web content synchronization, mobile
applications, social media integration, transparency, Web
3.0, support of the county's intranet (FairffaxNet) and
continued compliance with Department of Justice
Americans with Disabilities Acts requirements. This funding
will  also facilitate  implementation of  selected
recommendations under the “Digital Data Fairfax” section
of the "Enhancing Fairfax County’s Customer Experience
and Engagement Opportunities” report to the Board of
Supervisors.

Return on Investment

This project continues fo provide single information
architecture and supporting infrastructure for all platforms
and new information and e-services to the public. It
further expands the content management system 1o
improve automated workflow, revision control, indexing,
search and retrieval for enterprise systems. The project
improves the search capability for citizens and
constituents  while enabling the county fo build
applications faster and more efficiently by maintaining
reusable components. Public access technologies
minimize staff resources necessary for providing basic
information, thereby allowing staff deployment to more
complex tasks that require detailed or specialized
information.

Customer Relationship Management (CRM) Project

experience and manage service requests via a single
user enterprise-wide interface tool.

Project Goal

This project begins a multi-year effort for the the
replacement of current legacy CRM solutions with an
up-to-date solution that infegrates with county
agencies’ business applications and processes,

.
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consolidating and reducing redundant hardware,
software, and maintenance expenses. The enterprise
CRM provides for unified fracking and case
management of service requests and manages
requests via a multi-platform CRM solution across many
channels including email, web, social media, and call
center capabilities. The improved integration with the
County’s Web environment, e-mail and communications
systems promotes service efficiency and effectiveness
and promotes improved customer experience and
citizen engagement goals and provides information
and data with an enterprise view that enhances
opportunities for cross-agency processes and service
planning.

Progress to Date

Phase | included environment setup, business process
analysis, configuration, application development, and
data migration for eleven county business systems
including Board Offices and the Office of Public
Private Partnerships. Future phases (FY 2016 -2019)
will continue planned migration of additional county
agencies to the new consolidated CRM platform.

2G70-053-000

Project Description

The FOCUS/ERP project replaced the county’s existing
legacy mainframe systems for budget, human
resources, finance, and procurement. The Retirement
of Legacy Systems project supports the conversion
and migration of other county agencies’ remaining
legacy business systems, databases, and data off the
mainframe onto more contemporary platforms.
This project is the final step in eliminating the old data
center infrastructure and operational support model
and embrace opportunities for accelerating the on-
going consolidation of server and storage
environments and ‘cloud’ type services, which have
yielding operational savings and enhanced ‘green’ IT
initfiative DIT is pursuing.

Project Goal

This project aims to move several remaining legacy
fles and data off the mainframe onto more
contemporary server based and virtual platforms. New
relational  data repositories, indexing schemes,
analyfics and search capabilities are being
developed. Upon completion of the data migration

Project Budget

In FY 2016, recommended funding of $400,000 supports
development of an enterprise CRM approach for
handling citizens service requests, case management,
and issue fracking.

Return on Investment

CRM technology facilitates increased efficiencies and
effectiveness in managing the many citizen requests and
inferactions within and across county agencies and
business  functions. It allows a constituent-focused
operation where government is positioned to be proactive
to citizen concerns by enhancing collaboration among all
agencies/departments and by providing knowledge of
common issues for follow-up. The CRM solution will also
improve transparency by allowing citizens and constituents
to easily view how the county is managing their request by
providing a fracking number.  Consolidating intakes,
reducing the number of duplicate request, and eliminafing
redundant systems provides taxpayer savings. This cost
savings provide tfangible evidence to citizens that their
government is working for them efficiently by providing
better access to information, optimized issue response/
processing, and improved accountability/compliance.

Retirement of Legacy Systems Project

and conversion, the county’s mainframe platform can
be refired.

Progress to Date

Solution research and assessment was conducted in FY
2012. First phase legacy data in various areas
associated  with  public  works’ legacy land
development system data was converted to a new
repository, with search and reporting capability
implemented in spring of 2012. On-going data
migrafion and conversion will confinue through FY
2015-16. The work accomplished in this project has
received indusiry recognition including from two multi-
national corporations.

Project Budget
Additional funding is not required in FY 2016.

Return on Investment

Many efficiencies and cost savings will be achieved
with the conversion of old legacy data, which is
required and useful information, info a modern data
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repository with advanced search and reporting
capabilities, as well as with the migration off and
eventfual retirement of the mainframe system. With
retirement of the mainframe system the county will
achieve savings by ending associated lease
payments for hardware, software licenses and
utilities, mainframe data storage devices, as well as

2G70-069-000

Project Description

This project provides the information systems development
and tfechnology infrastructure required to redesign the
county’s tax and revenue systems. The Tax/Revenue project
facilitates a simpler process for cifizens to fulfill their tax
obligations and pay for services by modernizing the internal
processes used for assessing, biling, and collecting county
taxes and other revenues. In FY 2010, the county completed
the replacement of the legacy real estate mainframe
system with a COTS product called Intfegrated Assessment
System (IASWorld). This project provides for the replacement
of the two remaining core tax systems, Personal Property
and Business Professional and Occupational Licensing with a
web based application. Implementation of this new
product will allow for a comprehensive overhaul of many
existing functions such as personal property account
administration,  business  filing and licensing, vehicle
registration, tax assessment, exemptions and adjustments,
accounts receivable, and billing. Elimination of outdated
technology platforms wil enhance opportunities for
integration with other county and State systems, as well as,
facilitate citizen interaction and self-service opportunities via
web based technologies.

Project Goals

The legacy mainframe platform for the Personal Property
system and BPOL limits integration with other County and
State systems, limits reporting, as well as constrains citizen
inferaction and self-service opportunities via web based
technologies. In addition fo the technology constraints,
in-house and confract programmer expertise to support
the legacy applications is increasingly difficult to obtain
and rapidly becoming more expensive. As a result, both
tax applicafions can no longer support efficient
assessment, valuation and collection activities.  System
enhancements and modifications, many of which are
required by changes in State and County code, cannot
be made economically and require lengthy development
periods. Integration with Virginia State Department of
Motor Vehicles and Department of Tax Administration

the cost of separate mainframe security software.
Furthermore the converted legacy systems can utilize
more efficient virtualized server environments thus
providing opportunities for additional savings in the
county’s data center to include environment, data
center operations, and utilities.

Tax System Modernization Project - Tax/Revenue Administration

applications which are critical for assessment, taxation,
and enforcement purposes, cannot be automated due to
limitations within Personal Property and Business Professional
and Occupational Licensing systems.

Progress to Date

Milestones (Projected)
» Application assessment — July 2013

» Oracle database conversion — January 2014
» Web application development — June 2014
> User acceptable testing — July 2014

» Production Implementation — January 2015

» Incorporation of multiple business process improvements
including web, mobile apps, electronic biling for all tax
types, enhanced web portal, staffy field mobile apps,
and seamless integration with state, county and third
party systems will continue in FY 2016- FY 2017.

Project Budget
Funding of $450,000 is recommended for FY 2016.

Return on Investment

This project eliminates risks to County revenue generated
from the assessment and collection of Personal Property and
BPPOL taxes. Modern technology platforms will enable the
Department of Tax Administration to enhance customer
access and improve services fo citizens and the business
community and enhance the security and use of web
technologies for self service functions increasingly used by
the community to inferact with County systems. This project
will also provide for automated integration with other
County and State systems directly impacting the County’s
revenue collection activities, and confribute to retirement of
the legacy mainframe environment in the data center.

.
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IT-000001
IT-000016 Budget Solutions Project

Fep(CUS

Project Description

Fairfax County government
and Fairfax County Public
Schools embarked on a
mulfi-year, joint initiative to modernize the portfolio
of enferprise systems that support finance, human
resources, budget, procurement, and related
administrative applications with an integrated approach
that has the flexibility to meet current and future
requirements. A Steering Committee and project team
comprised of county and school personnel was formed
in 2006 for program governance. The Government
Financial ~ Officers  Association (GFOA) provided
assistance fo the project, advice on best practices
and opportunities of ERP systems, and assisted in the
preparation and review of the procurement process.

FAIRFAX COUNTY

Project Description Goal

Goals for the initiative were to replace the obsolete
legacy systems with a contemporary suite of integrated
applications; be able to take advantage of new
functionality and enabling practices; provide the
opportunity for multi-faceted data aggregation; integrate
with e-government initiatives and capabilities; promote
telework; and aid in the transformation, transparency
and standardization of financial and human resource
processes and information. This initiative is designed to
foster an environment for change and leverage modern
system functionality over time.

Progress to Date

The software procurement was completed in the summer
of 2009 with the purchase of SAP software. The project
began implementation activities in  summer, 2010;
the financial management and procurement system
(Phase 1A) went live in November 2011. Project Phase
1B (enhanced supplier management functionality) was
completed in FY 2013, and Phase 2 (county human
capital management) went live June 2012 for the first
payroll run in FY 2013. In addition, a new financial
transparency application went live in FY 2014. As part of
the transparency initiative, research was conducted by
county and schools staff on best web-based practices
for reporting integrity, common sense usability standards,
and open-government goals. Work on Phase 3 items,
include a budget solution for both county and schools
commenced in FY 2015. These efforts include the
development of a robust data warehouse, providing the

Fairfax County Uniformed System (FOCUS) Project

ability for end-users to run ad-hoc reports for financial,
procurement, budget and human capital management
data. A consolidated expert business group of the core
business agencies and a core expert tfechnical centfer in
DIT manage the system and on-going efforts to leverage
system opportunities. The county will continue to focus
resources on mainfaining and improving staff skills and
abilities, including performance of many of the fechnical
programming and system tasks, configuration, and
business process redesign efforts. The county’s on-going
efforts will ulfimately result in less reliance on contractors
for an overall better operational cost outcome. In many
ERP environments, organizations have had fo solely rely
on expensive outside consultant contracts for system
operations and maintenance.

The system is available for use 24x7, which is a substantial
improvement over the legacy platform. In addition,
improvements have been seen in business operations,
such as the time to produce W-2s. Disaster recovery
(DR) for the system has been implemented that provides
for near real-time availability from a third party off-site
facility, a significant improvement over the legacy DR
processes whereby system recovery would be achieved
over several days. This high availability ‘DR’ solufion is
being leveraged for other systems in the county's DIT
Data Center.

In FY 2014, a post-implementation review of the system for
next stages opportunities of refinements and leveraging
functional and technical capabilities was conducted.
The information and recommendations from this review
have been prioritized and used to develop a long-term
strategy for system maintenance and enhancements.

Based on input from IT research advisors, this initiative
was a bold achievement that included a unique county
government and school system combined with a
complex ERP implementation on a short schedule. Other
municipalities continue to seek information from Fairfax
County on this approach and lessons learned.

Project Budget

Project funding was aligned with the phases of this multi-
year project. At this time, funding remains for Phase 3
initiatives and ongoing maintenance of the system. In
order to allow for administrative oversight of the new
budget solution, funding was reallocated from IT-000001 to
[T-000016 in FY 2015. No new funding is required in FY 2016.
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Return on Investment

Due to the successful implementation, the risk that
anfiguated and disjointed systems pose for system
failure and inferior data has been mitigated. The
implementation of the Employee Self Service Portal (ESS),
Manager Self Service Portal (MSS), and enhanced supplier
relationship management functionality provides 24 hour
fransaction access. Also, with role-based access, system

controls and security are enhanced. Benefits include
real-time system replication to meet modern standards
required by external auditors for controls and financial
management. Long-term opportunities remain in gaining
operational improvements and fransparency goals for
many years to come, to include the areas of budget
projections and publication, reporting, performance
management initiatives.

IT-000006 Office of Elections Technology Project

Project Description

This project funds a technology update/refresh of
voting and elections equipment used by the Fairfax
County Office of Elections. The current voting
system in the county is a hybrid system consisting of
an opfical scan unit combined with two or more
accessible direct recording electronic  voting
machines (DREs), and has reached the end of life.
Additionally, this project will ensure the county meets
federal and state elections mandates.

Project Goals

This project will support replacement of voting/
elections equipment in Fairfax County.

Progress to Date

The schedule included procurement of the first
portion of the equipment for the non-presidential
elections in FY 2015 and FY 2016; the remainder to
be purchased for the 2016 presidential election
(FY 2017).

Project Budget
Additional funding is not included in FY 2016.

IT-000007 Enterprise Project Management

Project Description

The Enterprise Project Management initiative addresses a
need for a more structured enterprise approach to
project management for County projects. The project
provides for dashboards and other tracking mechanisms
to ensure more effective and streamlined project
management processes across County departments.

Return on Investment

This project will ensure the county’s compliance with
Federal and State elections mandatfes. The new
system will be required by Federal law (Help
America Vote Act of 2002) to contain an electronic
solution that allows access for disabled voters, as
well as those for whom English is not their primary
language, to vote without assistance by another.
Additionally, under state law changes in 2007, the
new system cannot include any new direct record
electronic (touchscreen) equipment. As a result, the
industry is currently moving towards solutions that
have an electronic screen on which a voter makes
their choices. Then a “marking device” will produce
a paper ballot from the choices made on the
electronic screen that will then be fed info an
optical scan machine to be counted.

Project Goals

The goal is to standardize project management solutions
tfo support various business areas across multiple
departments. In the event, that specialized software is
required in specialized business areas, these solutions are
expected to be infegrated into the Enterprise Project
Management tool. This project will also leverage and
expand existing SharePoint licenses.

.
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Progress to Date

Business process analysis, requirements and market
research will be complete in FY 2015. Work in FY 2016 will
include selection, design, development, testing and
implementation of the first phase of a project
management solution.

Project Budget
Additional funding is not required in FY 2016.

Return on Investment

Project management tools provide the county with the ability
to enhance management of large complex enterprise wide
projects from start to finish. These fools enhance and improve
project planning and organization, scheduling and resource
management, cost confrol and budget management,
collaboration, communication, decision-making, quality
management and documentation.  In addition, project
management fools improve project resource management —
physical, financial and otherwise, to meet overall project
objectives.

IT-000017 Enterprise Document Imaging Project

Project Description

This project provides for the multi-phase implementation
of a contemporary enterprise document management
platform and its utilization in support of county business
functions. A contemporary Enterprise Document
Management platform will support on-going county
agencies’ efforts forimaging documents and integration
with case-management systems and/or agencies
operations, and provide for a more cost effective means
of compliance with mandated document retention
requirements. The Document imaging system will be
implemented in web format such as Digital Media,
‘cloud’ architectures, mobile apps, and wireless ‘smart’
devices, as well as platforms that support cross agencies
and enterprise class solutions.  Current Document
Imaging systems at the county will be upgraded to
latest versions and newer technology.

Project Goals

Implementation of a contemporary Enterprise Document
Management platform designed to address the
ongoing evolution of technology and its utilization in
support of the business functions within the county.
Enterprise Document Imaging systems confinue to
be refined to provide efficiencies and enhanced
capabilities to support various agencies/divisions in
the county. This project supports the strategic goals
of reducing paper records, promotes efficient archival
and retrieval of documents, and facilitates electronic
workflow process improvement initiatives in county
agencies.

Project Budget

FY 2016 funding of $450,000 is recommended for this
project.

Return on Investment

Enterprise Document Imaging systems will enable
the county to have a rich document management
and business process flow for retrieval and storage
of vast quantity of required paper records. The new
platform will automate workflows, improve business
process efficiencies and productivity, reduce paper
records and storage needs, and make data more
accessible, easily retrievable, secure and compliant
with records management regulations such as the
Freedom of Information Act (FOIA). Implementation
of a more current document management solutfion
will enable on-line search of digital documents that
will provide significant improvement in efficiency for
county agencies using data as an integral part of
daily operations. It also allows more effective use of
advanced analytics for decision making, resulting
in service improvements for Fairfax county residents.
In addition to fast and reliable business processes, the
document management solution minimizes the need
for storage of paper records, reduces storage space
needs and protection against mounting storage costs.
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3.4 Technology Infrastructure
2G70-018-000

Project Description

This project supports the strategic infrastructure and
expert services required for complex mulfi-phase
enterprise-wide business transformation of IT systems for
county general services, enterprise tfechnology, security
and infrastructure, and corporate systems including the
county’s ERP and related business systems.

Project Goals

The main goal is to realize optfimal system performance
and infrastructure environment efficiencies, and support
system enhancement and open-government initiatives.
This includes various product platforms, security, middle-
ware, document management, and the web services for
seamless performance between Fairfax County Govern-
ment agencies, and Fairfax County Public Schools envi-
ronments. Additionally, the project provides for on-going
fransformation support activities, on-going development
of business intelligence and reporting model repositories,
system performance, system engineering, security access
technology and knowledge transfer. The funding supports
projected system integration and configuration services
and includes various product platforms, security, portal
and web services enabling seamless system integration.

Progress to Date

A modern system landscape and server environment
was implemented for development, testing, training,
conversion and full production systems needs

2G70-026-000

Project Description

Currently the County has two 800 MHz radio systems, the
Public Safety and the Public Service systems. The Public
Safety Radio system was recently upgraded to the new
P25 digital/IP technology. The current Public Service
system is over 13 years old with proprietary technology
developed in the 1990's and based on the older circuit-
switched analog technology, which, now, is obsolete,
results in increased maintenance costs, and does not
have sufficient call processing capacity to meet current
end user airtime requirements. This project provides a cost
effective approach to upgrade the Public Service Radio
system, which provides two-way radio communications
for all County non-public safety agencies, as well as, the

Enterprise IT Architecture and Support Project

supporting the SAP ERP solution, portals, security and
third party bolt-on products for overlapping project
phases. On-going infrastructure and specialized expert
support services will continue in FY 2015 and FY 2016 to
support Phase 3 project requirements, reporting, IVV
recommendations, and scheduled enhancements and
technical system refresh.

Project Budget

Funding of $1,800,000 is recommended in FY 2016 to
continue support for strategic infrastructure and services
necessary for continued work on business application
and infrastructure processes.

Return on Investment

This inifiative continues to support the County’s on-
going fechnology modernization program in line with
the IT investment priorities that provide for a stable and
secure IT architecture while leveraging IT investments.
This program allows the system to be available on a
24 x 7 basis instead of business—day only use, which
extends the ability of agencies to perform work with an
improved window for planning and executing system
maintenance activities with 20% fewer resources. On-
going support for modernization of county systems
empowers both employees and managers to execute
processes more efficiently, and support functions that
improve overall system performance and availability.

Fairfax Radio System Consolidation Project

Fairfax County Public School Transportation Department
(school buses), Connector, FASTRAN, and Fairfax County
Water Authority — approximately 3200 uses.

As a result of a careful and thorough analysis and
examination of the new Public Safety Radio System P25
digital/IP technology capabilities, Fairffax County plans
to implement a consolidated Public Safety and Public
Service Radio system, which will be called the Fairfax
Radio System. The County has determined that the new
Public Safety ‘“core” system can handle both radio
systems without degradation to either system, and will
not only significantly reduce the County’s recurring radio
systems expenses, but also improve both systems reliability
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and capability. The new digital/IP fechnology will extend
the Public Service radios useful life so that it can meet
the current and future demands of its local government
fleet. Additionally, this project will implement a redundant
offsite core providing an automated and seamless
backup not only for the Public Safety system, but for the
first fime, creatfing a backup for the Public Service system.

Project Goals

Consolidating the Public Service Radio System with the
Public Safety Radio System will substantially reduce the
need for major system upgrades or replacements and
correspondingly reduce the County's future financial
obligations.  New P25 technology systems are now
comprised of commercial off-the-shelf (COTs) server
based technology, which permits hardware and software
upgrades over the life of the system rather than complete
“forklift” conversions when the need arises to implement
technology changes and/or increase system capabilities.
Through annual maintenance enhancements the cost of
system upgrades and replacements will be spread evenly
across the system’s life, thus substantially reducing funding
uncertainties.

The consolidated system will increase the processing
capacity of the current Public Service system by 50%
without adding new, hard to acquire RF frequencies and,
as mentioned above, reduce the out-year cost
associated with a “fork-lift” system replacement. The new
consolidated system will provide the protection and safety
for bus drivers and other staff that depend on reliable
communications; aligns the Public Safety and Public
Service Radio Systems to provide enhanced backup
capability; improves customer service to County citizens
and other County agencies; reduces reliance on
commercial networks; and also provides for future County
cost avoidance. The system will be fully compatible with
the new mobile and portable subscriber radios used by
the County’'s Public Safety fleet, allowing direct

2G70-036-000 Remote Access Project

Project Description

This project supports enhanced and expanded
capability of authorized county users to securely access
the County's systems from remote locations for field
service activities, telework, Continuity of Operations
Plans (COOP), and emergency events such as
pandemic  outbreaks or natural and weather
emergencies.

communication between public safety and public service
users for incident or disaster management.

Progress to Date

DIT, in conjunction with the vendor, Fairfax County
Schools, and Public Safety users have developed a draft
project charter, a draft technology consolidation plan
that utilizes the new Public Safety System’s Master Site/
Core Neftwork to meet the requirements for the new
system, and identified funding requirements for FY2016-
2018. This project now aligns the two systems and reduces
the overall cost for the Public Service Radio System
upgrade. This plan will be updated over the coming
months, finalizihng implementation efforts to be in-line with
the funding anticipated for the FY 2016-18 Budgets

Project Budget
No additional funding is required in FY 2016.

Return on Investment

The consolidated system will increase the processing
capacity of the current Public Service system by 50%
and reduce the out-year cost associated with a “fork-lift”
system replacement in the future. The new consolidated
system will provide continuing protection and safety
for our first responders, bus drivers, and other staff that
depend on reliable communications; aligns the Public
Safety and Public Service Radio Systems onto one
advanced technology; provides enhanced backup
capability for both Public Safety and Public Service;
improves customer service to County citizens and other
County agencies; and importantly provides future County
cost avoidance. Additionally, the system will be fully
compatible with the new mobile and portable subscriber
radios used by the County's Public Safety users, allowing
direct communication between public safety and public
service users for incident or disaster management.

Project Goals

This project established an enterprise-wide standardized
remote access control methodology and architecture that
provides a solution for employees and external system users,
partners and County customers to authenticate their identity
in order to gain access to systems and relevant data to
conduct work securely. Al user authentication
management is based on policy and centrally managed
allowing for comprehensive audit and reporting services.
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This project supports increased security, simplified
management, secure access from remote locations, and
mobility.

Progress to Date

Through this project, over 4,000+ users can access county
systems as authorized, with over 3,000+ being able to
access simultaneously. Project activity is on-going in order
to support, enhance and expand enterprise wide remote
access, which supports county Telework and Continuity of
Operations (COOP) goals.

Project Budget

Funding of $100,000 in FY 2016 is recommended to
continues support for remote access capabilities.

2G70-052-000

Project Description

This project provides the security tfechnology
infrastructure requirements for secure social media
access from the county’s network in a protected way.
Secure access addresses the growing demand from
county agencies for access and use of social media
capabilities in their interactions with the public.

Project Goals

The goal is to support increased security for County
networks and systems resulting from the growing
demand to use social media in business operations
and to enhance customer service.

Progress to Date

Implementafion of next generation firewall and
upgrades to the software to facilitate protected social
media access began in FY 2014 was completed in FY
2015. County social media sites including Facebook,

Return on Investment

This project provides a cost effective approach to
enhance the county’s infrastructure in order to provide
flexibility for a variety of remote access devices that
may be used by county staff. The capability encourages
more employees to fake advantage of telecommuting
in line with regional goals supported by the Board of
Supervisors and also provides county staff necessary
remote access capabilities in case of emergency
events such as snow storms, hurricanes or possible
pandemic outbreaks.

IT Security - Social Media Project

Twitter and YouTube are now accessible from the
county network. The county’s Information Technology
Security Policy was updated to reflect this new access.
This project will be retired in FY 2016.

Project Budget
Addifional FY 2016 funding is not required

Return on Investment

Information Technology Security supports secure
access to new web-based social media functionalities
required by county agencies in their business
operations and fo enhance customer service. This
project implements protected web security gateway
infrastructure to expand web and social media access
and to fulfil o mandate from the County Executive
and the e-Gov. Steering Committee to meet the
security requirements.

IT-000005 Government Risk and Compliance (GRC) Auditing Project

Project Description

The Governance, Risk and Compliance (GRC) Auditing
Project provides for implementation of the SAP GRC
system security user access monitoring and policy
compliance solution. GRC will automate security
monitoring and provide real time visibility of system access
confrols for the county’s new FOCUS system via a
dashboard. GRC will be used by the county’s

Department of Finance, FOCUS Group, Internal Auditor,
DIT IT Security Office, and in supporting the annual
financial audit controls review process.

Project Goals

The goal of this project is to automate security monitoring
and provide real time visibility of system access controls
for the county’'s new FOCUS system via a dashboard.
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The GRC auditing system is an enferprise solufion
supporfing required policy activities of Internal Audit, the
Department of Finance, the Information Security Office
and senior management. The county's financial auditors
have recommended this tool in connection with the
preparation of the county's annual Comprehensive
Annual Financial Report (CAFR).

Progress to Date

Multiple GRC modules are required to fully automate
security monitoring and real time visibility of system access
controls for the county's new FOCUS system via a
dashboard. To date GRC Access Risk Analysis (ARA) has
been installed in pre-production and production
environments, which allows for generatfing Separation of
Duty (SOD) reports on SAP standard and customized
fransactions/authorization objects. This feafture enables
the analysis of a new role development and/or any role
changes to be reviewed and mitigated before moving
beyond the development systems. The SOD reports are
reviewed by business owners and remediation/mitigation

NEW Identity Management System Project

Project Description

This project supports implementation of a single
centfralized  consolidated  identify  management
solution across enterprise county IT systems, that will
replace and merge the existing SAP and enterprise
Identity Management (IDM) systems with a single
solution that provides a more robust, agile, and flexible
tool to integrate across all county IT systems.

Project Goals

In order to meet security, management, and
complionce demands, the new system will allow
central authentication and bringing all user accounts
into a single common directory for the County’s IT
enterprise. The planned solution will integrate with
Governance Risk and Controls (GRC) security reporting
product to allow for stronger security and monitoring
of user accounts, and access confrol for the county’s
information systems. The new system will result in
reduced manual account management and
processing, increase automation, reduce fime on
-boarding and off-boarding county users / employees

implemented as required. Currently, 96.5% of the SOD's
identified have been mitigated and/or remediated.
Additional GRC modules are planned for FY 2015 - 2016.

Project Budget
No new funding is required in FY 2016.

Return on Investment

The GRC auditing solution will help the county reduce the
cost and effort needed fo proactively prevent risk events
and compliance violations. GRC software provides the
county real-time insight info its risk position, and embeds risk
and compliance programs into the county's strategy,
planning, and operational execution. The potential benefits
include reduced unauthorized access risk with centralized
monitoring and management, improved visibility across risk
initiatives, reduced impact and duration of risk events,
decreased cost and effort of compliance, risk, and audit
programs covering SAP financial, procurement, freasury,
human resources and payroll systems.

and integrate with all SAP and Non-SAP systems for
unified and cenfralized authentication across the
county’s IT enterprise.

Project Budget
Funding of $800,000 is recommended for FY 2016.

Return on Investment

Replacing the existing Identity Management solution
with a consolidated system will reduce staff fime
spent on manual processing of user accounfts, thereby
reducing Total Cost of Ownership for IT; by enabling
staff to define access policies; and also lock down
sensitive data such as files, folders and shared folders.
The new IDM system will enhance IT security and
restrict access tfo the county's sensitive information,
ensuring that unstructured data is only accessible to
approved users. Additionally county staff can better
evaluate usage patterns, read and write access fo
help staff determine and assign the appropriate owner
of data for all future access requests.
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3.5 Human Services

2G70-008-000
Services (DFS)

Project Description

This is a multi-year, multi-phased project that supports
the transition within the Department of Family Services
(DFS) from manual to automated processes for filing,
storage and access to records using document
management platform technology. Phases focus on
specific divisions of the agency with the goal of
providing an agency-wide document management
solution built on the County standard platform. Phase
| implementation for the Self Sufficiency Division was
completed by the end of fiscal year 2010. Phase |l
implementation for the Children Youth and Families
division was completed by the end of fiscal year 2013.

Project Goals

This project provides a reliable and secure system to
catalog, archive and retrieve sensitive Family
Services documents for case management and to
improve response times for client inquiries of case
records. In addition, the project allows for the
management, retention and destruction of DFS
records in accordance with State and Federal
mandates, and avoids non-compliance issues
associated with the degradation, damage, or loss of
paper files.

Progress to Date

This is a mulfi-phased project, where phases will be delivered
in modular components aligned with the readiness of the
necessary infrastructure. By implementing smaller phases,
disruption to business operations is minimized. In FY 2005 and
FY 2006, Infrastructure components were developed fo
support the delivery of the initial component for Family Self
Sufficiency (FSS). Functional requirements and a prototype
design were completed in FY 2007. In FY 2007, requirements
definition began for the integration of the Commonwealth’s
SPIDER system and for the replacement of a data feed to a
key financial system. In FY 2008 system design and initial
development/configuration tasks were completed. Since
Phase | implementation in FY 2010, the Family Self Sufficiency
document management system stores over 70,000 client
case files containing over 26 million documents.

In FY 2010, Phase Il requirements definition began for
the Children, Youth, and Families (CYF) division.
In FY 2013 system design and development as well as

Document Management and Imaging Project - Department of Family

testing efforts were completed and a phased training
and system implementation commenced. Training and
implementation was completed at the end of FY 2013
to over 300 Children, Youth, & Families Division staff.
Since implementation began in fall 2012, over 2,000
electronic family and child cases have been created
containing over 30,000 documents. Phase Il was
completed by the end of FY 2013.

While Phase Il for the Children Youth and Families (CYF)
Division focused on implementing base document
management functionality required for system use,
Phase Il will focus on building upon the solid
foundation implemented in Phase Il. It is a natural
course after system implementation and usage that
end users begin to identify ways in which the product
can be improved. The CYF division will enhance the
system to improve end user experience. Phase Il will
also focus on incorporating automated workflows as
well as include usage needs of other internal CYF
partners within DFS such as Title IV-E eligibility and the
Comprehensive Services Act (CSA). This will provide for
streamlined processes and gaining greater efficiencies
which ultimately improve performance quality and
service delivery.

Project Budget
Additional funding is not included as part of the FY 2016.

Return on Investment

This project provides a reliable and secure system to
catalog, archive and retrieve sensitive Family Services
documents for case management, improved response
time for client inquiries of case records, and enhanced
management, retention and destruction of DFS records
in accordance with State and Federal mandates. The
project also  prevents non-compliance  issues
associated with the degradation, damage, or loss of
paper files, more effective and efficient use of staff
time, and reduced error rates. Additional benefits
include improved case and document security;
streamlined field work; enhanced opportunities for
telework; and reduced space requirements and risks
associated with maintaining and routing paper copies
of documents.
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2G70-009-000
(OFC)

Project Description

This multi-phased document management project continues
the structured enterprise approach of imaging and workflow
capabilities in the Department of Family Services' Office for
Children’'s (OFC). In Phase |, the project fransitioned
Community Education and Provider Services, the Child Care
Assistance and Referral program, and School Age Child Care
program (SACC Registration) fo document imaging
technology. Head Start maintains files for over 350 children
and families in multiple locations. With this technology, field
staff and federal auditors will have the ability to review files
electronically without traveling fo multiple locations.

The School-Age Child Care Program provides direct services
fo over 13,000 children in 138 centers throughout the county.
Files are maintained on all staff, children and centers. The
fransition o an electronic system will ensure that county
residents receive the most efficient, highest quality service
and that all legal mandates are satisfied regarding record
archival and county residents and client privacy.

Project Goals

This project provides for a structured enterprise
approach to the development of imaging and
workflow capabilities in  agencies that have
identified an opportunity to provide increased
security and integrity of their records; reduce the
labor intensive record refrieval and re-filing process;
expedite workflow processes through an electronic
workflow management system; provide simultaneous
and instant access fo records; and reduce costs
associated with space and shelving for storage of
paper requirements.

2G70-027-000

Project Description

SYNAPS was developed for the Fairfax-Falls Church
Community Services Board (CSB) to improve client tracking,
client/third-party  biling, enhance client demographic
information, staff productivity data, and provide for
compliance with the Health Insurance Portability and
Accountability Act (HIPAA) of 1996. The replacement of
SYNAPS was recommended by the Beeman Commission
which was established in 2008 to advise the Board of
Supervisors on the future direction and design of the
mental health services delivery system. On March 1, 2012,

Document Management and Imaging Project - Office for Children

Progress to Date

Community Education and Providers Services, Child
Care Assistance and Referral program and SACC
Registration are currently in production. Phase Il of
the project will work on integrating the Head Start,
School Age Child Care program and the Director’s
office with OFC's Electronic Records Management
System. Work on Phase Il of the project is pending
replacement of the enterprise document management
platform.

Project Budget
Additional funding is not required FY 2016.

Return on investment

This project supports reduction in the use of paper
and provides for more efficient and less costly
storage of files for the agency and the County
Archives. Imaging and workflow projects increase
the security of records, protect sensitive information
from unauthorized access; reduce staff fime required
for retrieval and re filing of documents; reduce
processing time as workflow efforts streamline the
reviews required; provide a viable, accurate
documents management system for old and one-of-
a-kind documents; promote telework; reduce error
rates by reducing manual data entry; and decrease
the space requirements for maintaining paper
copies of documents.

Community Services Board (CSB) Initiatives Project

SYNAPS was replaced with implementation of the new
Electronic Health Record (EHR) system that is hosted by the
software provider on their solution environment.

This project supports on-going efforts as determined by the
CSB.

This also supports the CSB - HIPAA Database Consolidation
project and provides support for the design and
development of a secure, scalable and easy fo use
Community Services Board (CSB) HIPAA data repository to
store current and future HIPAA related information.

DEPARTMENT OF INFORMATION TECHNOLOGY
Quality and Innovative Information Technology Solutions

G

7 wiRgINIA



38  SECTION 3

Project Goals

The CSB- HIPAA Database Consolidation project will
ensure CSB’s compliance with federally mandated
HIPAA regulations designed to profect the privacy and
confidentiality of individually identfifiable health
informatfion. The design will include appropriate role
based security and scalability fo enable mulfiple
departments to store HIPAA - related informatfion on a
consolidated and secure platform.

As CSB requirements evolve through a variety of
statutory and e-PHI requirements, other enhancements
will be planned.

Progress to Date

SYNAPS was replaced with Credible in 2012.
Requirements and design for the CSB HIPAA Database

2G70-037-000

Project Description

The Child Care Management System for the Office
for Children (OFC) in the Department of Family
Services (DFS) detftermines client eligibility, fracks
child enrollments, and processes approximately $1.5
million per month in provider payments for the Child
Care Assistance Program and Referral Program. This
application processes over 2,500 home child care
facility permits for Community Education and
Provider Services and connects families with child
care providers participating in the Child Care
Resource and Referral System. The application
tfracks current market rates for child care providers
and interfaces with the county's financial
management system.

The current OFCIS software was acquired in 1999 and
has been upgraded several fimes to remain
operatfional. Assessments of this aging system revealed
that it is past its projected useful life cycle and no longer
fully met the agency's needs, reporting and
complionce requirements or modern technology
standards.

Project Goals

Provide a new child care system that provides a
seamless integration of services with the Virginia
Department of Social Services' (VDSS) automated
child care system and with the Virginia Child Care
Resource and Referral Network (VACCRRN) and:

Consolidation and other core business requirements is
under review with stakeholders.

Project Budget
Additional funding is not required in FY 2016.

Return on Investment

The CSB HIPAA Data Consolidation data repository will
provide a more secure and scalable solution to enable
multiple departments to store HIPPA - related
information on a consolidated and secure platform.
The new repository will provide enhanced search
capabilities that will improve the efficiency and speed
with  which sensitive HIPAA information may be
retrieved and reported.

Child Care Technology Project - Office for Children (OFC)

> Align reporting strategy with county and state
data.

» Reduce redundant data entry.
> Improve operational effectiveness and productivity.

» Enhance web self-service for the child care

community.

» Bring OFC technology in compliance with county
standards and requirements.

Progress to Date

An RFP was developed to include a comprehensive
set of requirements that satisfied state and local
need for a new solution that can also achieve client
access and interoperability. The RFP process resulted
in an award to a local firm. Following project kickoff
and requirements documentation, project work will
continue through FY 2015- 2016.

Project Budget

The project is supported by FY 2011 Third Quarter
transfer of $2 million and FY 2012 third quarter transfer
of $2.5 million from Office for Children operating funds

that will augment remaining project balances for
complete implementation of the Child Care
Management System. FY 2016 funding was not
requested.

.
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Return on Investment

Modernization of the child care system will ensure a stable
application to support the business functions of the Office
for Children. Efficiencies will be gained in seamless
infegration of processes for VDSS and VACCRRN, allowing

for faster processing of applications and child care
permits. Moving to a modern platform that incorporates
web technology will create an environment where data
and information is more assessable from remote locations.

2G70-055-000

Project Description

This project will provide an integral approach for
recruiting, scheduling, and managing volunteers on a
daily basis as well as produce reports by operational
unit.  Aggregate reports across county agencies will
also enable more accurate tracking and reporting of
volunteer contributions to the citizens of Fairfax County.
This system will also support integration with legacy
volunteer software products used by county agencies
and partners (some of which may be converted later).

Project Goals

The primary goal for this project is to better manage over
100 programs spread across multiple facilities within Fairfax
County and facilitates enterprise growth of volunteer
programs with a single software solution that improves

Volunteer Management System Project

recruitment, management, placement, and scheduling.
Another goal is to better track the contributions of volunteer
activities and provide a shared point of entry for citizens
interested in volunteering with Fairfax County.  Project
objectives include developing common policies and data
elements for the county's volunteer programs and
streamlining the process of matching volunteer abilities,
interests and availability with county agency needs.

Progress to Date

Milestones

» Confract kickoff and project
completed spring 2012

preparation -

» Gap analysis, detailed project planning and design -
completed summer 2012
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» Implementation of the Health Department MRC
volunteer program to include the Emergency
System for Advance Registration of Volunteer Health
Professionals (ESAR-VHP) program - completed
winter 2013

> First Phase of the Electoral Board volunteer program
to recruit new volunteers for the June 2013 Election —
completed spring 2013

» Implementation of the full Enterprise module as
well as the following agencies: CERT, Health
Department, Library, Non-Election Day Volunteers
(Part of Elections), VITA, and Office for Women
and Domestic and Sexual Violence Services -
completed Fall 2014.

> Implementation of additional county agencies and
external organizations — continues through 2016.

Project Budget
FY 2016 funding was notf requested.

3G70-077-000

Project Description

The Human Services Data Repository Project will use
existing county fools and infrastructure to implement a
data repository that enables Human Services staff and
others such as Public Safety personnel to determine if
one or more clients are being served anywhere in the
Human Services system. Following successful
implementation of a pilot, future phases include
adding more Human Services applications to the
repository and expanding the data fields collected to
create a portal for Human Services staff that will
provide an unduplicated count of clients in the Human
Services system.

Project Goals

The goal is to better equip the county to provide
services fo clients from any point of encounter,
whether from within the Human Services system or from
within the Public Safety system. Improved access to
client data can potfentially make a significant
difference in a life-threatening situation.

Progress to Date

The Human Services IT Governance Board (HSITGB)
will establish strategic direction, policy and priorities
for technology initiatives and investments across the

Return on Investment

With over 1 million county citizens and with growing
county budget constraints, volunteers are an
important component in the sustainability of county
programs and services. In 2008, over 12,000 volunteers
provided approximately 500,000 hours of volunteer
service. At an average rate of $20/hour, this effort
resulted in an approximate value of $10M in services
provided and cost avoidance by the county.
An Enterprise Volunteer Management System will help
to expand the culture of engagement by providing
cenftralized volunteering opportunities and facilitating
the tracking and reporting of volunteer activifies.
This will result in additional services provided to citizens
and increased cost avoidance by the county as the
program expands enterprise-wide. Addifionally,
capturing data about volunteer employers allows
agencies to apply for corporate grants that are
increasingly influenced by employee volunteer
contributions.

Human Services Data Repository Project

Human Service agencies. This group is conducting
research and providing guidance related fo the data
repository project. The project plans to confinue with
documenting requirements, identifying a preliminary
set of demographic data elements, a subset of which
will be used in the pilot, and developing scalable
technical models to work across multiple Human
Services departments.

Project Budget

In FY 2015 this project was funded via a reallocation of
$400,000 from the DFS Data Reporting project (2G70-
051-000). Additional FY 2016 funding is not required.

Return on Investment

This project provides the Human Services agencies
with enhanced program planning, more efficient
delivery of services and increased service
coordination through the ability to perform frend
and demographic analysis of shared data across the
Human Services system. Additional non-quantifiable
benefits are realized through avoidance of service
inferruption to clients who may be most at risk of
harm, potentially providing life-saving services by
providing critical data about clients being served
anywhere in the Human Services system. Benefifs

.
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also include a reduction in staff fime required to
search through mulfiple information systems fo
determine if a client is in the Human Services system,
as well as staff hours saved entering and re-entering

client demographic data that has already been
recorded in another Human Services information
system.

IT-000008 Child Welfare Integration Project

Project Description

The Child Welfare Integration System project will
provide a single source for case management and
alleviate the time social workers spend updating
multiple disparate state and local data systems as they
work to serve children and families. Considerable time
is lost to direct client services as social workers comply
with manual processes and update redundant data
in silo systems to fulfill both state and local program
reporting. The lack of integration between the various
systems results in the inability to demonstrate client
specific and program-wide progress and does not
support data driven decision making. Child welfare
clients often exist in complex and unpredictable
situations. As such, social workers need a view of
all factors influencing children and families which
allows them to assess the challenges and to develop
comprehensive plans aimed at successful and
sustainable outcomes.

Project Goals

The goal of this project is the development of a
single solution for child welfare case management
which provides a holistic view of case information,
incorporates rules and assessment tools, business
workflows, and provides for operational and
compliance reports supporting effective service
delivery.

IT-000009 Participant Registration System

Project Description

This project will provide the Department of
Neighborhood and Community Services (NCS) a
consolidated electronic system fo register and frack
participants at community, neighborhood, senior
and teen centers. Currently, participants who visit
multiple centers complete a separate paper
registration form for each center. Additionally, the
NCS centers use different methods to track and
count participants, to include manual counting of
paper sign-in sheets and small ad-hoc databases.

Progress to Date

Requirements Analysis contiues through FY 2016 with
subsequent phases and implementation planned for
FY 2017.

Project Budget

No new funding is required in FY 2016. This project
received $500,000 during the FY 2014 Carryover
process.

Return of Investment (ROI)

The Child Welfare Integration System project will
eliminate the duplication and redundancy involved with
updating multiple stand-alone systems by providing a
single secure portal for data recording activities, thus
allowing social workers to do their job more effectively.
The time savings gained can be applied toward
guiding clients towards successful and sustainable
outcomes. Savings are also anticipated with relation
tfo measuring and understanding the impact of
program efforfs on participants through improved
reporting capabilities to track efforts, outcomes, and
participant progress. This system consolidation effort is
expected to reduce the amount of IT support required
to maintain the multitude of systems currently in place.

Project

As part of the new system, participants will be issued
identification cards with identification codes that
they will scan upon entrance at any NCS Center.
Participant data will be updated annually or as their
information changes. The new system will enable
staff to verify program/center eligibility and track
participant attendance at both the center and the
individual activities offered at the center, and
provide for better and more accurate data reporting
and enhanced protection of confidential participant
data.
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Project Goals

The primary goal of this project is fo support
implementation of one centralized, web based,
participant registration and fracking system fo be
used at all NCS centers.

Progress to Date

» Phase | includes refining functional requirements, RFP
development, solicitation, evaluation, vendor/solution
selection - FY 2016.

> Phase Il will include configuration,
implementation - FY 2017 - 2018.

testing and

Project Budget
FY 2016 funding is not required.

NEW County-wide Telepsychiatry Project

Project Description

The Telepsychiatry Expansion project supports the Fairfax-
Falls Church Community Services Board (CSB) initiative to
expand the delivery of specialty and general psychiatry
services to Fairfax County areas that do not currently have
reasonable access to services. To meet the needs of these
residents, CSB’s Telepsychiatry project will expand the use
of mobile televideo units to eliminate the rigidity of where
clients are seen and increase efficiency by using other non-
local psychiatrists.

Project Goals

Enhancement of existing CSB Telepsychiatry services, a
component of telemedicine services using interactive
audio, video, or other electronic media to provide
diagnosis, consultation, or freatment.
This project focuses on establishing the availability of
static and mobile telepresence or teleconferencing
systems for providing psychiatric services to underserved
population of youth and adult clients and to make
services available to addifional sites and more clients.

Return on Investment

The primary focus of this new initiative is improved customer
service, significantly enhanced efficiency and accuracy of
data reporting, and improved data protection and security.
Response from the community indicates fremendous
acceptance of an ID card system for enfrance info NCS
centers.  This project will significantly reduce the cumrent
burdensome paper registration process and will substantially
ease the burden on the participants since each participant
has to register only once to be eligible to use any NCS center.
The system will also interface with existing financial systems in
order to manage program and related fees. NCS will be able
to use the data recorded in the system fo meet state and
local reporting requirements, assist in program development,
and enhance results-based strategic planning within the
agency. It is antficipated that revenue collection processes
will be enhanced through the use of the proposed system.

Project Budget

FY 2016 funding of $300,000 is recommended for this
project.

Return on Investment

In addition to improved delivery of mental health
service to the entire community, telepsychiatry also
results in reduced travel time for clients and CSB
psychiatrists, increase efficiencies in  provision of
access to specialty psychiatric providers such as
child and adolescent and psychiatrists who speak
ofther languages especially Spanish;  provide the
ability to conduct unscheduled/emergent psychiatric
evaluations 24 hours per day; enable delivery
of enhanced psychiatric support for community
partners; increase psychiatric evaluations from
emergency departments in local hospitals, as well as
hospital pre screenings, and pre-discharge psychiatric
appointments.
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3.6 Planning and Development
2G70-040-000

Project Description

This project supports the acquisition of an Integrated
Facilities and Grounds Management System as a
single, integrated facilities information resource for
the Facility Management Department (FMD) and the
Fairfax County Park Authority (FCPA). An updated
system will increase the effectiveness and efficiency
of staff and utilization of capital resources required to
maintain and manage county and park facilities and
properties. The new system will support the goals of
the project through the enhancement of data
collection methods and fools, improved warranty
tfracking, elimination of redundant facilities
information databases, user friendly interfaces for
infernal and customer access, and a strong reporting
system.

Project Goals

The goals of fthis project are to acquire and
implement a Computer Integrated  Facilities
Management (CIFM) System. FMD and FCPA hold
the greatest portion of responsibility for fthe
maintenance of county’s largest and most valuable
physical assets: its properties, facilities and the
subsystems that keep them operational. The
maintenance aspect must be fully integrated with
the management of those assets by encompassing
all the functional components and activities that
support Lease Management, Space Management

and  scheduling, Inventory Control, Grounds
Management, Confracts Managements, Utilities
Management, Physical Security, and Emergency

Preparedness/Disaster Recovery.

Implementing a web based, “one stop shop” for
facilities information, will enable internal improvement
and efficiencies as well as provide more accurate,
completed, and timely information to customer
agencies. By consolidating the redundant facilities
tables and databases maintained by various branches
within FMD as well as by the participating “partner”
agencies, the county will gain the benefit of more
consistent data and improved interagency coordination
of information.

Multiple county agencies currently use functionalities
of the CIFM system to ensure county facilities, parks,
grounds, sidewalks, curbs, frails and parking lots

Facility Maintenance Management System Project

comply with requirements of the American with
Disabilities Act (ADA). The Department of Administration
for Human Services (DAHS) will be added as a system
user in order fo ftrack facilities related work to
manage and maintain 232 residential units, 100+
leased sites as well as the various shelters under their
direct supervision.

Progress to Date
Work completed:

> Portfolio and Demand Maintenance module -
implemented March 2007

» Planned Maintenance and Space Management
modules - completed June 2009

» Real Estate Leases module - completed August 2009
» Capital Project module - completed Spring 2010

> In FY 2015-2016 the project will worrk to upgrade
the software platform and application as well
as provide newer servers to host the application.
Implementation of the wireless application, if
approved, will be the last Plase of this project.

Project Budget
New funding is not required in FY 2016.

Return on Investment

Extensive savings will be realized through the streamlining
of communications and processes throughout FMD and
the Park Authority, the most quantfifiable savings derived
from time saved by field personnel (crafts, frades, and
grounds personnel) and Work Confrol Center staff within
the agencies. The replacement system will provide
wireless technology to greatly improve the speed and
consistency of data collection necessary to better utilize
field staff and the eliminafion of excessive hand
recording of information that is entered into the system
at a later fime and/or by a different individual. Accurate
and timely data collection plays a vital role in improving
fime management for field staff and will ultimately work
tfo extend the life cycle of equipment. Improved data
collection in the field, along with a web based customer
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IT-000010 Electronic Plan Submission and Review Project - Land Development

Services (LDS)

Project Description

The Land Use Information Advisory Council appointed
by the Board of Supervisors (BOS) issued several
guiding principles that included more robust use of
technology facilitate the electronic submission and
review of land use applications. The Land Development
Services division of the Department of Public Works
and Environmental Services (DPWES) plans
implementation of an electronic plan submission and
review to enable architects, engineers and
construction professionals to submit changes online by
marking up or editing drawings 24 hours a day, 7 days
a week, anywhere in the world. The electronic process
enables constant communication where clients are
able to collaborate with one another for real time
edifing. Users are also able to track their progress and
organize their plans in an inexpensive manner. The
ease of use of electronic plan review makes the
fransition from paper base fto digital plan review
extremely valuable.

Project Goals

This project will build upon a pilot conducted in FY 2014 to
infroduce the capability to receive and review building
and site plans electronically. It will yield numerous benefits,
including enhanced customer service, reduced carbon
footprint, cost savings, cost avoidance, and safisfaction of
Board-appointed committee recommendations.

Progress to Date

This multiphase project builds directly on the prior
investment made for an e-Plan pilot project in CY2014.
Following successful completion of the pilot, this
initiative will continue with adding various plan types,
other customers and reviewers until fuly deployed.

Additional phases will be evaluated and added as
the project progresses from FY 2016 to FY 2020 unfil it
is fully deployed.

Project Budget
FY 2016 funding is not requested for this project.

Return on Investment

In addition to streamlined review and plan submission
processes, this project provides significant environmental
benefits and financial savings stemming from reduced
paper costs and reduced fuel consumption. Once
implemented, this project will eliminate/significantly
reduce the need to print large paper plans (each over
50 lbs) and deliver them numerous times for county
review. Customer savings and improved customer
service combined with a streamlined and more
collaborative plan review process advance the county’s
goal of supporting and enabling further development
and redevelopment throughout the county.

Additionally much of the current cost of physical
storage (DPWES spends in excess of $59,000 annually
to digitize site plans for historical retention) will be
eliminated when the electronic plan submission and
review project is fully implemented. Other benefits
include simplification of the plan submission and
review process, staff efficiency, improved record
keeping, streamlined review processes, improved
accuracy of data transmitted due to a reduction in
the number of times plan data needs to be copied
and recopied, industry “goodwill” gained by satisfying
a long-standing industry demand, and reduction of
costs to retrieve historical plan records with a
significant reduction of risk that the documents being
sought have been inadvertently lost or destroyed.

IT-000011 ePlans Project - Department of Planning and Zoning (DPZ)

Project Description

The Land Use Information Advisory Council appointed
by the Board of Supervisors (BOS) issued several
guiding principles that included more robust use of
technology to facilitate the electronic submission and
review of land use applications. Since that time, the
Department of Planning and Zoning (DPZ) has made
the initial investment to develop and implement a pilot
ePlan system for the zoning application process.

This project supports the complete review process from
distribution of the case material to the various County
agency reviewers through action by the BOS to
include archiving the final case materials, thereby
developing a fully automated review process.

Project Goals

This project’s goal is complete automation of the review
process for rezoning applications. The ePlan system
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application has the ability to be customized for use with
all zoning application types reviewed by the Zoning
Evaluation Division, including Special Exceptions,
Special Permits, and Proffer Interpretations and pre-
applications submissions. Further, it is anticipated that
the ePlan system can be customized for use by other
Divisions within DPZ.

Progress to Date

This multiphase project builds directly on the prior
investment in DZP for an e-Plan pilot project (in
CY2014). Following successful complefion of fthe
pilot, fthis inifiative will confinue with adding various
plan types, other customers and reviewers unfil fully
deployed.

Addifional phases will be evaluated and added as the
project progresses from FY 2016 to FY 2020 unfil it is fully
deployed.

Project Budget
No new funding is required in FY 2016.

IT-000012 ParkNet Replacement Project

Project Description

This project supports the Park Authority’s initiative to
replace the legacy ParkNet system with a
commercial, off-the-shelf (COTS) application to meet
the Park Avuthority and county requirements.
ParkNet, the Fairfax County Park Authority's key
management and information business application
was implemented in the early 1990's and facilitates
all point-of-sale activities, internet class registrations,
program and camp registrations, pass holder and
class attendee check-in, and maintains critical user
information. ParkNet is now technologically
outdated and without adequate support from the
vendor.

The Park Authority operates nine recreation centers
(RECenters) with indoor swimming pools and a
variety of fitness/classroom/gymnasium spaces; three
lake front parks; 68 picnic facilities, several historic
sites that can be reserved; two campgrounds; five
nature centers, and several other unique facilities
that apply user fees and charges such as general
admissions, passes, retail sales, equipment and
facility rentals, classes and events. In addition to
these sites, recreation programs are also held at

Return on Investment

The incorporation of the ePlan system for application
submission and review will enable staff to process
applications in a more efficient manner by significantly
reducing the administrative aspects of manually
entering application information into existing databases
and tracking, copying and distributing the wide variety
and growing volume of case materials. Staff resources
will have the ability to place more emphasis on the
technical review of proposals and assist in addressing
efficiency issues related to the increased complexity of
rezoning applications. The automation of the land use
process, analysis, collaboration, distribution and parallel
processing of agency comments and markups may
yield a considerable reduction in applicant costs and
improved staff efficiency. A number of other
jurisdictions surrounding Fairfax have implemented
aspects of the ePlan system, including Montgomery
County and the District of Columbia. Full
implementation of this effort will place the county in a
position of greater economic development appeal.

non-FCPA locations throughout the county including
public schools and private vendor sites.

Project Goals

The project will replace ParkNet, the key management
and information system for the Parks. The system no
longer meets the present business requirements of the
Park Authority, is technologically out-of-date, and out of
compliance with current County [T standards (it was
implemented before most County standards for
applications of its size were established).

Progress to Date

An agency task force documented and compiled
requirements for the system. The Park Authority then
partnered with Neighborhood and Community Services
(NCS) to develop an Request for Proposal (RFP) for the
Recreation Management System that addresses the
requirements of both agencies. The RFP was issued,
responses were received and evaluated with final vendor
selection planned for the latter part of FY 2015.

Project Budget

FY 2016 funded was not requested for this project.
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Return on Investment

The ParkNet application has become an essential
component of providing the County’s cifizens with the

parks and recreation services they expect.
With  expanded system capability there are
opportunities for improved customer satisfaction
resulting in enhanced revenue through new

application features the agency intends to

implement, such as Electronic Fund Transfer payments
for pass sales and online facility reservations.
Investments in automating Park applications have
resulted in increased revenue collections. Revenue
collected and recognized through ParkNet fotaled
$44.4M in FY 2013; an increase of more than 188%
since ParkNet was implemented in 1995.

NEW Fairfax Inspections Database On-line (FIDO) - Land Development Service (LDS)

System Replacement Project

Project Description

This project will replace the county's aging and
anfiquated land use systems currently used by multiple
land use agencies with a reliable consolidated
platform using current technologies

Project Goals

The goal of this multi-phase project is to begin the
replacement and consolidation of multiple outdated
land use systems that support the county’s zoning and
development plan review, building permit/license

issuance, code enforcement, inspection, and
cashiering activities. Land Use systems targeted for
replacement include the 17 vyear old Land

Development System’s (LDS) Plans and Waiver
System(PAWS), and Zoning Application System (ZAPS),
the 12 year old Fairfax Inspections Database On-line
system (FIDO), and several shadow systems that
provide e-services, and mobile wireless support for
citizens and inspectors, respectively. The legacy
systems lack the native agility of modern technologies
that provide a flexible enterprise platform for evolving
business architecture requirements. The legacy land
use systems rely on outdated technologies no longer
supported, have security profiles that lack optimal
security capacities, and use legacy hardware
platforms with corresponding compatibility issues with
emerging desktop, tablet and mobile-wireless
technologies.

Project Budget

FY 2016 Funding of $1,000,000 is recommended for this
project.

Return on Investment

The project a single enterprise information sharing platform
supporting Plans, Permits & Inspections (Currently site plans
and inspections are in the PAWS and SI2K systems, building
plans and building inspection information are in the FIDO,
and SYCLO systems) that will elevate the current risk and
unknown cost associated with system failure and recovery.
For example, should the FIDO system experience a
catastrophic (and unsupported) database failure that may
lead to COOP scenarios in several land use agencies.
Plan, permit, license, inspections & fee collection activities
may be affected, and the County's ability to sustain
optimal land use operations may be compromised.
Additionally the LDS system is 17 years old, an extended
reliance on obsolete technical architecture may affect the
County's ability to respond quickly to new state and local
ordinance requirements. The FIDO & LDS systems are
currently  facing challenges in  meeting integration
requirements with the new e-Plans systems (DPZ, DPWES).
Trade-offs between system integrity and new business
requirements may be required as both systems continue to
age. Extended dependencies on obsolete technologies
may also involve additional costs should they become
incompatible with emerging desktop (Windows 10) and
web (mobile wireless) technologies.
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MANAGEMENT CONTROLS AND PROCESSES

4.1 Information Management Framework

Background

n FY 1994 the Fairfax County Board of Supervisors

created a citizen Information Technology Advisory

Group (ITAG) to study the use and management of

Information  Technology (IT) by the county
government. The ITAG was composed of eight private
sector executives from Fairfax County based companies.
Two committees supported the ITAG, one made up of
staff from their own corporate organizations and the
other comprised of county staff. The work of the ITAG
resulted in the creation of the Department of
Information Technology (DIT).

Several independent county organizations already in-
volved with application programming, systems infrastruc-
ture, data center operations, telecommunications, map-
ping and technical training were merged to the new IT
Department. Centralized resources for system security,
architecture and standards, e-government, technology
planning and administration were added resulting in a full
function cenftralized county government IT organization.
ITAG also recognized that larger county departments
would still need to retain some IT staff in addition to utiliz-
ing cenfral DIT resources, and that agency business spe-
cific projects such as technology based industrial systems
or small scale point solutions would be better handled by
the agency rather than the central IT agency. DIT assists
these agencies with consultation, mentoring, technical
project support, infrastructure provisioning, security, licens-
ing, and policy and standards compliance. All depart-
ments must adhere to county IT standards, planning and
budgeting and continue to follow the direction set by the
county to ensure consistency, cost efficiencies and
aggregate fechnology investment value.

ITAG made further recommendations for IT governance
and funding, including:

> The county create a Chief Information Officer (CIO)
position to oversee DIT and technology countywide.

» The CIO should report directly fo the County Executive
as a Deputy County Executive level position.

> IT be treated as an investment and given consistent
funding annually.

» The CIO be responsible for IT planning countywide
and the expenditure of major IT project funds.

» The county create a funding mechanism to ensure
IT employees are trained properly and their skills are
kept up to date.

» An annual IT plan is written to detail IT direction,
projects and project portfolio budgets.

At the time of ITAG recommendation for establishment of
a technology modernization fund, it also recommended
that the county provide funding of approximately $20
million per year for investment in technology in order to
sustain  the Board of Supervisor's goal for service
efficiencies and effectiveness at optimal cost. This fund
provides money for new technology solutions and services
required successful project delivery. The modernization
fund represents the county’'s enterprise wide and key
departmental projects, which are closely fied to business
process improvement and strategic goals.

Based on the initial ITAG recommendations, the following
have been implemented in on-going development and
improvements in the county’s IT organization, governance,
and support structure:

v' Centralization of the major IT functions for the
county (FY 1995)

v Creation of a CIO function (FY 1995)

v Standardization of technology investments across the
county (FY 1995)

v" Annual technology project review incorporated in the
countywide budget process (FY 1995)

v Creation of a technology modernization fund (FY 1996)
v’ Established funding for technology training (FY 1996)

v' Project steering committees, formal project reporting
and governance framework established. (FY 1996)

v' Creation of a permanent private sector advisory
group: Information Technology Policy Advisory
Committee (ITPAC) (FY 1998)
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v Established  Senior  Executive IT  Steering
Committee(FY 1999)
v Launch of an internal project management

certification program (FY 1999)

v' Established enterprise technology architecture
committee (FY 2001)

v' Creation of an IT  Investment Portfolio

Management position in DIT (FY 2002)

v' Established an enterprise technology architecture
function in DIT (FY 2002)

v Development of strategic planning alignment
process (FY 2003)

v’ Reorganization of IT Security leadership and
development of independent IT Security Office in
DIT (FY 2003/2004)

v Merger of information architecture, web services
and document management functions (FY 2004)

v' Establishnment of Architectural Review Board in DIT
(FY 2005)

v' Reorganization to establish resource capability
for regional Homeland Security interoperability
requirements (FY 2005)

v' Creation of a position dedicated to integrated
Public Safety and Emergency Management
strategy (FY 2005)

v' Designated Director of DIT as Chief Technology
Officer (FY 2006)

v Established e-Gov Executive Committee (FY 2007)

v' Established Services-Oriented Architecture Team
(FY 2007)

v Adopted
(FY 2007)

ITIL Framework for Service Support

v' Established Deputy Director to enhance
executive capacity on IT service delivery and
operational efficiency, and manage emergency
support initiatives (FY 2007)

v  Established  Court Technology Office and
Governance (Courtfroom Technology Governance
Board (FY 2007)

v' Established Leadership for National
Region Interoperability Initiative (FY 2007)

Capital

v Established Public Safety IT Governance Board, and
Public Safety IT Architect (2008)

v' Enhanced Change Management and
Configuration Management processes (FY 2008)
v Updated Systems Development Life Cycle

Standards (SDLCS) (FY 2008)

v’ Established FOCUS Project (County and Schools)
Steering Committee (FY 2008)

v' Developed Technology Strategy Map (FY 2009)

v Established '‘One Web Team’; integration of e-Gov
staff with Office of Public Affairs web-content and
communications integration functions in adopting
new WEB capabilities and Social Media

v' Study of IT positions and resources county-wide
(2011)

v Established best  practices SAP  Technical
Competency Center in DIT to support FOCUS (2012)

v Established DIT Mobility Center (2012)

v' Enhanced IT Portfolio Management function to an
Enterprise Program Management Office (2013)

v" Enhanced and Modernized IT DR and COOP (2013)

Executive Governance

The overall governance structure is described in Section
1 of this Plan. A Deputy County Executive (DCE) is
responsible for the overall strategic direction of
technology and information initiatives. The Board of
Supervisors expanded the role of the DCE since the
position was created as CIO in FY 1995. Today, the DCE
is responsible for a broad range of information and
administrative related departments and initiatives; of
these the County Libraries, Department of Cable and
Consumer Services and the Office of Public Affairs
partner with the Department of Information Technology
on public access fechnology capabilities and the
e-government  program; HIPAA Compliance, the
Environmental Coordinating Committee includes Green
IT opportunities and results, and the County-wide COOP
Coordinator, as well of several Infernal Services agencies.

The Director of the Department of Technology is also
the county’s Chief Technology Officer (CTO). The CTO
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develops strategy, policy and processes for fechnology
county-wide. The CTO creates the agenda for IT and
communications fechnologies, and directs the
activities in the Department of Information Technology.

The Senior IT Steering Committee is the county’s
executive fechnology oversight body, providing policy,
asset and resource authorization and guidance for the
County's IT program. This group includes the County
Executive, Deputy County Executives, Director of the
Department of Information Technology/CTO, and Chief
Financial Officer. The committee receives additional
input on a variety of issues from the County's Senior
Management Team made up of all agency heads.
The committee meets routinely to look at specific IT
initiatives, opportunities and issues, sets the county’s IT
strategy based on the Board of Supervisor’ direction,
and approves the annual IT investment plan which is
delivered by the CTO to the ITPAC for its endorsement.
The ITPAC (described in Section 1) is a group of
technology savvy citizen leaders appointed by the
Board of Supervisors to advise the DCE and CTO on
strategy, the industry, and best practices. The annual
ITPAC agendas provide information about both existing
portfolio inifiatives as well as planned inifiative and
opportunities, most of which require IT investment
support in either upcoming or future budget planning
cycles. ITPAC writes an annual letter to the Board of
Supervisors with its recommendations and advice on
technology priorities as part of the annual county
budget process. Members also advise their respective
Board members on IT matters.

The e-Government Steering Committee provides
guidance and direction for new capabilities provided
via the Web and other public access channels.
The DCE is the chair of the committee, which includes
the CTO, E-Government Manger, Directors of the
Department of Cable Services, Libraries, and the Office
of Public Affairs, and is also supported by the County’s
IT  Security Director and the County Attorney.
The committee considers the impact of emerging
frends such as the public's adoption of social
networking and other information mechanisms in
forming the county’s strategy for enablement of and
governance over related e-Government initiatives.

Finally, major projects such as the Public Safety
Information Systems project, Courtroom Technology,
and FOCUS project, and Humans Services Integrated
Services Inifiative have governance committees,
typically chaired by the sponsoring Deputy County

Executive with membership including the stakeholder
business departments and the CTO or DIT management.
These boards/committees oversee, provide guidance
and resolve related policy issues to their agencies
project manager(s) and teams to ensure scope and
delivery.

Project Investment Prioritization and
Execution

The Senior [T Steering Committee established funding
priorities for technology projects. Based on changes in
social and economic paradigms, and stafe mandates
that must be fulfilled, the following priorities are adopted
as guidelines for project funding decisions:

» Mandated Requirements

» Leveraging of Prior Investments

» Enhancing County Security

» Improving Service Quality and Efficiency

» Ensuing a Curent
Infrastructure

and  Supportable  Technology

The process is managed by the IT Project Portfolio
Office in the Department of Information Technology.
For each fiscal planning cycle in alignment with annual
budget guidelines, initial project proposals are submitted
by County departments as part of the annual budget
process. A two-phase approach was implemented to
assist in the preparation and evaluation of technology
project proposals submitted for funding. Proposals must
meet the following requirements:

» Submission of viable projects: minimize project
requests that may be beneficial to county business
conceptually, however lack substantive information
in critical project areas such as staffing plans,
technical architecture, project deliverables and
benefits;

» Proposed project time frames, areas of responsibility
and funding accurately reflect county procurement,
budget and existing [T project commitments, as
well as clearly identify the impact of the project on
agency business and technical staff, and agency
operations;

> Identify pofenfial savings by using exiting county-
owned technologies or by jointly reviewing similar
individual project requests to minimize IT software
and hardware duplication and leverage existing
technology investments;
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» Ensure that proposed project schedules are feasible,
and/or that ongoing projects are within scope and
budget, and are on schedule.

Early in the process, agencies are requested to submit
both a business and technical viability analysis for each
proposed project. The business analysis, reviewed by
staff from the Department of Management and Budget
(DMB) and DIT, includes such factors as business
objectives; return on investment including cost savings,
cost avoidance, enhanced revenue, non-quantifiable
service benefits, staff savings and staffing efficiencies;
indicators to measure success, estimated costs, business
related risks and alternatives to the proposed project.

The technical analysis, reviewed by staff from DIT,
includes such factors as proposed system architecture
and its compatibility with the county’'s technical
architecture standards, impact on existing systems and
infrastructure, data conversion, electronic interface
requirements, and staffing requirements for development
and maintenance of the solution. DMB and DIT make
recommendations for improvement of the proposals.
The final proposals are presented in an oral interview
setting conducted by DIT and DMB senior management,
who make funding recommendations for consideration
by the Senior IT Steering Committee. This process is
guided by the five information technology priorities
established by the Senior IT Steering Committee.
The Senior IT Steering Committee reviews the
recommendation for inclusion in the County Executive's
annual proposed budget. ITPAC provides the County
Executive input and recommendations on technology
issues for consideration as part of the Advertised Budget
input process; the committee also composes an
adyvisory letter to the Board of Supervisors supportive of
the strategy and themes contained in the proposed IT
project funding package under consideration for
inclusion in the county’s Adopted Budget.

Funding in the IT modernization budget represents the
strategic and enterprise-wide initiatives for the county.
If during the project review process a project is
identified that is not strategic, does not have enterprise
wide benefits or benefits a major department mission
but does benefit a small independent function, funding
may be accomplished within in requesting agencies’
departmental budgets. Departmental projects must
follow the established IT standards, methodology and
architecture requirement with DIT providing advisory
consultation, infrastructure, resources, and/or standards
compliance. All technology solutions are required to
be brought before the DIT Architecture Review Board

for solution fechnical review. Formal architecture
standards have been developed that provide further
guidance to the project managers. All projects must
follow the county’s standards and project methodology
as defined by the CTO in the county’s IT standards.

Once projects are approved for funding, a steering
committee is created for each project. This committee
can vary in size and membership, based on the dollar
value and the strategic importance of the project.
A project manager is selected from the department
sponsoring the project and a technical project manager
is assigned from DIT and /or the user agency’s technical
group if one exists. Project managers are required fo
prepare Project and Expenditure plans, hold regular
project meetings and report progress and issues.
Guidance is provided by the IT Portfolio Manager in DIT.

The Business Sponsor’'s Project Manager (PM) is
responsible to manage business requirements, project
scope, and ftransition of the business to the new
technology capabilities. DIT assigns a Technical Project
Manager (TPM) that works with the business sponsor PM
responsible to design and approve the technical
solution, help develop the schedule, coordinate
implementation activities in DIT, and execute the
technical solution. The Technical project manager is
involved in the solution selection process and (normally)
solution provider confract negotiations. The DIT PMO
assists  with IT contracts development review, and
compliance.

DIT may conduct periodic project reviews to frack
progress and support conformance to standards. DIT
has established the Architectural Review Board fo assist
agencies in determining viability of solution and
compatibility with architectural standards and the
county's infrastructure as a part of the competition and
acquisition process. This includes participation on Selection
Advisory and Technical Advisory panels. Major IT projects
with increased risk, higher strategic value, or a material
degree of external visibility may receive direct oversight
in fracking project performance, contfract requirements,
and technical guidance from the Project Management
Office (PMQO) function in DIT. As available, the county
may offer an IT Project management training program
for business practitioner project managers. Knowledge
goals focus on project reporting and administration,
contract negotfiation and management, technical
architecture, business process redesign, task planning
and other topics.
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Summary:

Project investment prioritization and execution is based on
the following elements that work together to create an
enterprise wide process and focus for IT in Fairfax County.
The process is inclusive of all agencies and ensures that
selected IT solutions align with the enterprise strategic
goals:

» Executive management

» Private sector and internal county board of directors
roles

» Executive IT Steering Committee

» County-wide planning and review of technology
investments

» Focus on standards

» Project Steering Committees

» Collaboration between agencies and DIT
> Leverage investments

» Portfolio management

> Architectural Review Board

4.2 Strategic Planning Process

Periodically, DIT assembles a Strategic Planning feam of staff
across the IT organizational specialties fo gather input on
value, need, and expectations related to the future
provision of information technology solutions and services,
and alignment with county-wide business strategy.

This effort complements development of the IT budget,
organization evolution to take advantage of technology
and societal changes in technology capabilities, the IT Plan

and operations of the Department of Information
Technology.
The focus of the planning process is fo ensure a

comprehensive approach to IT across the enterprise, taking
into consideration a number of important influences (both
internal and external) of relevance to the organization.
Influential factors include changing requirements and
channels for 'G2G’, ‘G2B' and '‘G2P’ interaction, the need
for business integration and interoperability for cross-cutting
county initiafives, fast adopfion of e-government
opportunities, industry and economic trends, fransparency
and similar imperatives, Social Media and industry trends.

SECTION 4 ¢ 5

» Skilled project management

» Performance management
In any organization, a wide range of business
processes and practices support all information

technology projects directly or indirectly. They are
integral to both the development and the delivery of
flexible, cost-effective and reliable solutions.  The
following sections provide a brief description of four of
these processes, which have been crucial fto the
successful implementation of information fechnology
solutions in the county's service environment. These
processes are:

» Strategic Planning Process

> Information Technology Architectural Planning and
Execution

» System Development Life Cycle Standards (SDLCS)

> Information
Program

Technology Project Management

Each process is briefly discussed in terms of its origins, its
larger operafional context, the primary functions
performed, principal business benefits achieved and
future directions.

The strategic thinking and planning process provides a
framework to make decisions around alignment of IT
resources to meet the needs of county government. The
Strategic Plan provides the county forethought for long term
technology commitments and allocation of limited
resources fo achieve business objectives. This process is
necessary to keep and update technology, analyze
appropriateness of technology refresh cycles, and the
effectiveness and sustainability of technology investments.

Our strategy is based on certain redlities: keeping up with
the pace of change in technology and using technology
effectively to meet government business requirements and
public expectations are stil the most critical challenges
facing information technology providers. Advances in
technology enable the workforce to provide befter and
faster service at a reduced cost, but changes in technology
are expensive and complex. New fechnology must be
adopted carefully and integrated wisely info the existing
technology infrastructure of an organization in order fo
maximize the benefits in a cost-effective manner. To give
focus and direction to staff within the technology
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- What is the vision?
- Where do we want to be?
- How we assess performance?

Planning to Implement Service Management

Service Management / Service Desk

- Where do we want to be?
- How do we get there?
- How do we improve?

- Incident Management

s Business
| - Problem Management

Perspective

- Change Management
- Release Management

Business Services

- Relationship Management
- Supplier Management

- Planning & Development
- Communications &

¢ Training

Service
Delivery

- Configuration Management

- Service Level Management
- Capacity Management

- Availability Management

- Continuity Management

- Financial Management

Infrastructure
Management

Service
Support

Hosting Services

- Network Infrastructure
- System &
Storage Administration
- Server Platforms
- Application Administration

- Design & Development
- User & Content Admin
- User Security & Setup

Application Management Services

- Multimedia Updates
- Website Repairs
- Other Services as Needed

- Project Management
- Performance Updates

ITIL and IT Service Management Framework

department and to better plan for the future, a vision
statement was adopted by DIT that aligns with the county’s
vision statement:

“We are a skilled, forward thinking and responsive
organization that builds partnerships in the delivery of a
strong and innovatfive technology environment. We
pursue and embrace opportunity to creatively enable
and sfrengthen service delivery through Fairfax
County.”

Values were developed along with strategic goals and
initiatives.  These values, goals and initiatives, are in the
Department of Information Technology Strategic Plan,
October 2003. They remain valid today.

Seven major trends impact fechnology solutions and enrich
the county’s current technology architecture. These trends
maximize [T capability for users and stakeholders while
presenting some deployment challenges in the face of IT
resource limitations:

1. The workplace is more mobile; therefore, job functions
can be performed without being tfied to a physical
location.

2. Communication, collaboration, and information
sharing methods are increasingly automated.

3. Information resources must be managed from a full life
cycle perspective.

4. Security for information and communications systems
and privacy of information are critical priorities.

5. Technical architectures are facing increased capacity
and flexibility demands (includes ‘clouds’ and new
WEB/Social Media capabilities).

6. Citizens require *"around the clock” access to
information and services, increased fransparency, on-
line inferaction and enhanced engagement with
government, through a variety of convenient delivery
channels (including new WEB/Social Media).

7. Interoperability requirements drive a need for data
standards and open information architecture.

To accomplish DIT's mission and vision, strategic initiatives are
categorized within three strategic focus areas to ensure well-
defined purpose. The successful adaptation of these
strategic initiatives positions DIT to provide an effective

DEPARTMENT OF INFORMATION TECHNOLOGY

Quality and Innovative Information Technology Solutions



ADVERTISED FY 2016 IT PLAN

SECTION 4 o 7

technology infrastructure and efficient customer service
support. The overall outcome promotes county agencies
working together with partners, maximizes county agency
resources to provide diverse government services and
optimizes accessibility to county constituents and customers.

Internal DIT Collaborative Initiatives are focused around
governance structure and processes, technology rollout,
interoperability framework, technology portfolio
management and marketing. Customers Service Delivery
Initiatives are designed to improve customer service,
improve continually the quality, responsiveness and
cohesiveness of products and services delivered. The third

set of initiatives, Staff Improvement Initiatives, revolves
around resource allocation of personnel and skills ownership
and accountability.  Efforts are on-going supporting these
initiatives and development of measures that will result in
improvements and alignment DIT and County-wide business
goals and continuous improvement mode. The process of
refreshing the strategic plan, score card, and dashboard is
on-going. Key considerations include the strategic direction
of the county agencies served, and how agencies’
strategies drive core county-wide [T infrastructure and
operations plans, the development of IT resources, and with
a view foward lowest practicable cost at highest
performance reliability in the overall cost of IT delivery.

4.3 Architectural Planning and Execution

DIT is faced with the constant challenge of staying nimble
while aligning the county’s information technology strategy
with the agencies’ evolving business requirements. The [T
provider imperative is that solutions must be delivered on
time and within budget. Rapid changes in business
requirements can also overwhelm the capabilities of the IT
infrastructure. Disparate  decisions and infrastructure
investments can easily create an overly complex, ridged
and/or fragile computing environment that is intolerant of
change. Given the rapid pace of today's business
innovation, no agency can afford to be locked info an
environment that is inflexible and cannot scale. One of DIT's
key goals, well aligned with industry-wide best practices, is to
develop operational agility. In that effort, the modern IT
function has to lower the cost of future changes while
optimizing the total cost of ownership for each solution.

IT Architectural Planning creates an adaptive architecture
that "engineers out” inhibitors of change, while “engineering
in” a high tolerance for the unanticipated. It also provides
for tfransition to next generation capabilities which may be
internal or external sources and capabilities. Specifically, an IT
Architectural Plan maximizes the effectiveness of IT, while
minimizing the risk associated with IT execution.  DIT's
architectural planning sefs a clear direction for the future
development of information technology in Fairfax County. T
Architecture infroduces a set of architectural best practices
to guide IT in the process of designing a flexible fechnical
infrastructure, which frees the organization to provide an IT
environment that meets business requirements.

Execution of the IT Architecture Strategic Plan insures the
following benefits:
> Better alignment of IT assefs with business goals to
create a shared enterprise-wide vision

» Supercharging the infrastructure with leading-edge
technologies and ‘on-demand’ capacity

» Developing a consistent  framework for future

technology decisions

» Making viable IT investments and optimizing IT funding
processes

» Resolving emerging business problems while leveraging
the existing technology investments

» Reducing unnecessary database, hardware and
application software redundancy, thereby providing
the potential to reduce the cost of IT (DIT recognizes
that some redundancy is necessary and beneficial to
promote availability, reliability, and recovery of systems)

» Promoting data sharing between agencies and across
IT platforms; improving interoperability and the potential
for agency resource sharing

» Harnessing ‘Big Data’

» Promoting anywhere/anytime access

Y

Balanced approach, not frend for trend’s sake

The Architecture Review Board (ARB) was established In FY
2005 in DIT to provide oversight of all county architecture and
infrastructure standards, policies, directions, to address [T
architecture issues countywide, to propose IT architectural
goals, standards and guidelines for consideration in
implementing IT projects and inifiatives throughout the
county. The responsibilities of the ARB include application
development architecture, infrastructure and information
architectures, security architecture, emerging fechnology,
process and data modeling, integration and interoperability
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methodologies,  technical  standards, and  System
Development Life Cycle Standards (SDLCS) compliance.
ARB’s role is extremely important and valuable given the
need fo leverage solution platforms and processes across the
enterprise and provide scalability, repeatable processes, and
seamless interoperability for achieving cross agency business
initiafives and countywide goals.

In addition to assessing conformance of proposed solutions,
the committees’ review process provides an opportunity to
emphasize the need for interoperability of systems and
processes that cross agency or functional lines.

The ARB also works with county departments to ensure
participation and inclusion in decisions that affect the annual
IT planning process.  Responsibilities of the Committee
include:

» Provide information  technology  architectural
leadership to Fairfax County Government in
supporfing the on-going development of a sfrong,
flexible, interoperable and secure technology
environment.

> Ensure an integrated view between the county’s
architectural direction and technology initiatives
and implementation plans.

» Work closely with county agencies business sponsors,
Project Managers, and IT groups to identify IT

architectural issues related to business needs and IT
projects, and propose approaches to address them.

» Propose IT architectural plans and standards to DIT,
the DCE and the Senior IT Steering Committee for
adoption and countywide implementation.

Agency IT Analysts work directly with DIT divisions on a
roufine basis in consulting and execution of agency
based solutions. DIT has regular monthly meetings with all
IT analysts on key subjects confribution to new enterprise-
wide solufions and capabiliies and sftrategy such as
messaging solutions, MS upgrade paths, DIT-cloud and
service catalogue offerings, remote access, bring your
own device (BYOD), other infrastructure, and security.

DIT also sponsors several user groups that provide for
engagement of agencies in architectural and enterprise
wide IT capabilities planning and related issues,
awareness, and all-hands efforts. Through a variety of
forums, these include:

» ALL IT Analysts forum
» County IT Security Coordinators
» WEB Analysts and Communications

» Agencies GIS Analyst

ANALYSIS

SPECFICATION

\

[eLEnEnT] . <—{DESIGN

/
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DEVELOP)
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4.4 System Development Life Cycle Standards (SDLCS)

The county publishes standards for documenting
the development and implementation activities for
technology applications and systems. The standards
include means of conveying information about
the planned solutions to allow for development
methodology, controls, performance, data integrity,
appropriate infrastructure and operational procedures
required to place the application info production.
The Systems Development Life Cycle Standards
(SDLCS) form the basis of making the development
of applications a consistent, repeatable process.
The SDLCS provides application developers a
framework of the important procedures and universal
requirements necessary fo complete an application.
As new technologies emerge and become part of the
county’s systems portfolio, new application development
fechniques and application architectures using
emerging technologies are assessed. The current SDLC
includes new WEB development, wireless application,
interoperability, and updated security standards; the
process is enhanced for business applications to include
reviews for e-government and GIS, and requirements

for Conftinuity of Operations Planning (COOP) plan
and related disaster recovery information which is a
requirement for deployment of any new system. As an
example, web applications must conform to Section 508
and the American Disability Act (ADA) requirements,
which enable the use of assistive technology such
as screen readers for the blind. The standards are
being enhanced to take advantage of collaboration
software, WEB 3.0, open source, ‘Cloud’, data analytics
and beyond ftechnologies that will further enhance
citizen fo government engagement, decision support,
and fransparency. ‘Cloud’ based opportunities such
as Software as a Service (SaaSl) are also reviewed
for feasibility given the county’s security standard is
provided.

The SDLCS and architecture standards apply to all
applications developed for use by Fairfax County
Government. All staff, confractors, and solutfion provid-
ers providing, developing and maintaining applications
for County Government must comply with the Standards,
which are published.

4.5 IT Project Management Training Program

Managing an information technology project to
successful completion on time and within budget is
extremely challenging. Successful completion of
complex initiatives depends on project mangers’
knowledge and understanding of technical aspects
of an IT project as well as having the skills required
for managing projects in a dynamic environment.
In recent years emphasis has been placed on
managing risks, IT security, organizational change
management, and business process redesign.
The overall objective of the training is tfo provide IT
project managers with a foundation in basic project
management concepts, principles, and practices to
effectively and efficiently manage IT projects.

Core content areas recommended are:

v IT Project Management Fundamental

v Project Leadership and Communication
v IT Project Plan Development

v' Project Management Tools

v Solutions Delivery Framework for Information Systems

v' Project Budgeting and Cost Management

v Information Security, Risks and Controls

v' Project Procurement and Contract Management
v Project Risk Management

v' The Technology Delivery Process

v Business Process Redesign

v Information Systems Audit and Control

v" Group Presentation & IT Systems Case Study

<

Best Practices and Lessons Learned

The IT Project Management Training is offered when
there are new projects or new staff assigned fo
manage projects. In June of 2008 Fairfax County’s IT
Project Management Training program was recognized
by the National Association of Counties and received
the association’s annual Model Program Award which
recognizes innovative county government programs
designed fo modernize and streamline county
government and increase services to citizens. In years
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where there are no new projects, DIT does not DIT also provides fraining funds for agency-based IT
normally run a full curriculum. It will be evaluated analysts fo maintain skills needed for key technologies.
and updated as part of the County Executive's new

county-wide employee development and comprehensive

fraining program in FY 2015 - FY 2016.
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SECTION 5

INFORMATION TECHNOLOGY ARCHITECTURE AND

INFRASTRUCTURE FOUNDATION

5.1 Enterprise Architecture

his section identifies current information technology

architecture elements in Fairfax County. The county’s

technology architecture is a tactical asset that defines

technology components necessary fo support
business operations and the infrastructure required for
implementation of technologies in response to the changing
needs of government business and industry evolution.
It is a multi-layered architecture that includes:

» Application and Data Architectures
» Platform Architecture
» Network Architecture
» Internet Architecture
» Security Architecture

Enterprise Architecture Process Model

Fairfax County adapted Enterprise Architecture (EA
approach) as the blue print or roadmap by which specific
technology solutions are developed. Architecture defines
the manner in which technology is used to enable flexible
business solutions which enable expansion and change as
requirements evolve, technology is updated, or becomes
obsolete.  Architecture as a foundation and roadmap
enables the county to establish open standards, assess the
impact of new requirements and evolving technologies,
and allow for the incorporation of new technologies as

INTERNEY ROUTER

O—SE

SERVERS

@Fll[\nu
CUENT PCs

part of an updated blueprint that benefits other solutions.

Enterprise  Architecture improves the efficiency and
effectiveness of technology investments by reducing
functional and infrastructure redundancy, leveraging

solutions and platforms, optimizing value, and promoting
the sharing of knowledge and best practices across county
government.

The Enterprise IT Architecture Process Model on the
following page illustrates the infer-relationships between the
county’s IT architecture and business, and the iterative
processes involved to ensure the development of an IT
enterprise that is efficient, cost-effective, responsive and
business driven. For the purposes of the county’s model,
the businesses have been grouped into four major
functional areas as represented in the County’s budget:
Human Services (HS), Public Safety (PS), Planning and
Development (PD), and Finance & Revenue (F&R), inclusive
of over 50 departments and agencies representing
hundreds of unique and often times cross-agency services.

The model supports the following Mission Statement that
directs the county’s information technology activities,
which remains valid. Every IT effort undertaken is framed
and aligned with this mission statement:

“Delivery of quality and innovative information
technology solutions for agencies and those doing
business with Fairfax County Government.”

FIREWALL
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5.2 Application and Data Architecture

Application architecture defines the design of and
correlations among software programs and applicafions.
The Architecture promotes common development and
presentation standards, enables opfimum system
integration, provides opporfunities for use of shared
infrastructure environments, servers, storage and related
fools (infrastructure), enables shared use of data, facilitates
the reuse of components, and the rapid deployment of
applications in response to changing business requirements.
Application Architecture includes elements of technology
architecture that converts business process fo business
inteligence to support the county’s goal of delivering timely,
efficient and cost effective services. The vast inventory of
enterprise-wide and agency specific applications reside on
open systems infrastructure environments including
consolidated servers, ‘cloud’ services, desktop and/or
mobile computer platforms. New applications and
application enhancements are constantly evaluated,
developed or acquired, and applied as older “legacy”
applications retire, and as business organizations and related
functions reorganize and/or have new needs.

For custom development efforts (when there are no
commercial or open source applications that are
appropriate for county business processes) our goal is to
use industry standard application development tools and
language environments that are adaptive in web-enabled
and mobile models. For commercial software solutions,
the goal is to implement solutions developed using industry
standards and avoid propriety software architecture to the
extent possible; proprietary software is used only as a last
resort. The Application architecture also protects the
county’s investment in ‘classic’ systems by enabling
enhancements for enhanced usability, improved use of
information and data analytics, search and reporting and
end user confrols. In addition, by keeping abreast of
emerging technologies such as Web Services, XML, SOA
and other contemporary methods, the county positions
itself to take advantage of emerging opportunities offered
by these as well as SaaS, mobile and cloud technologies.
An exhaustive discussion is beyond the scope of this
section; however, some examples of the county's
application architecture and some recent developments
are described here.

As the county balances determination among
Commercial-Off-The-Shelf (COTS), in-house development
and cloud/software subscription services for the diverse
portfolio of agencies’ business systems, the DIT framework
for application development is applied. The framework

incorporates Software Engineering, Information Architecture,
and Application Development Methodology.
These principles and fechniques are used fo keep the
Systems Development Life Cycle Standards (SDLCS) current.
The resulting approach encompasses application life cycles
for “cradle to grave”; that is, from the earliest stages of
planning, through requirements and design, fo
implementation and post-implementation support, and hot
back-up. New applications will be built on the most
supportable and promising platforms and an architectural
framework based on the future of IT taking into
consideration industry best practices and sustainable trends.

Development platforms such as .Net and standards such as
XML and Web Services are a key part of the strategy.
The .Net platform provides the foundation for departmental
and enterprise-wide applications and offers a stable
application  environment with  more opportunity  for
componentization of business logic, sharing of common
components, and the integration of business processes
across application boundaries. Tools such as Visual Studio
.Neft provide county developers with a robust and flexible
development environment. Encapsulating both existing and
new business logic into “Web services” provide the ability to
expose business processes across organizational and
application boundaries, within the county, other local
jurisdictions, state and federal government, as well as
business partners. XML provides the common "glue” to hold
together and provide consistent informafion  across
boundaries to facilitate data sharing among disparate
platforms and systems. Entferprise Application Integratfion
(EAI) products such as Microsoft BizTalk allow virtually
unlimited ability to share, incorporate information and
business processes from older, mainframe and client/server
applications in to the new environment. A detailed
"Architectural Framework” document has been developed,
and is infended to be an organic document, flexible
enough to reflect and incorporate rapid advances in
information technology.

Geographical Information System Applications (GIS) -
The ArcGIS software suite provides high-end geospatial
technology, GIS tools and functionality and presentation to
the GIS user community. The software integrates visual or
graphic datfa in the form of maps, with descriptive or
attribute information from an organization’s infernal
databases.  ArcGIS provides the tools for analysts fo gain
access, visualize, and query both graphic and tabular data
for betfter analysis and decision-making. There are three
levels of license usage for ArcGIS that the county uses.
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The highest level, Arcinfo, is used by professional GIS analysts
for sophisticated analysis and processes. The View level is
used by most users for creating maps and simply analysis of
the county’s geographic data sets. Arc Internet Map Server
(ARCIMS) and ArcGIS Server are two components used to
distribute highly customized GIS based applications through

5.2.1 The Application Tools

Application tools are information technology components
used to develop and support application functions.
Application tools include the support systems required to
enable work planning and communications.

Programming/Development Tools — New applications under
development use fourth generation object oriented
languages and fools. This approach confinues as web-
based applications are developed, or as Commercial-Off-
The-Shelf (COTS) systems or Cloud and SaaS applications are
implemented. Industry standard life-cycle methodologies
are employed fo define, develop and implement new
systems. Expert system technology is used fo incorporate
complex rule based functfionality into systems.  New
developments use ASP and ASP.NET for the application
layer.  The county primarily uses Microsoft BizTalk for
integration of applications at the presentation, business
logic, and data layers. Sometimes JAVA is used depending
on a specific systems’ architecture and anficipated
integration with other systems that use JAVA. SAP ABAP is
the development language for the County’s ERP system.

Since often fimes there are no viable COTS or SaaS
solutuions available that meet county agencies’ unique
governmental business needs and related statutory
requirements, software development remains relevant, thus
Software Engineering technologies are incorporated info the
Systems Development Life Cycle Standards (SDLCS) to
provide a disciplined and consistent development
approach.

Documentum is the county’s current entferprise content and
document management software solution. The county also
supports LaserFische/REAMS imaging solutions that have
been in place for many years for smaller image archival and
refrieval needs in some agencies. The County and Courts
use the Commonwealth of Virginia's capabilities for certain
court case records.

Collaboration Tools — The county uses Microsoft SharePoint
and Lync which includes instant messaging and web
conferencing. Addifionally, the county uses other video
conferencing and web conferencing tools fo support

the Internet/Intranet. Internet based mapping capabilities
are incorporated as appropriate for augmenting and using
available applications for public and internal government
access via the WEB. See Section 2 for more information
about GIS strategy.

collaborative communications.

Database Management Systems (DBMS) - The county
uses several database management platforms to
support its business applications. Oracle and Microsoft
SQL Server are the county’'s databases standards.
Currently most of the Oracle and SQL databases on
standard COTS development architectures are
consolidated for greater cost efficiency, supportability
and performance. The county IT standards call for
complex, Internet-accessible or high access databases
to use Microsoft SQL Server or Oracle, as appropriate.
There are also “fat client "and web-based agency
specific applications that are maintained separately
by agencies. The standard for small agency
applications is Microsoft SQL Server as the database.

Data Analytics and Business Intelligence - The county's
portfolio currently contains several products used for
reporting, analyfic, and decision support. Business
Objects/Crystal Reports, SAS, SQL Reporting Services
and MarkLogic are the currently supported tools for
reporting, and basic ad-hoc query. The county’s strategy
is fo provide shared enterprise capability and infrastructure
for reporting, query, transparency and decision
support. As standards are defined for the county's
enferprise solution(s), the portfolio will be rationalized
info fewer products over fime. This approach enables
DIT to continue to modernize the existing systems
portfolio while creafing economies of scale for
improved interoperability, search, dashboards and
cost control.

Desktop Office Automation/Workstation Software -
Microsoft’s E-mail and Office Suite is the standard for
general productivity automation functions including
Word, Excel, PowerPoint, Outlook and SharePoint.
Microsoft Internet Explorer is the standard for Web
browsing, and is implemented with the standard
image. Microsoft Project and Visio are available via
enterprise software provisioning or virtualized Citrix
application delivery. Agencies may have other desktop-
based software for special, unique requirements.
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IT Service Desk Software — The IT Service Desk provides all
county employees with a centralized portal for computer
support using a web-based solution which us used to
support the Service Desk function leveraging the ITIL

5.3 Platform Architecture

Platform architecture defines the technical components
of the infrastructure including server and client
platforms, middleware, operating systems and interfaces
supported, as well as other software tools and
equipment used to operate applications. With the county’s
server consolidation and virtualization effort in FY 2011,
Fairfax County’s platform architecture was reduced
from over 1000 servers to an average target ratio of
60:1, a project that continues. Servers include UNIX
(Sun Solaris) and HP UX, and Microsoft Windows /2008,
2012 R2. Over 14,000 PC's provide end-user access to
county systems. Laptops, iPads, Blackberries, iPhones,
Droids, and other tablets and mobile devices also

5.3.1 Platforms

LAN-based Network Servers - Fairfax County's
enterprise server environment uses Infel and Unix-
based servers. Enterprise-class server technology Cisco
blade technology, Dell, SUN and HP-UX servers for
robust, high availability applications support the
county’s enterprise infrastructure applications such as
Exchange, Active Directory, SQL, Oracle, Citrix, and
major business systems such as ERP, GIS, Tax systems,
Human Services systems, Land Development and
Public Works applications, Library, etc.

The county has standardized on VMWare for
virtualization platform and consolidated over 800
physical servers to the virtual environment. Virtualization
in the SUN/Solaris environment in the form of zones has
been implemented.

Desktop PCs, Workstations and Peripherals — DIT prescribes
hardware platforms and desktop applications standards
as well as procurement vehicles to optfimize support
and cost. Workstations (PCs) are replaced in accordance

framework. The Automatic Call Distribution (ACD)
capability on the Avaya voice system is used to route
calls. The IT Help Desk has a high percentage of first-call
resolution.

support employee access to agency business system:s.
Workstations are standardized using Windows 8.1
operating system.

The county supports over 1,000 State and other non-
county Windows workstations hardware devices.

In FY 2015, the county is implementing near-real time,
active passive solution for the systems in the County's
DIT Data Center using a third party off-site facility.

The following paragraphs describe the major features
of the county’s platform architecture.

with the county's PC Replacement Program cycle
using adopted standards bundled with the MS Office
Suite. The PC Replacement strategy applies to all
agencies and provides the county economies of scale
as well as o more robust, effective support
environment.

County PCs are used for office productivity software,
enterprise e-mail and client software, Internet/Web
access sofftware, and mainframe emulation terminals.
The Windows 7 OS is being fransitioned tfo Windows 8.1
in FY 2015, and Windows Mobile, iPads, and Androids
continue to be deployed based on business needs.
Windows 10 OS will begin to be rolled out over
upcoming fiscal years. Desktop and network printing is
accomplished primarily through the county’s enterprise
Ricoh multi-function copier/printer/scan/fax machine
fleet. Agencies also use stand-alone desktop or work-
group printers, and special use machines, i.e., plotters,
efc.
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5.3.2 Storage Area Network

A crifical and required element of County IT operations
is the management and storage of County data.
Storage management provides capacity, timely access,
and protection for the County’s most important asset, ifs
records and information. Storage management is also
one of the most challenging aspects of IT operations.
For each new day, county users and county agencies
have data that is multiplying at an astronomical rate.
Most county data is stored and backup electronically.
This may include customer and agency data, partner
data, financial records, analytics, and more. Critical
data must be protected and recoverable if it
becomes inaccessible to the users. Each Fairfax
County government end user has a fundamental need
to protect data and information, it is ftherefore,
imperatfive that end users remain mindful of the
location of their data so that DIT can better support
backing up the data appropriately.

DIT is focused on delivering a multi-level storage

infrastructure, based on a low-cost foundation, which
the most
computing

provides a set of storage solutions for
common needs across the County's

environment. There are areas where a central service
can provide the maximum benefit for the least cost,
leveraging economies of scale.

These storage solutions should be available with
ranges of pricing, security, reliability, and availability
that can be matched to the requirements of the data
being stored. DIT's Storage Management Service
provides Fairfax County with a cenfralized and
secured storage platform to retain and store County's
data. Itis DIT's mission to ensure Storage Area Network
(SAN) service is scalable, redundant and cost
effective.

Fairfax County implemented ifs first Storage Area
Network (SAN) in 2002. This enabled data storage in a
centralized location, with redundancy and failover,
mitigating the risk of data loss due to hardware failure.
Data from all severs (mainframe, UNIX, and INTEL) now
coexist on the same disk subsystem. In 2006, the
county refreshed the enterprise disk arrays and fabric
with EMC DMX-3 disks and Cisco fabric, which has
since then been retired. As a replacement for these

e
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retired storage infrastructure components, the county
implemented NetApp and IBM XIV storage systems,
which positions the county for future growth and the
ability fo meet strategic initiatives for Data Lifecycle
Management. The total data storage requirement has
grown from 394 gigabytes in 1998 to the current total
of over 3.4 petabytes. The primary storage
environments are NetApps and IBM XIV.

Storage Management requirements addressed by the
Storage Area Network (SAN) are:

» Scalable storage capacity that allows users to
increase storage as needed.

» Modular, adaptive architectures which allow users
to deploy storage in a variety of cenfralized and
distributed  environments  with  re-deployment
capabilities as needed.

» Highly available architectures to minimize/prevent
downtime.

5.4 Network Architecture

The county views a strong, viable communications
infrastructure as a vital component to the overall IT
strategy of maintaining its successful deployment of
cost-effective solutions that optimize business goals.
The enterprise communications infrastructure includes
voice and data technologies, as well as various
network fopologies, fransmission services and protocols
necessary to facilitate the interconnection of server
platforms, intra-building and office neftworks (LANs),
and inter-building and campus networks (WANs). The
network is thus responsive and reliable for county
business applications and allows for the uninterrupted
flow of voice, data, and video information.

The plan and architecture take info account growth
based on the needs of county agencies as programs
expand for both infra and inter county connectivity.
The core network for intra-county is supported by the
county’s fiber I-Net, infegrated with carrier lines for full
coverage, back-up and redundancy for certain
critical systems. The underlying infrastructure is able to
support voice, data, and video, providing increased,
cost-effective bandwidth potential, and improved

» The storage solutions provide a range of cost
savings. Using NetApps for virfualization standard
storage platform saves the County money because
of the built-in features such as de-duplication, which
help to control the amount of storage needed for
the counties growing server requirements.

» The new XIV storage provides the high volume input/
output operations required by our high volume
Database and Email systems

» Higher levels of performance to support the ever-
growing volume of online data.

» Higher performance backup and restore operations
using snapshot technology helps to support shrinking
backup windows

» The ability to share data across the enterprise rather
than building “islands of data.”

» Easy to use, centralized management fools that
allow hardware and data to be distributed.

output. The core fiber I-Net is a metropolitan fiber ring
that connects over 400 county and schools facilities,
with DIT supporting over 14,000 data ports and over
15,000 voice ports on the communications
infrastructure.

Neftwork technologies tend to refresh every 18-24
months, which creates additional challenges with
respect to keeping network architecture and
stfandards in line with evolving business requirements,
information security and ofher support needs. Web-
enabled applications and Internet tools such as Social
Media have rapidly expanded; this coupled with
business continuity have resulted in expansion from a
single high capacity DS-3 for internet services to four
high speed LAN based Internet connections from two
diverse IPS. E-Government applications, streaming
video, teleconferencing, and more integrated and
complex applications drive the requirements for the
county’'s communicatfion infrastructure and its
components, thus the communications infrastructure is
flexible and designed for low-cost, incremental
enhancement.
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5.4.1 Enterprise Data Communications Network

The Fairfax County Government’s
Communications Network  serves as the  data
communications backbone that provides countywide
access to information technology resources. All systems
connected on the enferprise network are based on well-
recognized, open standards; compliance with published
standards is required for any network-connected device or
system. The county standard network protocol is TCP/IP.
Gigabit Ethernet is the standard LAN backbone speed in the
county and 100 MBPS is the standard desktop speed. All
platforms are interconnected via the enterprise network
including PCs, servers, mulfi-function printer/scanner/copier
device fleet, and the mainframe computer. Additionally,
various wireless fechnologies are rapidly expanding
throughout the county’s network. The county currently uses
commercial broadband wireless infrastructure to support
wireless applications, data, images, live video to the field
and mobile devices supporting primarily public safety
responders.  The ongoing strategy has allowed for the
integration of the wireless and wire-line networks.

Enterprise  Data

The Enterprise Wide Area Network (WAN) is builf of two
different architectures: |-Net or the Institutional Network,
which ufilizes the dark fiber provided to the county through
the COX and Comcast Cable Franchise Agreements (see
section 5.4.2 below). I-Net spans seven hub sites and two key
resource centers; Massey Public Safety Campus and the
Government Cenfer. These sites are networked via a 10
gigabit DWDM fiber opfic backbone. The I-Net DWDM
backbone provides connectivity o 192 remote sites running
a 1 Gigabit uplink from the backbone to the site. I-Net also
employs MPLS (Multiprotocol Label Switching)/VRF (VPN
Routing & Forwarding) fo allow I-Net to service many types
of diverse fraffic whether it is enterprise, public access,
public safety, or voice over IP. Through MPLS/VRF each type
of traffic can be separated logically for security support, as
in enferprise vs. public access, or prioritized in the case of
voice fraffic. Currently MPLS technology has allowed the
county to support 20+ logical networks to flow across the
I-Net backbone. |-Net has now positioned the county Data

5.4.2 Institutional Network (I-Net)

The county’'s network backbone (I-Net) is the primary
infrastructure inferconnecting sites for the entferprise
communications network, supporting both the county
government and Fairfax County public schools.
The I-Net was provided through the Cable Franchise
Agreements with COX Communications-Northern
Virginia and Comcast of Virginia. Fairfax County’s I-Net

Communications Network to respond quickly to the ever-
changing fechnology needs of its customers. The remaining
WAN sites are supported by the use of several technologies
to include High-speed broadband VPN technology, ATM,
and Transparent LAN Services based on user group and
bandwidth needs.

A dedicated Public Access Network was established in FY
2005. This network provides public access computers a
various county locations to citizens of Fairfax County for
access to county and Internet resources separate from the
government Enterprise Network for security reasons. The
Public Access Network includes all public libraries,
community and recreation services sites, and select human
services sites. The design provides for separate physical
networks at each site while sharing the existing WAN/I-Net
infrastructure and using logical separation on the WAN/I-Net.
A firewall between the Enterprise Network and Public Access
Network allows for county IT staff to manage the
infrastructure down to the desktop for each site. This model
will be the standard for any new facilities requiring both
enterprise and public access.

The county confinues to implement wireless LANs and
wireless data over commercial systems as required by
business and operational requirements. The use of this
technology is carefully evaluated to ensure all county data
is protected from unauthorized access. Currently, non-
broadcast SSID’s, NAT and MAC address registration, and
digital certificates are required to gain access to the private
WLAN. VPN technology is employed to profect data over
commercial services.

Network Management is supported on four platforms using
Orion Solarwinds — Moniters I-Net infrastructure for up/down
alerting and performance issues, and Verizon Managed
Services — provides fault reporting of all ATM and I-Net sites.
Fairfax County continues to migrate legacy carrier circuits to
COX and other providers which provides better quality and
cost.

is one of the largest and most complex local
government networks in operation. This carrier-class
network comprised of over 4,000 km of single mode
fiber (SMF), in a ring, hub and spoke topology. There
are seven Hub sites that are redundantly connected in
a ring. The fiber optic infrastructure enables the county
enhanced capabilities for transporfing data, voice and
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video. The I-Net provides services such as high speed
data, Voice over IP (VolP), broadcast video, video
conferencing, streaming video, and distance learning.
The network has several origination points, and facilities
for controlling the switching and routing of data, voice
and video signals among all participating sites.

Although broadband service is available through local
telecommunication companies, it comes at a
significant price, a loss of flexibility, and for some
services, only limited availability. The I-Net provides
bandwidth that is virtually "unlimited” while meeting
the county's present and future communication
requirements. The |-Net is the "super highway” for the
county’s infernal video, voice and data
communications. The virtually “unlimited” bandwidth
potential provided by the I-Net allows the county to
amortize its cost over the life of the I-Net with an overall
long-term operatfing cost savings. The ultimate goal of
converged voice, data and video technologies will be
facilitated through I-Net. The I-Net can also serve as
the back-haul for the county's wireless broadband
initiative for public safety (See section 5.4.3).

The I-Net Video Network is a scalable integrated video
fransport system which provides a high quality image

delivery system with scalable bandwidth, capacity,
and growth potential for future Fairfax County
Government and Fairfax County Public School
applications. The I-Net video network fransport has two
distinct communication links: Coarse Wave Division
Multiplexing (CWDM) is the transport technology that
provides forward and reverse transport for I-Net
enabled county facilities. The forward (downstream)
tfransport provides select cable TV operator channels
and local origination content produced by the
county’s Video Production facilities for services such as
distance learning. Each [|-Net enabled facility is
equipped to transmit reverse (upstream) video to the
county’'s Video production facility for processing.

The County participates in the I-Inferconnect in the
National Capital Region (NCR-Net). Fairfax County has
five direct interconnect. NCRnet is a foundational;
interoperable communications infrastructure utility for
local government first responders and emergency
support functions with neighboring jurisdictions and
Fairfax County DIT manages the NCRnet program,
engineering and operations for the region.
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5.4.3 Mobile Data Network

To support operations of the various public safety
agencies, the county activated AT&T and Verizon
Commercial Wireless Broadband service in 2007 to allow
the response vehicles of the Police, Fire and Rescue, and
Sheriff's departments to access the county's Computer-
Aided Dispatch (CAD) system, the Law Enforcement
Incident Management system, and various databases
maintained by the Commonwealth of Virginia and
Federal law enforcement. This Public Safety system
consists of more than 1500 Mobile computer Terminals
(MCT). Both carriers are used to support a growing
portfolio of mobile applications including Public Works
and Environmental Services, Zoning, Health Department,
and various Human Services agencies consisting of a
user base of over 1,000 mobile devices.

To enhance the county’s goals for mobility, felework,
operational cost efficiency, Confinuity of Operations
Planning, and environmental stewardship and ‘green’ IT,
a major component of the enterprise technology
infrastructure  includes Enterprise  mobile  device
management (MDM) that has been incorporated into
the enferprise network and plafform  enabling
infrastructure. MDM allows the usage of smart-phones,
and tablets to include Apple, Blackberry, and Android
(for example).  With the county having a mature
‘private’ enferprise cloud, this fechnology has been
adopted and infegrated with the enterprise network.
Symantec’s Mobile Management Suite for the MDM
architecture.

5.4.4 Voice Communications Network

The county’s voice telecommunications architecture is the
Avaya enferprise-wide VolP capable platform. The solution
uses the latest technology that includes VolP and the
county’s fiber-optic network for connecting county facilities.
Using the county's fiber backbone (I-Net) greatly reduces
the total costs of providing telecommunications services.
The evolution of the Avaya communications platform on a
fully infegrated broadband neftwork synchronizes and
leverages communications capabilities, security and wil
help meet the present and future IT and county agencies’
business needs fo complement cost saving advantage of
using the I|-Net for calls between locations. DIT is
implementing Session Inifiation Protocol (SIP) Trunking fo
further reduce the cost of the connection to the carrier
network. This will ultimately lead to an end-to-end IP based
broadband communications environment that is flexible,
secure and very cost effective.

The voice

system design uses two main Fairfax
County government sites — the Massey Campus and
the Government Center Campus - as the “core” for
the Avaya entferprise platform. A stfreamlined dialing
plan has enabled more efficiency and less cost for

agencies that have a geographically dispersed
footprint. The Core + Edge configuration has yielded
much fighter voice communication integration
between locations and also a highly fault tolerant
network. Avaya collaboration applications, such as
the Call Center Elite application, allow agencies to
have call center agents geographically dispersed
across the county, yet they appear as a single work
group from a citizen facing standpoint.

.
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The system architecture is also integrated with a new
Call Management System (CMS) solution from
Avaya. This solufion’s capability greatly improves

the collection of necessary statistics used by
Contact Center Managers to evaluate the county’s
responsiveness to citizens and constituents.

5.4.5 Public Service and Public Safety Radio Networks

The county operates two voice radio 800 MHz trunked
radio systems, one dedicated for public safety
emergency response operations with over 6,000 units,
and the other that supports more than 3,000 radios for
Fairfax County Public Schools Transportation (school
buses), and county agencies including the Department
of Public Works and Environmental Services, Park
Authority, FASTRAN, the CONNECTOR bus system, and
other non-public safety county agencies. The county’s
planning effort that will consolidate the Public Service
and Public Safety Radio Systems is enabled through the
new IP based technology. Implementation is planned to
start in FY 2016.

The Public Safety Radio system incorporates a digital IP-
based technology permitting improved data access
and system management, better integrafion with the
9-1-1 Computer Aided Dispatch system (Intergraph),
improved regional interoperability, and the inclusion of
a new tower in Bailey’s Crossroads for improved system
coverage. The two radio system infrastructures, Public
Safety and Public Service, are architected to allow
interconnection, as well as back-up capability for each
other.

5.5 Internet Architecture

Fairfax County's Internet architecture supports the County’s
e-Government program which utiizes emerging WEB
technologies fo make county services and information
readily accessible and available to the public, with
interactive services to conduct business (e.g., pay taxes,
apply for permits, etc.), and searchable access to data
(real estate assessments, Human Services resources, efc.).
The e-Government architecture defines the standards,
technologies and guidelines for public access, and
requirements for conducting on-line business with county
agencies, state agencies and outside entities. To meet the
demand of changing times, recognizing mobile technology
is key to communications; the county’s e-Government
program has taken the initiative (m-Government) to provide
mobile access that enables greater interaction and service
delivery such as mobile device-compatible web access and
applications.

County staff also serves as Regional Coordinator for the
entire National Capitol Region’s assure regional radio
interoperability.

Also, like a growing number of major local governments,
the county is interested in FirstNetf, which provides for a
natfional broadband capability for public safety as
feasible, using 700 MHz for Public Safety broadband, but
also open to the broadband wireless design is part of the
comprehensive enterprise network strategy that will
leverage existing voice wireless infrastructure (see
5.4.2.1), and integrate with the county’s fiber back-bone
infrastructure for back-haul (see 5.4.1.2 below). The
county has been vociferous in ifs response to the FCC,
regarding the need for a private broadband wireless
network for public safety for the National Capitol Region.
Unfortunately, our waiver languished in FCC with no
decision being made, and now with FCC's recent
approval to allocate the D-Block 700 MHz frequencies o
public safety and first responders, and the creation of a
board to manage and oversee this development, all
pending waivers, including ours, were terminated until
the new "board” takes effect and reviews the approach
to a nationwide network.

The county’s internet architecture is comprised of the
following:
> High Speed Connection to the Internet - The
County’s fractional DS-3 connections to the Internet
provide internet access for county staff as well as
outside access to the county’s Web server(s) fo
residents, business, and others via the Internet.

» Public Access Web Farm - TThe County’s Public
Access Web Server provides Internet users with a
vast amount of informatfion made available by
various agencies. The Web server can be viewed
as an “on-line service counter” where residents and
others may obtain information related to services,
licenses, taxes, recreatfion, court filings, efc. The
Web farm acts as the distribution or collection
point for information obtfained from or provided
to enterprise databases via “Application Servers”.
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The Farm is designed to contain multiple web
servers distributed in different locations fo provide
high availability, high fault tolerance, and high
bandwidth throughput capabilities. The architecture
is designed in such a flexible way so that the
farm can eacsily scale out to meet constituents’
needs in the event of sudden increase of web
fraffic. It intends to consolidate public facing web
applications throughout the agencies in the county,
which would eliminate the needs to set up separate
servers for each web application and as a result
leads to significant cost-savings. As the county
becomes more digitized each day, more and more
county’s services and information are tfransformed
info web applications and added to our public
access web farm fo serve citizens.

Infranet Web Farm - The County’'s Intranet
(FairfaxNET) Web Farm provides a portal to access
county information and applications for agency
and employee use. The Intranet Farm provides
a platform allowing county employees and
administrators to manage back-end data for the
large number of public facing web application.
Integrated with a SharePoint web farm, it also
provides a platform for county employees
to collaborate on documents and projects
electronically.

Mobile Web Farm - The Mobile Web Farm provides
mobile phone users with information made available
by county agencies via Web Confent Management
systems in a mobile device-friendly format, thus
allowing citizens to obtain informatfion and conduct
e-service fransaction via mobile devices. The
mobile web farm also enables county developers
to continuously develop more web-based mobile
applications to transition the county from ‘e
government to ‘m’-government. The Mobile Farm is

h“P"' x

built on top of Public Access Web Farm, therefore
retains the same capabilities of high availability, high
fault tolerance, and high bandwidth throughput.
The Mobile Farm not only enables citizens fo view
the county's website on their mobile phone web
browsers, but also delivers contents to county's
native mobile applications including county's
iPhone native applicafion published in AppStore,
and Android native application published in Google
Play. The architecture of the Mobile Farm is designed
in such a flexible way that allows the farm to keep
up with the ever growing numbers and varieties
of mobile devices constantly released into the
market, and as a result always ensure the contents is
rendered properly for various mobile devices.

iPhone Application Infrastructure -  iPhone
Application, for release into Apple's App Stores,
allows iPhone users to access county’'s web contents
and interact with various county e-services. SDK
environment, iPhone application template, standards,
and App Store distribution channel have been
developed to further enable the county to provide
m-government services. The architecture is designed
in a flexible way that would enable developers
from other county agencies to develop their own
modules separately. These modules would later
be added to the original package to ensure
the app would continuously grow and improve
with conftributions from the entire community of
developers.

Interfaces — The county's application servers and
enterprise databases provide the link that allows
access tfo data residing in a wide array of sources.
The interfaces make it possible to access data from
virtually all of the county databases: Oracle, SQL,
and MS Access. The interfaces are comprised of
“"Application  Program Interfaces” (APIs), Open
Database Connectivity (ODBC), Service Oriented
Architecture (SOA), and other standards that enable
the access layer of the web architecture.

s
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5.6 Security Architecture

The Information Security Office defines and enforces
the security standards and policies necessary to
protect the county’s information assets and technology
infrastructure. IT Security continues to be a fundamental
component of the county’s enterprise architecture and
e-Government strategy. The security architecture fuses
best practice security principles with a hardware and
software infrastructure, supported by policies, plans,
and procedures. This layered architecture is designed
to provide an appropriate level of protection for all
county information processing resources, regardless of
platform, and includes incorporation of industry best
practices to yield an overall reduction in risk.

The objectives of the information security program are to
ensure confidenfiality of information, integrity of data,
systems and operations, technical compliance with legal
mandates such as HIPAA and PCIl, privacy and
availability of information processing resources. The
information security program utilizes a mulfi-faceted
approach to meet these objectives, an approach that
includes threat reduction techniques, technology and
management solutions, and the vigorous implementation

of awareness activifies. The basic elements of
identification, authentication, authorization, access
contfrol, and monitoring of information processing

activities are employed throughout the enterprise. The
is best described as a

secure network architecture

defense-in-depth approach to network security design,
to include a method of secure network segmentation. In
this architecture, modular infrastructure building blocks
are deployed to better shield important resources within
the network.

The "“SAFE" network architecture was developed and
deployed to divide the network perimeter info the following
five business groups: E-=Commerce, Internet Access, Partners,
Emergency Operations, and Public Access. Each group is
protected by its own physical firewall, with firewall policies
tailored to each specific business area. This strategy has
opftimized firewall performance and limited risk exposure to
each business group.

» The E-Commerce business group supports all public
facing web services providing access to county
resources for both citizen and business.

» The Internet business group is used to control county
employee access to the internet and allow for
content and virus scanning.

» The Partners business group allows for connections to
external “Trusted Partners” to include Fairfax County
Public Schools, Fairfax County Water Authority,
Commonwealth of Virginia (State Police, State
Health, Department of Social Services, Supreme
Court of Virginia, Department of Juvenile Justice,
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and State Board of Elections) as well as public safety
connections for several adjoining jurisdictions.

» The Emergency Operations group was established to
secure the Emergency Operations Center providing
IT resources to the Department of Emergency
Operations.

> The Public Access network was built for the Libraries
and Community and Recreation Services.

Remote access via VPN and Citrix services provides
access to the county’s Enterprise Network resources for
telecommuters, vendors, remote access users or business
travelers, as well as several small Fairfax County offices.
Security for remote access is managed through a Remote
Access Server using security tokens and PIN numbers.
Additionally, IT Security plans to acquire and implement a
mobile security solution which can begin to address the
challenges of data loss prevention and security on mobile
devices, such as tablets and smartphones, which may
access county data from remote networks.

Firewall technology is used as the main perimeter defense
with all access from the Internet routed through the
county’'s system of firewalls. In addition, the county
configures broad network traffic filtering and selective
routing at firewalls provisioned nearest to the county’s
Internet peering points, reserving more granular filtering
and routing for network traffic transiting to the internal
network connection. Classic authentication for each
internal user is based upon a unique UserlD (also called a
sign-or log-on) combined with a unique, strong password.
To improve the secure access and authentication to web-
based applications and backend servers, the county has
implemented an identity management platform that
positions DIT to leverage the security architecture
framework well into the future. CA e-Trust, through its
SiteMider module, provides a software platform of shared
services that includes reduced sign-on, authentication
management (to validate who you are), and entitlement
management (to authorize what you are allowed to do
on the site) for web-based applications. eTrust also
provides a secure reverse proxy solution that passes
requests to enterprise backend content servers, and
returns resources to the requesting client, thus allowing for
a practical solution for the protection of internal assets.
With Identity Management in place, the county can
manage user profiles for both internal staff and public
access, making personalized e-Government a reality.
Expansion of eTrust will continue in order to provide a
secure access and an end-user authentication platform
for external users. As part of the implementation of

FOCUS, the SAP IDM solution provides for user provisioning
between the county and schools enterprise networks.

Infrusion Detection System (IDS) detects infrusions within
the network, and the Infrusion Prevention Systems (IPS)
primary function is prevention rather than detection. IPS
devices can proactively prevent infrusions by detecting
signs of an infrusion and/or detecting an actual infrusion
aftempt. IPS provides capacity to perform real-time
analysis of Infrusion aftemptfs to determine if sensitive
data, systems or network devices are being attacked or if
a breach of confidentiality, integrity, or availability has
occurred. The primary objective of Intrusion Prevention is
to reduce damage and isolate/ contain malicious fraffic.
With the large quantities of lag and alarm data
generated by firewalls and sensors, a specialized
application to support the role of correlation and alerting
has also been implemented. The IPS solution conducts a
comprehensive threat assessment and allows for quick
identification of credible threats to the organization in
order to facilitate expedited response and containment
of intrusions and malicious activity.

As the key aspect of the IT Security strategy, the county
employs a private/public network model. Sensitive and
critical assetfs are located on the private portion(s) of the
network while information and services available for
public use are located on the public segment(s). CITRIX,
VPN, Web Access and dial-up technologies are available
for remote users. Each of these services requires a
personal security token and LDAP-based authentication
for access, otherwise known as two-factor authentication.
Remote access is approved at the same level as if the
user were physically at their work site. |dentification and
authentication, access control, and auditing functions are
performed on the specific platforms using the capabilities
inherent in the appropriate operating system. Mandates
such as HIPAA and the Payment Card Industry (PCI)
stfandard have increased system monitoring and policy
enforcement requirements. IT security awareness activities
have been implemented fo effect a culture change for
all employees. Through security conscious employees,
realization of the return on investment in security
technologies can be leveraged further as the overall risk
to data and systems is reduced.

The Fairfax County Government is dedicated to the
protection of its IT assets and the data & information in its
charge. The county is also dedicated to the task of
ensuring that no unauthorized access or use of such data
and information occurs. As evidence of its long standing,
best practices approach and implementation of IT

.
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received
in May

Security, the Fairfax County Government
Cybertrust's Enterprise Security Certification

2010.
Verizon
Cybertrust )
6 Security security assessment and certifi-
cation program that validates an
organization’s security posture. This certification aftests that
Fairfax County Government has made security a priority, and
employs renowned security processes and technologies in
the establishment and maintenance of a proactive and

The Security Management Pro-
gram (SMP) is a comprehensive

CERTIFIED
ENTERPRISE

comprehensive information security program. The cerfifica-
fion also acknowledges that the county’s information securi-
ty confrols, policies and procedures have been examined,
measured and validated against a stringent set of generally
accepted enterprise security requirements. The SMP utilizes
proven International Organization for Standardization/ Inter-
national ElectroTechnical Commission 27002 security controls
and helps customers such as Fairfax County Government pri-
oritize and identify security risks in an ongoing manner, and
then proactively manage threats before they have an im-
pact. Fairfax County is the only local government within the
National Capitol Region that holds this certification.

5.7 Technical Architecture Standards

The Department of Information Technology establishes,
updates, and retires technical standards throughout the
year to ensure alignment, consistency, and modernization
in the selection and design of business solutions across
the county.

A platform is established as a standard through a
governance process. This approach enables DIT fo
define and develop a portfolio of technology solutfions
that can be effectively managed and supported given
available resources. Typically, projects in the concept
stage come before DIT's Architectural Review Board
(ARB) to discuss the technical approach and business
objectives. Where the concept relies on new products
or non-standard configurations, the details are assessed
to establish general conformity to enterprise objectives.
The ARB may steer the solution back to conformance, or
it may authorize the use of a new product or
configuration by granfing a waiver. The ARB may
alternatively recommend that the new product replace
an existing standard, or that it be added to the list of
supported standards. When DIT's executive management
approves a recommendation, the standards are
updated accordingly. Once adopted, the new product
and its former standard, if any, are further classified as
emerging (new), current (established), twilight (becoming
obsolete), or sunset (referring from support as of a
known date).

When a standard is established, it indicates that the
designated tfechnology will be supported by DIT as
applicable, and that the selection is in alignment with
broader IT goals, objectives, and strategic direction. In
some cases, a standard may be adopted in advance
of procurement or deployment, to provide strategic

direction for emerging business needs. Adoption of a
standard is not intended to convey endorsement for, or
recommendation against, any specific product.

Declaration of a standard product(s) indicates DIT's
strongest recommendation for selection of the available
product(s) over any alternatives that may be similar or
comparable. Generally, any solutions that will rely on
the systems enterprise infrastructure, connect to the
network, or depend upon DIT support must be fully
conforming. Agencies using or selecting non-standard
solutions may apply to the Architectural Review Board
for a waiver on the basis of business needs and
justification.

Standards are essential fo sound cost conftrols in
software licensing and maintenance, hardware, services,
fraining, and integration. Having fewer platforms in use
enables allocated resources to better support the
information systems under management. Agencies are
encouraged fo invite DIT members to participate in
selection and technical advisory committees for the
Request for Proposal (RFP) process. DIT and its ARB
should be consulted in advance of an RFP, fo help
explain technical alternatives and develop the proposal
language to support conformance with existing and
emerging standards.

The standards shown here do not represent a
comprehensive view of all the products in use across the
County. The list is infended to convey the primary
standards for the major solutions to be supported by DIT
and/or delivered with DIT resources.

Revised January 2015
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FAIRFAX COUNTY INFORMATION TECHNOLOGY ARCHITECTURE
PLATFORM ARCHITECTURE: END USER SOFTWARE

Component Environment

Operating System Windows 7 / 8.1

Word Processor Microsoft Word 2010 / 13

Spreadsheets Microsoft Excel 2010/ 13

Presentations Microsoft PowerPoint 2010 / 13

Database Microsoft Access 2010/ 13

E-Mail Client Microsoft Outlook 2010 / 13 Outlook Web Access (latest release)
Project Management Microsoft Project Professional (latest release)

Graphics Microsoft Visio Professional (latest release)

Web Browser Microsoft Internet Explorer — IE10 / IE11 and above

Antivirus Symantec AntiVirus (latest version) for Workstations and Servers
Patch Management Microsoft System Center Configuration Manager (SCCM) 2012 R2

9 Windows Server Update Services (WSUS)

Mainframe Terminal Emulation Blue Zone

Thin Client Access Citrix Xenapp 7.6

Other Must be approved for Business Unit standard image/requirements
A’& DEPARTMENT OF INFORMATION TECHNOLOGY
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PLATFORM ARCHITECTURE:
END USER HARDWARE

Component Desktops Laptops Tablets

Power Single Single Single

CPU Intel Quad Qore i7 -3770, Intel Core i5-3340, 2.7 GHz i5-3337U (3M Cache, up to
3.4GHz Optfiplex 9010 E6430 1.80 GHz

Disk Configuration 250 GB, SATA Drive 250 GB, SATA Drive 128 GB SSD

Disk Configuration 500 GB, SATA drive 320 GB, 5400 RPM Hard Drive 128 GB SSD

Media Drive 16X DVD R/W combo drive 8X DVD CD-R/W combo drive

Memory 8 GB, Non-ECC DDR3, 2 DIMMS | 4 GB, SDRAM (1 DIMMS) 4GB

Monitor 22" Economic, Flat Panel, 14" Wide Screen WXGA+ LCD | 11.6" Full HD (1920 x 1080) IPS
DVI/VGA Panel (400 NITS)

Video Card '\;‘(Tffrvcj;g‘;_%_og‘l'izzz/fzf/ Intel® HD Graphics 4000 Intel HD Graphics 4000

Interface Card(S) | Ethernet 10/100/ 1000 Base-T E;’k']';r'gelfoé ;?2/ 1000 GB Eﬁ:ﬂ’efrd Party U8 fo

Intel Centrino Advanced N Intel Centrino Advanced N

Wireless N/A 6235
6205 802.11a/b/g/n 802.11 a/b/g/n

Operating System Windows 7 / Window 8.1 Windows 8.1 Windows 8.1

File System NTFS NTFS NTFS

Maintenance 5 Year on-site, next business day | 5 Year on-site, next business day | 3 Year on-site, next business day
Additional Port replicator, external mouse,

Hardware Sound bar not included keyboard and monitor if used Keyboard, and Port replicator
Requirements as desktop, Security Lock

PLATFORM ARCHITECTURE STANDARDS:
HAND HELD MOBILE DEVICES

Component Environment

RIMM/Blackberry
Syclo

Platform/Devices Blackberry Enterprise Server
iOS (iPhone, and iPads)
Androids phones and tablets
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PLATFORM ARCHITECTURE: Server Standards

General Server Standards: Servers needs are determined based on many factors, including utilization of existing
infrasfructure, requirements of planned projects, and the availability of specific funding for new equipment. Some platforms
will share components and others will not, depending upon the unique circumstances for each project and product. Sharing
and re-use are promoted when feasible. The county’s goal is to provide a homogeneous environment to streamline support
and maximize resources, using virtual environment and consolidated server farms supporfing many applications.

PLATFORM ARCHITECTURE:
GENERAL SERVERS

Component Environment

Microsoft Windows Server 2012 Enterprise Edition
Operating System Solaris (latest release)
z/OS 1.4

Thin Client Access Citrix Xenapp 7.6

Intel (Windows)
SPARC(UNIX)

HP UX

IBM Z-Series (Mainframe)

Hardware

Symantec Net Back Up
Backup z/OS DFSMS
Net App snap shots

IBM XIV (SAN)
Storage NetApps (NAS)
EMC Data Domain

Microsoft Exchange Server 2010 / 2013 Enterprise Edition
L-Soft LISTSERV

Preferred: Microsoft Internet Information Server - 1IS7 / 11S8 / Above
Apache Web server (if required by COTS package)

Tomcat (if required by COTS package)

Web/Application Servers JBOSS BEA Systems Weblogic

Microsoft BizTalk

Web Methods

Oracle Application Server 11g

E-Mail

Configuration/Change Management VMware Service Manager v9.1 - [TIL Service Management

Aki DEPARTMENT OF INFORMATION TECHNOLOGY
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PLATFORM ARCHITECTURE:
ENTERPRISE SOLUTION PLATFORMS

Platform Current Standards

e Business Objects
Report Writing:
Departmental Reporting Needs Crystal Reports
P P 9 Microsoft SQL Reporting
Statistical Analysis SAS
Enterprise Reporting Business Intelligence SAP/BOBJ
Document Scanning/Imaging Documentum Enterprise Content Management / Captiva
Web Content Management Documentum Web Content Management
Web Search Engine Google Appliance
Survey Instrument Software SNAP 8.0 ProNet Edition (w/Scanning module)
Correspondence Tracking Infranet Quorum
CRM Siebel / Microsoft Dynamics
IT Services Management VMware Service Manager v9.1
ArcGlIS 9.3 & Extensions
ERDAS 9.3
Arc Internet Map Server 9.3 / ArcGIS Server 9.3
GIS ArcSDE 9.3
ArcPad 8
OnPoint 6.2
Electronic Field Study 2.7
ERP SAP core; ESS, MSS portal
Voice Communications Avaya $8700s and G700s Servers
DEPARTMENT OF INFORMATION TECHNOLOGY Ak@‘i
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Delivered Projects History

Below is a historical listing of delivered projects in the IT Plan since its inception. These projects represent Fairfax County’s
continued commitment to delivering quality information technology programs that provide service efficiencies, ensure
integrity of the county’s information, and provide citizens easy access to county information and services.

Project Name and Number  Description

2G70-001-000 Human Services (IT0002)

Harmony Information
Systems

In FY 2002 this project replaced the State-supplied VUWRS system with a COTS
package to enhance case management and client purchased service processing
for child and adult programs.

Human Services Workflow

In FY 2003 this project provided workflow system for the electronic management of
documents and data in Human Services agencies, and included the delivery of an
intranet based contract management application.

Human Services Decision
Support

In FY 2004 this project developed a data warehouse to eliminate duplicate data
from existing Human Services legacy systems. The system enabled efficient reporting
while securing client confidentiality. A reporting and analysis tool provided a user
interface to execute reports and queries against the data from management and
executive information. Completion date FY 2004.

Athletic Facilities Scheduling
System (AFSS)

AFSS provides Community and Recreation Services (CRS) streamlined and
automated processes for the scheduling of county and school athlefic facilities. The
system enhances public access to CRS services by providing on-line registration and
application processes. Project was complete in FY 2009.

Homeless Information
Systems

In FY 2007 this project implemented an automated system to track and monitor
the homeless population served by the County and the local Continuum of
Care. In compliance with a HUD mandate requiring all jurisdictions receiving
HUD grants fo track the use and effectiveness of service programs designed fo
assist the homeless population.

Harmony Web Enabling

This project transitioned Harmony users to a Web based application and eliminated
of various paper based process.

Human Services Cost
Allocation System

In FY 2007 this project implemented a system that ensures compliance with federal
and state cost allocation methodologies, data reporting, analysis, and security.
The system serves as the basis for claiming federal and state reimbursement for the
county’s eligible social service expenditures.

ITO003 Land Development System*

LDS net

LDSnet is a single repository of land development data designed as a search and
query tool. LDSnet allows update access as well as upgraded the application
software to comply with County standards and vendor support.

IT0004 Geographic Information Systems*

Fairfax County Master
Addressing System (MAR)

This project delivered a single standardized and cenfralized parcel address
database for all site parcel addresses (365,000+) in Fairfax County. It ensures valid
and complete address information that is a foundational requirement for efficient
and effective operations, and essential for effective operation of the new CAD/911
system. The MAR is the authoritative source of (sites) addresses in Fairfax County.
Project was substantially complete in FY 2008.
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Project Name and Number  Description

2G70-005-000 Tax and Revenue Modernization (IT0006)

This project successfully replaced the County’s legacy real estate mainframe system
with a commercial-off-the-shelf (COTS) product called Integrated Assessment
System (IAS). Implementation of IAS has allowed for a comprehensive overhaul of
many existing functions such as real estate administration, account maintenance,
assessment, exemptions and adjustments, accounts receivable, and billing. The core
system was completed in FY 2004.

Tax/Revenue Systems

This project replaced an unsupportable legacy cashiering system with a COTS
cashiering system for the receipfing and depositing of taxes and fees. The project
implemented a complete revenue collections solution that provides the functionality
required and is fechnically capable of accommodating legislative changes and
business operations.

Revenue Collection
Cashiering

This final project delivered a Fairfax County web hosting solution for the IASWorld/
iCare module, currently hosted externally. It eliminated the need to fransfer sensitive
Real Estate Information to an external vendor and provided iCare users and Fairfax
County taxpayers with a more recent view of Real Estate information.

Tax/Revenue Administration

ITO008 Library Projects*

This project enhanced the library system’s services by successfully implementing
Self-Check Out and Wireless | automated Self-Check Out at library circulation desks through out the library system
Public Access and providing wireless public access to on line information services and catalogues
at Fairfax County libraries. The projects were completed in FY 2007 and FY 2009.

ITO011 Document Management*

This project enabled the County Archives and Records Center to increase the
efficiency, effectiveness, and accuracy of public document fransfers, retrievals,
and disposals as mandated by the Code of Virginia and County of Fairfax Board of
Supervisors. Bar code/scanning technologies for County Archives and Records were
implemented. Work was completed in April 2004.

County Archives and
Records Center —
Automated Records Mgt.
System

This project improved the efficiency, effectiveness and accuracy of inmate records
management by eliminating fransfers to County archives and providing crifical
decision-making documents online. Imaging technology was used to benefit internal
and external users including bondsmen, lawyers, judges, magistrates and local law
enforcement agencies. Project was complete in FY 2004.

Document Mgt & Imaging —
Sheriff's Office

The EAPS project replaced the county’s decenfralized accounts payable processes
by implementing proven imaging, e-signature, and workflow technologies thus
improving infernal controls and analysis of the County’s accounts payable processes
and reducing reliance on paper infensive processes. All county agencies were
frained and fransitioned to EAPS invoice processing within the first quarter of FY 2010.

Electronic Accounts
Payable (EAPS)

2G70-013-000, 2G70-014-000 Health Department Information Systems (IT0015)

The core AVATAR project provided a cenfral database of information for
Health Department management needs of the Fairfax County Health Department. The system provides
Information System operational efficiencies as well as ensures compliance with privacy laws and County
regulations. The core project was complete in FY 2009.

The project implemented a COTS Laboratory Information System that upgraded
existing processes, enabled more efficient interaction with health care providers, and
avoided the escalating cost of contracted laboratory services.

Laboratory Information
System

@k& DEPARTMENT OF INFORMATION TECHNOLOGY
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Project Name and Number  Description

IT0024 Public Access Technologies*

Public Access Technology
— Kiosks

The multimedia kiosk was one of the key technologies in the e-government strategy
deployed by Fairfax County to assist cifizens with access to government information
and business fransactions in convenient location. The kiosk application known as the
Community Resident Information Services (CRIS) provided the public easy access
to applications running on the county’'s web site and IVR applications as well as
regional informatfion. Due to budget constraints and availability of more widely used
e-government channels and internet capabilities, the KIOSK program was retired in
FY 2010.

EAN Emergency Alert
Network

. This Project implemented a uniform payment process for constituents and
Electronic Payments . .
consolidated bill presentment and payment processes.
Successful  implementation of an Emergency Notfification and  Wireless

Communication System, Emergency Alert Network (also referred to as the Roam
Secure Alert Network) to alert the public about emergency events in Fairfax County.

2G70-016-000 Corresponden

ce Tracking and Management System (1T10022.9)

Correspondence Tracking
and Management System

This project provided enhanced communication between county staff, departments
and agencies. The system provides an integrated approach to service delivery
enabling users to link to other areas within the database, as well as extended outside
the 1Q system through scheduling scanned images, e-mail, fax, and incoming/
outgoing postal mail. The project enables agencies to automate business processes
and work flows, reduce duplication of effort, and share information. These benefits
are amplified by the delivery of a seamless constituent interface and enhance
customer service.

IT0025 Adult Detention Centel

r Infformation System (SIMS)*

Adult Detention Center
Information System

The Sheriff's Information Management system provides an integrated system
that reduces operational costs, improves infegration of criminal justice systems
and data, and enables improved decision making. The SIMS project offers
enhanced functionality for booking, prisoner classification, medical and forensic
programs, community corrections, court services and information needs. SIMS was
implemented in February 2008.

2G70-021-000 Circuit Court Technology (IT0039)

Circuit Court Technology

Past accomplishments include development and deployment of the Court's Land
Records Recording System, including document imaging; implementation of the
Court Public Access Network (CPAN) retrieval system, use of an aufomated jury
management system fo administer 45,000 potential jurors annually; deployment of
a case management system tfo control the administration of the Court’s judicial
case load; development and implementation of paperless probate processing;
development and implementation of a streamlined marriage license process which
utilizes scanners to import data from customers’ operator licenses; implementation of
electronic docketing display directing public to the assigned courtroom.
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Project Name and Number  Description

2G70-024-000 Human Resource Information Systems (IT0043)

Enhancements to the human resource operatfions include improved reporting
capabilities for agencies, and improved look and feel for a variety of functions
Human Resource like fime sheet, and on-line pay advice, and the implementation of a succession
Information Systems planning and knowledge management suite, and on-line benefits enhancement. As
of FY 2009 future progress in the human resource systems area will be incorporated in
the FOCUS project (IT-000001-001 (IT0079)).

IT0047 Upgrade Commodity/Service Codes*

This project replaced the County and Fairfax County Public School's (FCPS) outdated
and proprietary stock numbering system with an updated system used by Fairfax
County, FCPS and other government vendors. The new numbering system enabled the
merging of both the County's FCIN system and FCPS stock numbering system intfo one
application.

2G70-025-000 Fire and Rescue Incident Reporting and Records Management (1T0048)

Upgrade Commodity/
Service Codes

In FY 2009 the fransition from the web based Fire Records Management System
(FRMS) incident reporting system to the clienf\server FRMS incident reporting system
Fire Records Management and integration of the new incident reporting system with the new CAD system
was completed. This change in application platform better positioned the Fire and
Rescue Department to implement additional modules of the FRMS suite.

The ePCRS was implemented in FY 2008 with the deployment of a tablet based
computer system for all Fire and Rescue units. Pafient treatment information
is collected directly on the tablet computer while the crew members provide
emergency medical care. The patient information is linked via secure wireless service
to the Electronic Patient Care Reporting Servers for direct storage. The process is fully
HIPAA compliant and digitally capturing the patient information reduces the overall
fime required to complete the required reporting process through the elimination
of duplicate processes (paper and pen reporting) and provides more accurate
information for better record keeping.

Electronic Patient Care
Reporting System (ePCRS)

The FRD Incident Reporting And Records Management Project is part of the multi-
system, multi-phase initiative which successfully delivered a unified technology
platform across public safety agencies in Fairfax County. This project replaced the
legacy CAD system with a new, fully infegrated and interoperable Computer Aided
Dispatch system. The CAD system is integrated with the Fire Records Management
System (FRMS) and Electronic Patient Care Reporting System (ePCRS).

Incident Reporting and
Records Management
Systems (FRD)

2G70-026-000 Public Service Communications Replacement Project (IT0050)

In FY 2007 this project replaced the two-site radio network with a seven-site, 800 MHz
frunked analog radio system. The Public Service Communications System provides
two-way radio communications for all County non-public safety agencies as well as
the Fairfax County Public School Transportation Department (school buses), FASTRAN
and the Fairfax County Water Authority. The completed system provides adequate
call processing capacity and area coverage to more than 90 percent of the area
within the jurisdictional boundaries for Fairfax County and provides a fully independent
backup radio system for public service agencies.

Public Service
Communications
Replacement Project
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2G70-030-000 Fairfax Inspections Database Online (FIDO) (IT0055)

Fairfax Inspections
Database Online

The original FIDO project completed the replacement and consolidation of several
platform-specific land use management systems into a single enterprise solution that
supports land use permit issuance, inspection, and code enforcement operations.
FIDO also supports ninety different permits and land use complaint types as well as a
web portal to allow citizens and businesses to query the status of a permit applications
and code enforcement complaints.

2G70-034-000, 2G70-035-000

Courtroom Technologies Pilot and Wayfiding Project (IT0056)

Courtroom Technologies
Pilot and Wayfiding Project

In FY 2005 this project successfully developed a prototype courfroom as a guide
for future courthouse expansion and renovations to determine and assess future
courtroom technology needs and requirements of Fairfax County Courts. The project
identified court and courtroom technologies appropriate for the expansion and
technology operations of the courts. In FY 2011 this project completed the installation
of electronic docket displays in all three Fairfax County courts as well as public
information monitors strategically placed at the Information Desk at the main enfrance
to the Courthouse. Integratfion of the county's docket display system with Virginia
Supreme Court was also successfully completed in FY 2011.

IT0057 Community Policing*

Community Policing

Timely and accurate information flow is critical to a successful community policing
program. This project expanded that capability of officers to access e-mail and
prepare and present useful information to citizens.

IT0O059 Office of Children- Wireless Permitting*

OFC - Wireless Permitting

The project provided Child Care Specialists and Fire Department Inspectors with
wireless tablets for use during home visits, and enabled successful fransfer of inspection
information into the Office for Children information system.

2G70-038-000 IT Security Projects (IT0060)

Identity Management

The project implemented a standardized and centralized secure authentication and
authorization platform for access to web based system applications.

Security Monitoring and
Audit Control

The project implemented an enterprise security monitoring and audit control process
on an enterprise-wide initiative for access confrol and auditing on critical Windows
and UNIX operating systems platforms.

IT Security — Intrusion
Detection

The project implemented a modular network infrastructure for incorporation of the
necessary levels of security to be embedded in each specific functional area. Critical
Infernet Protocol data segments were outfitted with infrusion detectfion sensors to
ensure data integrity. This architecture mitigates security vulnerabilities, yet provide the
necessary flexibility to meet County business needs.
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Project Name and Number  Description

2G70-039-000 Police Records Management Projects (IT0062)

Evidence Tracking System

In FY 2006 the Evidence Tracking project enabled the cataloging, storage and
security of evidence collected by the Police Department (FCPD). The evidence
fracking system generates a barcode label for every item of evidence presented for
storage. Barcode readers can be used fo inventory the evidence to perform audits of
evidence management practices.

Police Records
Management System —
I/LEADS

The I/LEADS Project was part of the multi-system, multi-phase initiative which
successfully delivered a unified technology platform across public safety agencies
in Fairfax County ensuring a unified technology platform that seamlessly shares and
processes data across public safety functions and leverages available technologies. |/
LEADS increased the Police Department’s ability to prevent, respond to, manage, and
analyze situations that threaten the safety and property of citizens.

IT0063 Facilities Space Modernization*

Facilities Space
Modernization

This project successfully upgraded the County’s Conference Room Centfer and
meeting rooms with advanced and automated conferencing, A/V and meeting
capabilities. The project was completed in FY 2009.

IT0067 Stormwater Maintenance Management*

Stormwater Maintenance
Management

This project consolidated a number of standalone databases used for work-orders,
complaints, and infrastructure inventory into one integrated and streamlined
maintenance management system. The new system reduced operational costs,
enabled integration of agency data, and reduced reliance on paper intensive
manual processes while improving accuracy and better access fo information. This
project was completed in FY 2009.

IT0068 Home Occupation Permitting System*

Home Occupation
Permitting System

In FY 2007 this system provided increased efficiency for processing Home Occupation
Permits and enabled staff to access permits for more effective and efficient operations
and improved customer service.

IT0069 Integrated Housing Management*

Integrated Housing
Management

The housing and Community Development’s housing management system was
complete in FY 2010. The project redesigned and consolidated multiple systems and
databases, eliminated manual data entry and streamlined HCD requirements for
compliance with federal reporting requirements.

2G70-067-000 Court Scheduling System (IT0071)

Court Scheduling System

The Court Scheduling System (CSS) allows court administrators and the Police
department to coordinate traffic court dates in order to level out and evenly distribute
daily court dockets in the General District Court. CSS produces reports o help manage
and resolve scheduling issues between the Court and the Police Department.
Additional functionality was added to CSS to streamline officer court dates, and allow
the Fairfax County Police Department to enter criminal and juvenile cases court dates
info the system. By FY 2010 work was completed to enable court users to manage
court schedules for ticket writing groups external to Fairfax County. In FY 2011 the Court
Scheduling System successfully implemented an interface with the Supreme Court
of Virginia's Case Management System for District Courts which enables the court to
manage court dockets in real fime.
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2G70-042-000 Integrated Parcel Life Cycle System (UDIS) (IT0073)

In FY 2008 this project replaced the obsolete Urban Development Information System
(UDIS) and created a cross-functional data repository to better harness the value of
the land parcel information the County maintains and to make that information
more accessible across County agencies. This updated system satisfies an ongoing
requirement for the Council of Governments and County agencies.

Intfegrated Parcel Life
Cycle System

IT0074 Data Analysis Reporting Tool (DART)*

This project provided an integrated data warehouse for data from the County’s
legacy financial, procurement and payroll systems. The system provides enhanced
intfernal reporting capabilities. The DART project roll out was complete in March 2008.
The new FOCUS project will use DART to migrate data info the ERP system.

Data Analysis Reporting Tool

ITO076 Interactive Web Intake Program*

This project provides support for the interactive web-intake program at the
Interactive Web Intake Department of Housing and Community Development that provided the public
Program access to services 24/7, applications in mulfiple languages, eliminated manual
processes and redundant paperwork. The project was complete in FY 2010.

2G70-043-000 Courthouse Expansion Technology Project (IT0078)

This project completed the planning, design and implementation of modern
courtroom technologies for the new Fairffax County Courthouse. The Courtroom
Technology Management System successfully integrates modern courtroom
technologies into traditional courtroom activities. The systems provide for integrated
and electronic evidence presentations, video conferencing for arraignments and
Courthouse Expansion remote witness testimony, real time court recording, integrated assistive listening and
Technology Project interpretive system, as well as judges' confrol of courtroom technologies from the
bench. All high technology courtrooms include multiple flat screen monitors allowing
the judge, jury and gallery to view unobstructed presentations of evidence. In FY 2012
this initiafive has moved into an operational phase for maintaining and managing
complex courtroom technologies in the new courtrooms as well as continuing work on
renovation of twenty six existing courtrooms.

IT0080 Juvenile and Domestic Relations Court (JDRC) Residential Services Intake System (RSIS)*

In FY 2009 a new RSIS application using .NET and SQL technologies was developed and
implemented to meet current County standards in order to provide court staff easy
access to information contained in a database of residential placement information.

JDRC Residential Services
Intake System

IT0081 Housing Management Software Upgrade*

In FY 2009 this project updated existing Department of Housing and Community and
Development (HCD) software used for management of its portfolio of properties and
for financial reporting. The upgraded software is a full-featured, financial accounting
package that includes management and compliance tools for all federally funded
housing programs, as well as for commercial and tax credit properties.

Housing Management
Software Upgrade

2G70-044-000 Land Use Information Accessibility Initiative (IT0082)

Initiatives streamlined constituent access fo relevant land use information,
enhanced navigation and provide more intuitive and web-based visualization tools
for understanding the spatfial environment. These efforts exhibit Fairfax County's
commitment of make land use process and information more open, inclusive, and
citizen-oriented. These projects further enable citizens’ awareness of land use
information impacting their neighborhoods and facilitate citizen participation in the
process. Information on these systems is available 24/7 over the County's website.

Land Use Information
Accessibility Initiative
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Project Name and Number  Description

2G70-045-000 Public Safety Architecture Modernization — ICAD (IT0083)

The Public Safety Architecture Modernization project provides the underlying
infrastructure components and shared capabilities required for an integrated,
interoperable public safety system. This project also supports operational components
of a CAD and RMS including network infrastructure, and adopting standard
Geographic Information System (GIS) to meet public safety requirements. In
November 2009 implementation of a new ICAD system for Fairfax County public safety
agencies was successfully completed.

2G70-049-000 Loan Processing System Replacement (IT0085)

This project replaced HCD's twenty three year old Loan Processing System with a
COTS package that facilitates current loan processing and fracking needs, as well as
connectivity to the Department of Finance for reporting and compliance. Through the
years both the functionality and technology associated with the existing system have
become dated and the need for a more robust loan processing system has grown.
Implementing a current loan servicing system that ufilizes web technology to properly
account, service and report on the excess of $46 million in loans in the HCD portfolio
will allow for enhanced revenue and compliance with federally mandated HUD
programs.

2G70-051-000 Data Reporting Project - DFS (ITO089)

Public Safety Architecture
Modernization

Loan Processing System
Replacement

With the concurrence of all stakeholders, existing balances of $400,000 from this project
Data Reporting Project were reallocated to fund the newly established high priority Human Services Data
Repository Project (3G70-077-000). This project was not activated.

IT0087 ParkNet Security Upgrade*

This project replaced and upgraded the Park Authority's legacy IT hardware and
software and brought the systems into compliance with Payment Card Industry
Standards (PCl) and the County’s infrastructure standards. This initiative ensured
conformity with the county’s current IT infrastructure and security standards as well
as compliance with PCI mandates for accepting credit card payments over the
internet and IVR. This project was completed in FY 2011.

ParkNet Security Upgrade

2G70-038-000 Telecommunication Modernization Project

This project completed implementation of Fairfax County’s strategic goal of
providing Voice over IP services over the county’s fiber optic network — INET.
The strategy included a scalable architecture supporting a variety of county
Telecommunication sites and agency business requirements. The project successfully completed
Modernization Project implementation of a flexible enterprise class voice platform. The new voice platform
provides the foundation for wireless integration and incorporating a variety of smart
mobile devices. This enterprise class voice platform touches over 16,000 telephones,
fax machines, private lines and devices used by county employees.

IT-000001 Fairfax County Unified System - FOCUS (IT0079)

The software procurement was completed in the summer of 2009 with the purchase
of SAP software. The project began implementation activities in summer 2010; the
Fairfax County Unified financial management and procurement system (Phase 1A) went live in November
System — FOCUS 2011. Project Phase 1B (enhanced supplier management functionality completed in
FY 2013, and Phase 2 (county human capital management) went live June 2012 for
the first payroll run in FY 2013.

mk DEPARTMENT OF INFORMATION TECHNOLOGY
T A Quality and Innovative Information Technology Solutions



ADVERTISED FY 2016 IT PLAN SECTION 6 ¢ 9

Project Name and Number  Description

IT-000003 Data Loss Prevention

DLP provided the means to configure warnings and prevent users from copying
sensifive data to unauthorized CD/DVD's or USB drives, which in tfurn could then be
physically taken out of the control and protections of the county’'s endpoint
security solufions. The implementation of Data Loss Prevention resulted in reduced
compliance costs, auditing costs and the Total Cost of Ownership. This project was
completed in 2014,

IT-000004 Emergency Management Portal

Data Loss Prevention

This application was developed and implemented in house to allow first
responders in the field to report data about facility conditions, road closures and
other pertinent information to personnel at the EOC via a smart device,
Emergency Portal workstation or Mobile Computer Terminal (MCT). The data is collected in a highly
Management configurable database allowing the flexibility to adjust the data collected based
on changing conditions and requirements. Data is then structured in a way to
allow GIS to consume the data and graphically represent conditions on a map.
This project was completed in 2014.

*Depict project numbers in FAMIS whose numbers did not get transferred over to the new system (FOCUS)
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