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ITEMS OF INTEREST FOR ESF 15 
Save the Date 
Mark your calendars for Friday, Sept. 12, from 9-11 a.m. for the next meeting of the ESF 15 Business/Nonprofit 
Homeland Security Committee. The meeting will be held in conference rooms 9/10 of the Fairfax County 
Government Center, 12000 Government Center Parkway, Fairfax. Among the items on the agenda will be an open 
discussion of the committee, how often it should meet and suggestions for information sharing among emergency 
support function 15: external affairs. For more information, contact Merni Fitzgerald, chair of the committee, at 703-
324-3197, TTY 711, or by e-mail at mailto:merni.fitzgerald@fairfaxcounty.gov. 
 
DHS Marks 5th Annual National Preparedness Month This September 
The U.S. Department of Homeland Security reports that more than 1,200 national, regional, state and local businesses 
and organizations have pledged their support and joined the 2008 National Preparedness Month Coalition. Sponsored 
by the department’s Ready Campaign, National Preparedness Month helps to raise awareness and promote action by 
Americans, businesses, and communities on emergency preparedness. The Ready Campaign and Citizen Corps 
(http://www.citizencorps.gov) are specifically encouraging individuals across the nation to take important 
preparedness steps. These steps include: getting an emergency supply kit, making a family emergency plan, being 
informed about the different emergencies that may affect them, as well as taking the necessary steps to get trained 
and become engaged in community preparedness and response efforts. National Preparedness Month Coalition 
members have agreed to distribute emergency preparedness information and sponsor activities across the country that 
will promote emergency preparedness. Membership is open to all public and private sector organizations. Groups and 
individuals can register to become members by visiting Ready.gov and clicking on the National Preparedness Month 
banner. For more information on the Ready Campaign and National Preparedness Month, please visit 
http://www.ready.gov  or http://www..listo.gov. Information is also available by phone at 1-800-BE-READY or 1-
888-SE-LISTO.  
http://www.dhs.gov/xnews/releases/pr_1215023457413.shtm 
 
VOPEX 2008 
Evaluators from the Federal Emergency Management Agency praised the performance of state and local 
governments at 78 locations during the Virginia Operations Plan Exercise (VOPEX) with a simulated radiological 
emergency at the North Anna Power Station conducted July 22-23. VOPEX is conducted every year, alternating 
between the Surry and North Anna power stations, and tests the ability of the station and state and local governments 
to respond to an emergency. Participating localities included Fairfax County. Multi-day drills occur every six years to 
address response procedures beyond the 10 miles immediately surrounding the power station. This year’s scenario 
led to a General Emergency and an evacuation of surrounding areas. A total of 86 FEMA evaluators graded state and 
local emergency management officials on 561 separate criteria. FEMA’s preliminary comments identified no “Areas 
Requiring Corrective Action.” FEMA will release a final report later this year.  
Portions reprinted from the July 30, 2008 edition of the Virginia Department of Emergency Management e-mail 
newsletter “EM Update.”  
 
Mosquitoes Test Positive for West Nile Virus  
The Fairfax County Health Department announced this month two mosquito samples collected last week in Mason 
District tested positive for West Nile virus. These are the first positive mosquito samples identified this year in the 
county. “This is a reminder to residents that West Nile virus is still active in Fairfax County and now is the time for 
people to pay close attention to eliminating mosquito breeding areas around their neighborhoods,” said Gloria Addo-
Ayensu, M.D., M.P.H., health director. “Removing breeding sites by tipping and tossing standing water protects 
everyone and reduces the risk of infection for the whole community.” West Nile virus is spread to birds, humans, 
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horses and other mammals through the bite of infected mosquitoes. Most people bitten by a mosquito infected with 
West Nile virus do not get sick. Those that develop symptoms usually suffer a mild, flu-like illness. People over the 
age of 50 are at greatest risk of more severe illness, such as encephalitis (inflammation of the brain) or meningitis 
(inflammation of the lining of the brain and spinal cord). The Fairfax County Health Department’s Environmental 
Health staff are taking a proactive approach to combating West Nile virus by treating more than 35,000 storm drains 
three times a year with an environmentally friendly larvicide that inhibits mosquito breeding. Storm drain treatments 
are scheduled throughout the mosquito season, which typically runs from May until October. While these treatments 
will not eliminate all of the mosquitoes that carry the virus, the mosquito population will be reduced. The Health 
Department recommends the following tips for residents to reduce exposure to mosquitoes:  

 When spending time outdoors, use insect repellents containing the active ingredient DEET (up to 30 percent), 
picaridin, oil of lemon eucalyptus or IR-3535. Always use mosquito repellents according to label 
instructions. 

 Wear long, loose-fitting, light-colored clothing. 
 Turn over or remove containers in the yard where water collects, such as old tires, potted plant trays, buckets 

and toys. 
 Fill in root-ball holes from downed trees or any depression that holds water for more than a week. 
 Eliminate standing water on tarps, such as those that may be used to cover wood piles. 
 Clean out birdbaths and wading pools once a week. 
 Clean roof gutters. 
 Manage black corrugated drain pipes.  

For further information, residents may call the Health Department’s Disease Carrying Insect Program at 703-246-
2300, TTY 703-591-6435. 
http://www.fairfaxcounty.gov/fightthebite  
 
Virginia Fusion Center 
The Virginia Fusion Center was created to improve the Commonwealth of Virginia’s preparedness against terrorist 
attacks. The Center is essential to Virginia’s homeland security efforts and is the primary resource for exchanging 
critical information among local, state and national homeland security, law enforcement and intelligence agencies.  
Information regarding suspected terrorism activity or suspicious incidents should be reported to the toll-free 
Terrorism Hotline at 877- 4VA-TIPS (877- 482- 8477), or online at 
http://www.vsp.state.va.us/FusionCenter/Report_Suspicious_Activity.shtm 
Virginia Fusion Center: http://www.vsp.state.va.us/FusionCenter/index.shtm 
 
Northern Virginia Fire Chief Testifies Before Senate Committee Hearing 
Arlington County Fire Chief James H. Schwartz presented testimony on “Nuclear Terrorism: Providing Medical Care 
and Meeting Basic Needs in the Aftermath – the Federal Response” before the Senate Committee on Homeland 
Security and Governmental Affairs. His testimony was held in Washington, D.C. on June 26, 2008.  
http://hsgac.senate.gov/public/_files/062608Schwartz.pdf 
 
Passport Card Production 
The U.S. Department of State and the U.S. Department of Homeland Security (DHS) announced in late July that the 
new U.S. Passport Card is in full production and is now being distributed. The Passport Card is a convenient, wallet-
sized document for land and sea travel between the United States and Mexico, Canada, the Caribbean, and Bermuda. 
It is not valid for international travel by air. Beginning in June 2009, travelers will be required to present a single 
Western Hemisphere Travel Initiative-compliant document denoting both citizenship and identity when entering the 
United States through a land or sea border. More than 350,000 Americans pre-ordered the U.S. Passport Cards since 
the State Department began taking orders on Feb. 1. Over 7,600 cards have already been mailed to advance 
customers, and all pre-orders are expected to be filled by Sept. 30, 2008. After that initial distribution, the processing 
time for passport cards should be the same as for passport books – less than four weeks. Customers will be able to 
track the progress of their passport card application online beginning in mid-August. The passport card will facilitate 
the frequent travel of Americans living in border communities by utilizing a vicinity-read radio frequency 
identification (RFID) chip. With this technology, DHS’ U.S. Customs and Border Protection officers will be able to 
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access photographs and other biographical information stored in secure government databases before the traveler 
reaches the inspection booth so that inspection can be facilitated. For privacy protection, no personal information is 
stored on the electronic chip itself. The chip will have only a unique number pointing to a stored record contained in 
secure government databases. The Passport Card is available for $45 for first-time adult applicants and $35 for 
children under 16. Adults who currently have valid passports can apply for the passport card by mail for $20. 
Information on how to apply for a U.S. Passport Card or the traditional passport book is at http://travel.state.gov. 
http://www.dhs.gov/xnews/releases/pr_1216743005370.shtm 
 
Citizen Corps Partners With Community College Association 
More than 80 percent of police, fire and emergency medical technicians receive their credentials from community 
colleges. To help promote community emergency preparedness, disaster response training and volunteer service 
through these schools, Citizen Corps has formed a new partnership with the American Association of Community 
Colleges. AACC is the primary advocacy organization for the nation’s community colleges, representing nearly 
1,200 two-year institutions and more than 11 million students. AACC and Citizen Corps have agreed to: 

 Raise awareness at community colleges about disaster preparedness and response and volunteer services. 
 Promote participation of community college students and administrators on local Citizen Corps Councils to 

support community-based preparedness planning. 
 Assist in promoting education, training and exercises, and volunteer service opportunities that support first 

responders, disaster relief and community safety. 
 Coordinate respective national activities, including participation in National Preparedness Month.  

http://www.aacc.nche.edu/Content/ContentGroups/Headline_News/June_2008/fema_pr.pdf 
 
GAO Releases Two Reports About U.S. Disaster Preparedness  
On 11 June, the US Government Accountability Office (GAO) published two reports into disaster and emergency 
planning in the U.S. The reports are:  

 National Response Framework: FEMA Needs Policies and Procedures to Better Integrate Non-Federal 
Stakeholders in the Revision Process  

 Emergency Management: Observations on DHS’s Preparedness for Catastrophic Disasters. 
GAO’s summary of the two reports (verbatim) can be found online at:  
http://www.continuitycentral.com/news03984.htm 
The two reports can be found at http://www.gao.gov/new.items/d08768.pdf and 
http://www.gao.gov/new.items/d08868t.pdf. 
 
The Institute of Internal Auditors Publishes Business Continuity Management Guide 
The Florida based Institute of Internal Auditors (IAA) has published its latest Global Technology Audit Guide. This 
provides guidance on business continuity. “GTAG 10 - Business Continuity Management” is available both in print 
and as a downloadable PDF version.  The goal of the 46 page guide is to enable an organization to restore critical 
business processes after a disaster has been declared. The guide states that “BCM is a simple matter of risk 
management designed to create business continuity capabilities to match likely risks based on business value.” 
http://www.theiia.org/download.cfm?file=23210 
 
Virginia National Guard Emergency Response Force Now Active 
The Virginia National Guard has created a new special task force to respond during emergencies to chemical, 
biological, radiological, nuclear and explosive incidents. The CBRNE Enhanced Response Force, or CERF, consists 
of approximately 250 Virginia soldiers and airmen from several different units from across the state rather than one 
specific unit. The specially trained and equipped elements of the CERF are capable of searching an incident site that 
includes damaged and collapsed buildings, rescuing any casualties from rubble piles, decontaminating citizens 
injured in the attack, and performing triage and initial medical treatment. When requested by a locality through the 
Virginia Emergency Operations Center after the governor declares a state of emergency, the Virginia Guard’s Joint 
Operations Center will deploy CERF members to the incident site, where they will fall under control of the incident 
commander. The U.S. Congress authorized and funded Virginia’s CERF in 2006, to include full-time manning and 
equipment. The force was recently validated in a full-scale exercise June 26 involving 200 players. With the 
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validation, the CERF is ready to respond in the event of a crisis. The CERF can also respond to incidents outside of 
Virginia under the terms agreed to in the Emergency Mutual Aid Compact. There are 17 National Guard CERF units 
across the country. Additional information about the national CERF program is available at 
http://vko.va.ngb.army.mil/VirginiaGuard. 
Reprinted from the July 16, 2008 edition of the Virginia Department of Emergency Management e-mail newsletter 
“EM Update.” 
 
Improving Business Continuity Testing and Exercising 
Three surveys published recently seem to show that testing and exercising of business continuity and disaster 
recovery plans and strategies is generally a weak area: 

 A survey of 200 companies with between 250 and 999 employees by Vanson Bourne found that, of the 81 
percent of respondents stating that they had a business continuity plan, 50 percent had only partially tested 
plans and 18 percent had not tested any aspect of their plans.  

 A PricewaterhouseCoopers survey found that almost half of disaster recovery plans have not been tested in 
the last year.  

 According to the Chartered Management Institute’s 2008 business continuity survey, 33 percent of 
organizations with a business continuity plan still do not undertake any form of exercise to test their plan.   

Continuity Central asked various business continuity experts why it seems that many organizations neglect the area 
of testing and exercising and what individual organizations can do to improve. Each expert was asked the same three 
questions were asked and the various comments received in response are summarized at: 
http://www.continuitycentral.com/feature0596.html 
 
Social Media 
Who says the Internet is only for young people? At age 126, the American Red Cross loves the Internet. The Red 
Cross was one of the first nonprofits to establish a Web site and one of the first to accept online donations. Now, the 
Red Cross is becoming a leader in adopting social media.  
http://www.redcross.org/general/0,1082,0_345_,00.html 

PLANNING / PREPAREDNESS 
Current Threat Level – July 31, 2008  

 The United States government’s national threat level is Elevated, or Yellow.  
 The U.S. threat level is High, or Orange, for all domestic and international 

flights. Only small amounts of liquids, aerosols and gels are allowed in carry-
on baggage. See the Transportation Security Administration (TSA) Web site 
(http://www.tsa.gov) for up-to-date information on items permitted and prohibited on airlines.  

 Virginia Threat Level:   
 
Under an elevated threat lever, businesses should: 

 Continue all precautions from lower Threat Conditions.  
 Announce Threat Condition ELEVATED to employees.  
 Review vulnerability and threat assessments and revise as needed.  
 Identify and monitor governmental information sharing sources for warnings and alerts.  
 Update and test call down list for emergency response teams and key employees.  
 Review and coordinate and update mutual aid agreements with other critical facilities and government 

agencies.  
 Establish and monitor active and passive security measures.  
 Review employee training on security precautions (bomb threat procedures, reporting suspicious 

packages, activities and people).  
 Conduct communications checks to ensure radio contact can be established.  

We are mindful of the recent tapes and propaganda messages allegedly from Al Qaeda regarding increased attacks. 
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At this time there is no credible information warning of an imminent, specific threat to the homeland. All Americans 
should continue to be vigilant, take notice of their surroundings, and report suspicious items or activities to local 
authorities immediately. Everyone should establish an emergency preparedness kit and an emergency plan for 
themselves and their family, and stay informed about what to do during an emergency. 
http://www.dhs.gov/xinfoshare/programs/Copy_of_press_release_0046.shtm 
http://vaemergency.com/ 
 
DHS Awards $1.8 Billion in Preparedness Grants 
On Friday, July 25, the Department of Homeland Security announced approximately $1.8 billion in grants to bolster 
state, urban area and tribal government efforts to improve the nation’s readiness, response and recovery capabilities 
for both natural and man-made emergencies. The department will award approximately $3 billion in Fiscal Year 
2008, and has provided roughly $25 billion in grants since Fiscal Year 2002 to state, local, and tribal governments, as 
well as non-profit organizations. The grant awards announced include: 

 Homeland Security Grant Program (HSGP) – $1.69 billion. HSGP is comprised of four programs: 
o State Homeland Security Program (SHSP) – $861.3 million to enhance state, territorial and local 

capabilities through planning, equipment, training and exercise activities. States must dedicate at 
least 25 percent of SHSP funds to law enforcement terrorism prevention activities. This includes 
planning, organization, equipment, and training and exercise activities. 

o Urban Areas Security Initiative (UASI) – $781.6 million to build capabilities in high-threat, high-
density urban areas across the country. The seven highest risk urban areas will receive a combined 
total of $429.9 million, and 53 high-risk urban areas will receive a total of $351.7 million. 

o Metropolitan Medical Response System Program (MMRS) – $39.8 million is divided evenly among 
124 MMRS jurisdictions to enhance mass casualty preparedness and response capabilities. 

o Citizen Corps Program (CCP) – $14.5 million to states and territories to engage citizens in 
community preparedness.  

 State Homeland Security Program Tribal (SHSP Tribal) – $1.6 million will go to 12 tribes to build 
preparedness and response capabilities, and implement homeland security plans. This program provides 
supplemental funding directly to eligible tribes, pursuant to the Implementing Recommendations of the 9/11 
Act of 2007. 

 Operation Stonegarden Grants (OPSG) – $60 million to land border states to enhance law enforcement 
border security operations. Dedicated OPSG funds will be provided, for the first time, to states on the 
northern border. 

 Regional Catastrophic Preparedness Grant Program (RCPGP) – $60 million to bolster catastrophic incident 
preparedness in designated UASI jurisdictions. Ten urban areas are receiving awards. 

 Nonprofit Security Grant Program (NSGP) – $15 million to support target-hardening activities at 232 
nonprofit organizations at high risk of an international terrorist attack. 

These five grant programs support objectives outlined in the National Preparedness Guidelines, the National Incident 
Management System, the National Response Framework, and the National Infrastructure Protection Plan. 
http://www.dhs.gov/xnews/releases/pr_1216997045027.shtm 
 
Homeland Security Grants Awarded to the National Capital Region 
Homeland security officials said the National Capital Region will receive $59.8 million in federal homeland security 
funds from the Urban Area Initiative Program (UASI) for fiscal year 2008 by the U.S. Department of Homeland 
Security. This year the region had requested $95.5 million in UASI funds based on needs identified by its strategic 
plan and risk assessments. Officials also noted that the region will get $11.5 million from the Regional Catastrophic 
Preparedness Grant Program. This is the first year that catastrophic preparedness grants were offered by the 
Department of Homeland Security. These grants are intended to help high-risk urban areas plan for catastrophic 
emergencies like the detonation of a nuclear bomb. The region will work with Delaware, Pennsylvania and West 
Virginia on planning projects related to transportation; mass care; public education and awareness; behavioral 
analysis; resource management and logistics; and modeling and simulation. As in the past, this year’s UASI funds 
will be used to improve the region’s readiness for disasters. The funds will be focused in five key areas: law 
enforcement; improvised explosive device prevention and protection; preparedness planning; health and medical 
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readiness; and community preparedness and response. In particular, these funds will be used to strengthen the 
region’s capacity to provide medical treatment in the event of a major emergency. Later this summer, officials will 
announce the specific projects to be funded. The National Capital Region — which is comprised of 11 local 
jurisdictions, two states and the District of Columbia — prepares for disasters collaboratively. This unique regional 
structure, in the area that is home to the nation’s capital with the associated elevated risks, requires an equally 
complex system to determine how to best and most equitably allocate scarce resources such as UASI funds. 
http://tinyurl.com/5cl43t  
 
Individuals May Be Able to Salvage Valuable Flood-Damaged Items 
“Even though valuable photographs and family heirlooms have been damaged by June storms, they can sometimes be 
saved if certain procedures are followed,” says Federal Coordinating Officer Dolph Diemont, Federal Emergency 
Management Agency (FEMA). The federal coordinating officer is appointed by the president to lead the federal 
portion of the federal/state disaster response and recovery efforts. Photographs may be the only record of special 
occasions such as weddings, birthdays and graduations. Damaged photographs for which there are no negatives 
available should receive attention first. Once photographs have stuck together or become moldy, saving them may 
not be possible. 

 Washing photos: Handle all wet photos carefully as the surfaces may be fragile. Wet photos may be washed 
and rinsed in clean water (if necessary), but be careful not to touch the surfaces. Handle only the edges. Dry 
them face up in a single layer on a clean surface, such as a table, window screen or clean plastic.  

 Avoid drying the photos in direct sunlight as splitting, warping or fading of the photos could happen. 
Photographs may curl during drying, but they can be flattened later. 

 Freezing photos: If a freezer is available, freeze the photos immediately after rinsing them. Seal several 
photos at a time in plastic bags with a tie or a Zip-Lock type plastic bag. If possible, place wax paper between 
each individual photo to prevent sticking. Later, photos may be separated and air-dried. 

 Drying photos: The key to drying photos is air circulation. Electric fans, when used safely, can significantly 
aid in the drying and preservation of your important memories. And remember: if floodwaters did not 
damage the negatives, you can make additional prints anytime 

Additional Tips for Recovering Other Water-Damaged Valuables: 
 If the object is still wet, rinse with clear, clean water or a fine hose spray. Clean off dry silt and debris with a 

soft brush or dab with a damp cloth. Be careful not to grind debris into the object.  
 Air-dry objects indoors if possible. Sunlight and heat may dry certain materials too quickly, causing splits, 

warping and buckling.  
 Inhibit the growth of mold and mildew by reducing the level of humidity. Increase airflow with fans, open 

windows, air conditioners and dehumidifiers.  
 Remove heavy deposits of mold growth from walls, baseboards, floors and other household surfaces with 

commercially available disinfectants. Avoid using disinfectants on historic wallpapers.  
 If objects are broken or begin to fall apart, place all broken pieces, bits of veneer and detached parts in 

clearly labeled open containers. Do not attempt to repair objects until completely dry or, in the case of 
important materials, until you have consulted with a professional conservator.  

 Documents, books, photographs, and works of art on paper may be extremely fragile when wet; be careful 
when handling them. Free the edges of prints and paper objects in mats and frames, if possible. These should 
be allowed to air dry. Soaked books and papers should also be air dried, or may be kept in a refrigerator or 
freezer until a professional conservator can treat them. Textiles, leather, and other “organic” materials will 
also be severely affected by exposure to water and should be allowed to air dry.  

 Remove wet paintings from the frame but not from the stretcher. Air dry, face up, away from direct sunlight.  
 Furniture finishes and painting surfaces may develop a white haze or bloom from contact with water and 

humidity. These problems do not require immediate attention. Consult a professional conservator for 
treatment.  

 Rinse metal objects exposed to flood waters, mud, or silt with clear water and dry immediately with a clean, 
soft cloth. Allow heavy mud deposits on large metal objects, such as sculpture, to dry. Caked mud can be 
removed later. Consult a professional conservator for further treatment.  

Because the information given is general, the American Institute for Conservation of Historic and Artistic Works 
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(AIC), the National Institute for the Conservation of Cultural Property and FEMA strongly recommend that 
professional conservators be consulted regarding the appropriate method of treatment for historic objects. 
Professional conservators may be contacted through the AIC Web site: http://aic.stanford.edu. 
http://www.fema.gov/news/newsrelease.fema?id=44346 
 
FEMA and Virginia Emergency Management Officials Encourage Personal Preparedness This Storm Season 
While the federal government takes steps to prepare for this hurricane season, we encourage individuals to do the 
same. Personal preparedness can reduce the risk of storm dangers during and immediately after a storm. “We know 
the worst of the hurricane season is still ahead of us,” said Michael Cline, state coordinator of the Virginia 
Department of Emergency Management. “The good news is that there is plenty of time to get ready, and all 
Virginians should do so now. Whether you live inland or near the coast, everyone should be aware of the risk and 
plan accordingly.” It does not take a major hurricane to cause problems in Virginia. Recent years have brought 
tropical storms that haven’t reached hurricane force, yet they have caused many deaths and extensive damage both on 
the coast and inland. Here are a few preparedness tips that should be considered:  

 Have an emergency supply kit for your home: An emergency supply kit includes, among other things, 
essential items to last at least three days, such as a battery-powered radio, food and water, flashlights, a first 
aid kit, medications and extra batteries. Stock up on non-perishable food and water to sustain you and your 
family for up to three days or longer. Ensure you have important papers (e.g. insurance, identification), first 
aid kit, a supply of prescription medicines and other specialty items in your preparedness kit. In addition, 
plan to have an emergency kit for your car in case you need to evacuate. While creating a disaster kit, pet 
owners should remember to pack the necessary items for their pets. You can find more information on 
preparing your disaster kit at: http://www.ready.gov/america/getakit/index.html. 

 Create an emergency plan: Know what to do if you have to evacuate. Make sure you know how to contact 
members of your family and have an emergency contact number for someone out of state who knows where 
you are in the event of an emergency. Make sure your pet is included in your emergency plan. You may want 
to offer assistance to an elderly or disabled family member or neighbor that may be alone and may need your 
help during an emergency. Make your plans ahead of time and practice them. An effective plan involves 
discussing the hazards and threats for your area and what you would do during an actual emergency.  

 Be informed: Know evacuation routes and listen to local authorities when asked to evacuate. Everyone 
should know their risks. Before, during and after a disaster, it is important to listen for the most local, up-to-
date information from emergency officials. Local media will give details about evacuation orders, how to 
safely stay where you are and when the emergency has passed. Whether you live in a coastal community or 
inland, speak with your insurance agent now about flood insurance and review your home owner’s policy. 
Every state and territory is at risk for flooding and homeowners insurance does not cover flood damage. 
Flood insurance is a cost-effective way to financially prepare for floods. To learn more about your risk and 
flood insurance, visit http://www.floodsmart.gov. 

The National Oceanic and Atmospheric Administration’s Climate Prediction Center forecast calls for a 65 percent 
chance of an above-normal season. It indicates a 60 to 70 percent chance of 12 to 16 named storms, including six to 
nine hurricanes and two to five major hurricanes. For more preparedness tips, hurricane history and information 
about tropical storm classifications, visit VDEM’s Web site at http://www.ReadyVirginia.gov and at 
http://www.ListoVirginia.gov. People should have disaster plans and be ready to vacate their residence when advised 
by local authorities. To stay informed during a storm, keep a battery-powered radio for weather and evacuation 
information should you experience a power outage and have extra batteries on hand.  
http://www.fema.gov/news/newsrelease.fema?id=44917 
 
Homeland Security Experts Expect Disaster or Attack Within Next Four Years 
A new survey by Book Hill Partners and the Homeland Defense Journal has found that 83 percent of homeland 
security experts believe there will be a disaster or a terrorist attack within the next four years. In an article on the 
American Chronicle Web site, Jim Kouri says the findings come on the heels of a poll by the National Association of 
Chiefs of Police which found that almost 87 percent of the nation’s police commanders and security directors expect 
a catastrophic terrorist incident within the continental United States. Kouri says the first survey is an attempt to help 
set the priorities for homeland security as the next president and the next Congress take office early next year. The 
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survey also found that 58 percent of respondents said the most probable scenario for a major disaster was a natural 
disaster. As for the future of the Department of Homeland Security, 54 percent said it should be maintained but 
reorganized; roughly 30 percent said the agency should be unchanged; and almost 15 percent said the agency should 
be split up. 
http://www.americanchronicle.com/articles/68036 
 
Amateur Radio Communications Agreement Signed 
VDEM and the Virginia Section Amateur Radio Emergency Service have signed an agreement that will allow all 
registered members of VA-ARES to operate under Virginia’s Radio Amateur Civil Emergency Service plan as 
registered RACES members. This agreement enhances the working relationship between the Commonwealth and 
VA-ARES that has developed over the years in providing emergency amateur radio communication resources during 
disasters and emergencies. In addition, this agreement recognizes any licensed amateur radio operator registered with 
their local jurisdiction, regardless of affiliation, as a RACES member. VA-ARES is a volunteer organization of 
amateur radio operators who train to provide communications during emergencies. RACES is a program endorsed by 
the Federal Communications Committee to allow amateur radio operators licensed through the FCC to provide 
essential communications between state and local governments during emergencies. RACES is mandated by the 
Commonwealth’s Emergency Operations Plan to provide communication between the Virginia Emergency 
Operations Center and local emergency operation centers in accordance with the Federal Communication 
Commission Rules and Regulations and the RACES Communications Plan. For more information about amateur 
radio operations at VDEM, contact VDEM Amateur Radio Liaison Terry Hebert at terry.hebert@vdem.virginia.gov 
or at 804-371-4507. 
Reprinted from the July 16, 2008 edition of the Virginia Department of Emergency Management e-mail newsletter 
“EM Update.”  
 
Succession Management Research Highlights its Vital Role in Business Survival 
A ten year follow-up research program, examining the impact of succession management on organizational success, 
has identified proactive succession management as a key factor in shaping corporate survival and success. But it has 
also indicated that many organizations may be approaching succession management in the wrong way, implementing 
practices and processes that are failing to hit the mark. The research program was conducted by management 
consultancy, AM Azure Consulting. http://www.continuitycentral.com/news03966.htm 
The full analysis of this research can be downloaded at: 
http://www.continuitycentral.com/TenYearsOnSuccessionManagementOrganisationalSuccess.pdf 
 
Terrorism Fears Fading, Poll Says 
The battle over the best approach to homeland security is just beginning for Senators John McCain and 
Barack Obama, but a new poll says American’s just aren’t as concerned about terrorism as they once 
were. CNN’s Alan Silverleib reported that, according to a CNN/Opinion Research Corporation Survey, 
concern over terrorism has hit an all-time low for the post-9/11 era. The poll found that only 35 percent 
of Americans believe a terrorist attack is likely somewhere in the US over the next few weeks. 
“Between 2002 and 2006, summertime polls typically showed that a majority of Americans believed 
that a terrorist attack was likely,” Silverleib says. “Last summer, that figure dropped to 41 percent. This 
summer, it dropped another six points.”  
http://politicalticker.blogs.cnn.com/2008/07/02/terrorism-concerns-hit-new-low-in-cnn-poll/ 
 
Seven Signs of Terrorism  
Certain activities, especially those at or near sensitive facilities, including government, military or other high profile 
sites or places where large numbers of people congregate, may indicate terrorist planning phases. Suspicious 
activities of interest that should be reported to law enforcement are commonly referred to as the “Seven Signs of 
Terrorism.” 

 Surveillance: Recording or monitoring activities. May include drawing diagrams, note taking, use of 
cameras, binoculars or other vision-enhancing devices or possessing floor plans or blueprints of key 
facilities. 
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 Elicitation: Attempts to obtain operation, security and personnel-related information regarding a key facility. 
May be made by mail, fax, e-mail, telephone or in person. 

 Tests of Security: Attempts to measure reaction times to security breaches or to penetrate physical security 
barriers or procedures in order to assess strengths and weaknesses. 

 Acquiring Supplies: Attempts to improperly acquire items that could be used in a terrorist act. May include 
the acquisition of explosives, weapons, harmful chemicals, flight manuals, law enforcement or military 
equipment, uniforms, identification badges or the equipment to manufacture false identification. 

 Suspicious Persons: Someone who does not appear to belong in a workplace, neighborhood or business 
establishment due to their behavior, including unusual questions or statements they make. 

 Dry Runs/Trial Runs: Behavior that appears to be preparation for a terrorist act without actually committing 
the act. Activity could include mapping out routes and determining the timing of traffic lights and flow. 

 Deploying Assets: Placing people, equipment and supplies into position to commit the act. This is the last 
opportunity to alert authorities before the terrorist act occurs.  

For more information, visit the Virginia Fusion Center at http://www.vsp.state.va.us/FusionCenter/index.shtm. 
Report suspected terrorism to the toll-free Terrorism Hotline at 877- 4VA-TIPS (877- 482- 8477), or online at 
http://www.vsp.state.va.us/FusionCenter/Report_Suspicious_Activity.shtm. 
 
New Approach to CERT Training in Fairfax County 
Fairfax County’s Community Emergency Response Team (CERT) program is introducing a new tiered approach to 
training citizen responders. Instructors will offer the current course at three levels that build upon each other.  

 CERT is the original Federal Emergency Management Agency course.  
 CERT Level 2 is the original FEMA course with additional hands-on training and applications of learned 

skills, which Fairfax County CERT has taught for the past five years.  
 CERT Level 3 will offer added training for CERT Level 2 members to integrate them into existing county 

incident command structures.  
Fairfax County Fire and Rescue instructors and other county agencies will lead the course, which will require a 
member background check and written and practical examinations. Upon successful completion, CERT Level 3 
members will be provided accountability credentials and join the county call-out system, a plan that is currently 
under development. More information about Fairfax County CERT is available at 
http://www.fairfaxcountycert.blogspot.com. 
 
States Are Planning for Medical Surge, Says GAO Report 
According to a report released this month by the General Accounting Office, following a mass casualty event that 
could involve thousands, or even tens of thousands, of injured or ill victims, health care systems would need the 
ability to “surge,” that is, to adequately care for a large number of patients or patients with unusual medical needs.  
Based on a review of state emergency preparedness documents and interviews with 20 state emergency preparedness 
officials, GAO found that many states had made efforts related to three of the key components of medical surge, but 
fewer have implemented the fourth. More than half of the 50 states had met or were close to meeting the criteria for 
the five medical-surge-related sentinel indicators for hospital capacity reported in the Hospital Preparedness 
Program’s 2006 midyear progress reports. For example, 37 states reported that they could add 500 beds per million 
population within 24 hours of a mass casualty event. In a 20-state review, GAO found that: 

 All 20 were developing bed reporting systems and most were coordinating with military and veteran’s 
hospitals to expand hospital capacity. 

 18 were selecting various facilities for alternate care sites. 
 15 had begun electronic registering of medical volunteers. 
 Fewer of the states—7 of the 20—were planning for altered standards of medical care to be used in response 

to a mass casualty event.  
For the complete report: http://www.gao.gov/new.items/d08668.pdf 
 
New Commonwealth Critical Infrastructure Protection Plan 
Virginia’s Critical Infrastructure Protection and Resiliency Strategic Plan (also known as the “Virginia Plan”) 
became effective June 30. The focus of the plan is to define the Commonwealth’s strategy to protect critical 
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infrastructure and key resources so that essential state services and economic functions continue during a terrorist 
attack, a natural disaster or other type of significant incident. The plan adheres to the National Infrastructure 
Protection Plan, ensuring that federal funding and resources are used effectively to mitigate the impacts of these 
emergencies. The Office of Commonwealth Preparedness will work with local, state and federal officials and the 
private sector to coordinate the strategy and supporting plans. The plan is available on OCP’s Web site: 
http://www.ocp.virginia.gov/Initiatives/documents/VA_Plan.pdf. 
Portions reprinted from the July 30, 2008 edition of the Virginia Department of Emergency Management e-mail 
newsletter “EM Update.”  

MEDIA ARTICLES OF INTEREST 
Virginia Outsourcing Improves Disaster Recovery, Officials Say  
According to a Government Technology article, a new back-up data center will help strengthen business continuity. 
Eyes are peeled on the progress of Virginia's extensive outsourcing of IT to Northrop Grumman. The state recently 
boasted success with the partnership's first disaster-recovery test. The commonwealth managed to restore “mission-
critical” IT functions within 24 hours, compared to the roughly 72 hours it took previously. 
http://tinyurl.com/45mfht 
 
Maryland Governor Pushes for Statewide Communication System 
In an attempt to better organize both state and local emergency response, Maryland Governor Martin O’Malley has 
unveiled the state’s ambitious plan to build a single communications network for first response. The Associated Press 
reports that the system will take five to eight years to construct. It will eventually involve building five towers and 
two fiber optic connectivity projects and connecting 911 centers and hospitals statewide. O’Malley estimates the 
price could be between $400 million and $1 billion, with the money coming from federal, state and local sources over 
at least several years. While the overall project will take years, Maryland Transportation Authority Police, the 
Maryland State Police and the SHA will be the first agencies linked into the new system. 
http://www.examiner.com/a-1481924~Md__gov__pushes_for_statewide_communication_system.html 
http://tinyurl.com/63ykft  
 
Analysis: U.S. Military to Patrol Internet 
The U.S. military is looking for a contractor to patrol cyberspace, watching for warning signs of forthcoming terrorist 
attacks or other hostile activity on the Web. In a recent solicitation posted on the Web, the command said it was 
looking for a contractor to provide “Internet awareness services” to support “force protection” – the term of art for 
the security of U.S. military installations and personnel. “The purpose of the services will be to identify and assess 
stated and implied threat, antipathy, unrest and other contextual data relating to selected Internet domains,” says the 
solicitation. 
http://www.upi.com 
 
Phishing Attacks Becoming More Sophisticated 
Hostile code attached to e-mail messages is one of the most significant cybersecurity problems federal agencies face 
today, says an industry analyst and former FBI investigator. “It’s getting scarier and scarier and scarier,” said 
Michael Gibbons, principal of security and privacy services at Deloitte and former chief of computer crime 
investigations. “It’s not a case of Chicken Little, ‘The sky is falling.’ The sky is actually falling [and] it’s just a 
matter of when a piece is going to hit you on the head.” Long recognized as a serious problem, phishing attacks send 
messages masquerading as notices from legitimate organizations or persons to computer users, with the expectation 
that they will click on a link and enter personal information, such as bank account numbers or passwords. 
http://www.nextgov.com/nextgov/ng_20080625_6504.php 
 
Study: Four in Five Business PCs Not Fully Secured 
Security firm Sophos ran a 40-day test of visiting computers from corporate users, and the results aren’t pretty. Four 
in five of the machines checked were lacking in at least one area of security. The Sophos Endpoint Assessment Test 
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scans were voluntary and only applied to people visiting from a corporate site, as Sophos’ specialty is business 
protection, not consumer security. The scan covered three areas: current patch levels, firewalls and up-to-date 
security software. They found 81 percent of the 580 computers checked were lacking some key security component; 
either they didn’t have all of the patches issued by Microsoft, the firewall was disabled, or the antivirus software was 
out of date or disabled. 
http://tinyurl.com/56c3np 
 
10,000th MRAP Delivered To DoD  
The rapid response by the Department of Defense to protect the warfighters reached a major milestone this month 
when the 10,000th Mine Resistant Ambush Protected (MRAP) vehicle rolled off the assembly line and into 
government hands. In February 2008 the MRAP program office, headed by Marine Corps Systems Command, 
recorded its 5,000th MRAP vehicle acceptance. That milestone was reached less than a year after the Secretary of 
Defense Robert Gates made MRAPs the DoD’s top acquisition priority. Since then, the program has advanced at 
near-unprecedented speed, doubling production of the life-saving vehicle in just over four months. Within weeks this 
10,000th truck, which is built to help withstand close-up impact of an improvised explosive device while protecting 
people inside, will join its predecessors on the front lines in Iraq and Afghanistan. Marine Corps Systems Command 
in Quantico, Va., is the designated joint program office and manages the overall program for DoD.  Before being 
shipped overseas, the MRAP will be installed with weapons, radios and other equipment by the Space and Naval 
Warfare Systems Command center at Charleston, S.C. From that point U.S. Transportation Command takes over and 
moves the vehicles by air and sea to the combat zone. The final contract order for MRAP vehicles is expected later in 
the summer, bringing the overall total more than 15,000 vehicles in the current build-up. 
http://www.defenselink.mil//releases/release.aspx?releaseid=12040 
 
Vacuum Packaging for Long Term Document Storage Assurance 
Documents that are vacuum packed are safe from damp, flood, mould spores, insects and prying eyes. In addition, 
reduced volume means reduced storage space costs. According to Chris McCormack, managing director of Space 
Vac, “Long term safe document storage is a serious business issue. There is a statutory requirement in the UK to keep 
company accounts for a minimum of six years. Personnel records, contracts, leases and patents may need to be kept 
far longer. Experts suggest health and safety records and other documents related to public liability may need to be 
kept for up to 40 years.” Unprotected documents in storage can deteriorate due to damp, mould, exposure to light and 
insect attack. Floods and smoke damage are less likely, but are equally destructive forces. Moreover, loose 
documents, perhaps just in cardboard storage boxes, are easily open to prying eyes. 
http://www.continuitycentral.com/news04029.htm 
www.spacevac.co.uk 
 
Report Bashes Feds Sloppy E-mail Management  
A new report from the Government Accountability Office is bashing the e-mail management policies of federal 
agencies, saying there is “little assurance that [federal] agencies are effectively managing records, including e-mail 
records, throughout their life cycle.” In an article on the Yahoo News Web site, Richard Martin says the GAO report, 
“Federal Records: National Archives and Selected Agencies Need to Strengthen E-Mail Management,” criticizes the 
digital-records and cyber-security policies at five government agencies including Department of Homeland Security.  
http://news.yahoo.com/s/cmp/20080717/tc_cmp/209100457 
 
GAO: Most Sensitive Data on Gov Laptops Still Unencrypted  
Only 30 percent of sensitive information stored on U.S. government laptops and mobile devices, including the 
personal information of US residents, was encrypted a year ago, despite a series of data breaches at government 
agencies in recent years, according to an auditor’s report. The report, by the US Government Accountability Office, 
found that 70 percent of sensitive information held on laptops and mobile devices at 24 major U.S. agencies was 
unencrypted as of last September. The GAO report defined several types of data as sensitive, including personal 
medical records, other personal information, law enforcement data and records essential for homeland security.  
http://tinyurl.com/5achxe 
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U.S. Headed for ‘Heightened Alert’ Status 
Government officials have been quietly stepping up counterterror efforts out of a growing concern that Al Qaeda or 
similar organizations might try to capitalize on the spate of extremely high-profile events in the coming months, 
sources tell ABC News. Security experts point to the Olympics as evidence that high-profile events attract threats of 
terrorism, like the one issued recently by a Chinese Muslim minority group that warned of its intent to attack the 
Games. Anti-terror officials in the U.S. cite this summer and fall’s lineup of two major political parties’ conventions, 
November’s general election and months of transition into a new presidential administration as cause for heightened 
awareness and action. This is what the Department of Homeland Security is quietly declaring a “Period of 
Heightened Alert,” or POHA, a time frame when terrorists may have more incentive to attack.  
http://www.abcnews.go.com/TheLaw/story?id=5420514&page=1  

PANDEMIC FLU 
Fairfax County Pandemic Flu Preparedness 
Be sure to visit the county’s pandemic flu Web page for information on 
upcoming events and other preparedness news. 
http://www.fairfaxcounty.gov/emergency/pandemicflu/ 
 
HHS and DHS Announce Guidance on Vaccination Allocation 
The U.S. Departments of Health and Human Services (HHS) and Homeland 
Security (DHS) released guidance on allocating and targeting pandemic influenza vaccine. The guidance provides a 
planning framework to help state, tribal, local and community leaders ensure that vaccine allocation and use will 
reduce the impact of a pandemic on public health and minimize disruption to society and the economy. As part of 
developing the guidance, HHS held day-long public engagement and stakeholder meetings throughout the country 
and received more than 200 written public comments on the goals and objectives of pandemic vaccination. In all the 
meetings, stakeholders and the public identified the same four vaccination program objectives as the most important: 

 Protect persons critical to the pandemic response and who provide care for persons with pandemic illness. 
 Protect persons who provide essential community services. 
 Protect persons who are at high risk of infection because of their occupation. 
 Protect children.  

The guidance is also firmly rooted in the most up-to-date scientific information available and directly considers the 
values of our society and the ethical issues involved in planning a phased approach to pandemic vaccination. 
The ultimate goal of the pandemic vaccination program is to vaccinate every person in the United States who wants 
to be vaccinated. Because pandemic vaccine cannot be made fast enough for everyone to be vaccinated at once, 
federal, state, local and tribal governments, communities, and the private sector can use the guidance to decide who 
should be vaccinated during this early stage to best protect people and communities. The guidance’s vaccination 
structure defines four broad target groups: people who 1) maintain homeland and national security, 2) provide health 
care and community support services, 3) maintain critical infrastructure and 4) are in the general population. 
Everyone in the United States is included in at least one vaccination target group. People who are not included in any 
occupational group would be vaccinated as part of the general population based on their age and health status. 
While vaccines are an important resource in a pandemic, vaccination will only be one of several tools to fight the 
spread of influenza if and when a pandemic emerges. Other tools include community public health measures, 
antiviral medications, facemasks and respirators, washing hands, and covering coughs and sneezes. 
http://www.dhs.gov/xnews/releases/pr_1216831362171.shtm 
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GenVec Receives Continued Funding from DHS 
GenVec Inc., Gaithersburg, Md., a biopharmaceutical company, has announced that the U.S. Department of 
Homeland Security has executed the second option period under a three-year agreement with GenVec to support the 
development of vaccines for the prevention of foot-and-mouth disease (FMD). GenVec will receive up to $6.6 
million to complete development activities under the option period. This funding increases the total value of 
GenVec’s three-year agreement with the DHS from $17.5 million to $18.2 million. Under the agreement, the DHS is 
responsible for conducting animal studies at the Plum Island Animal Disease Center; GenVec is responsible for the 
development, production and regulatory approval of the vaccine.  
http://hstoday.us/index.php?option=com_content&task=view&id=4465&Itemid=187  

TRAININGS / EXERCISES / CONFERENCES 
National Capital Region Homeland Security Events 
http://www.mwcog.org/committee/committee/events_homeland.asp?COMMITTEE_ID=134 
 
Virginia Emergency Management Courses 
http://www.vaemergency.com 
 
FEMA Independent Study Courses 
http://www.training.fema.gov/EMIWeb/IS/ 
 
American Red Cross Disaster Services Training 
http://www.redcrossnca.org/Online/disaster_registration.php 
 
2008 Virginia Interoperable Communications Conference 
Sept. 30-Oct. 1; Norfolk, Va. 
This year’s Virginia Interoperable Communications Conference will be Sept. 30-Oct. 1 at the Norfolk Waterside 
Marriott. Conference information and a proposed agenda are available on the Interoperability in Virginia Web site at 
http://www.interoperability.virginia.gov. Online registration is available until Sept. 24. 
 
Emergency Response Planning 
Sept. 3; Fairfax, Va. 
Offered by Volunteer Fairfax, the training will cover the basics of a Continuity of Operations Plan, Public 
Messaging, Introduction to the Office of Emergency Management and Pre- planning and community coordination. 
Offers agencies an opportunity to share information and learn about organizational planning from a number of 
different speakers. 
http://www.volunteerfairfax.org  

LINKS 
Fairfax County Blogs and Web Resources 

• Fairfax County CERT - http://fairfaxcountycert.blogspot.com/ 
• Fairfax County Citizen Corps Web Page - http://www.fairfaxcountycitizencorps.org/ 
• Fairfax County Citizen Corps Blog - http://citizencorps.blogspot.com/ 
• Virginia Citizen Corps - http://www.vaemergency.com/citcorps/index.cfm 
• Fairfax County RSS Feeds - http://www.fairfaxcounty.gov/rssfeeds/  

 
DHS Science & Technology Directorate Newsletter 
The U.S. Department of Homeland Security’s Science & Technology Directorate has a free newsletter, “S&T 
Snapshots,” featuring stories about current research projects and opportunities with laboratories, universities, 
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government agencies, and the private sector. The newsletter is produced monthly by the DHS Science and 
Technology Directorate in partnership with the Homeland Security Institute, a Studies and Analysis Federally Funded 
Research and Development Center. 
http://www.homelandsecurity.org/snapshots/ 
 
DHS Daily Open Source Infrastructure Report (OSIR) 
The Department of Homeland Security provides a Web-based “Daily OSIR,” which is posted on the DHS public 
Web site. Accessing the report via the Web enables readers to retrieve the current Daily Report as well as 10 days of 
archived DHS Daily Reports. Once you arrive at the Web page you will find the most recent Daily OSIR at the top of 
the page, under the title “Current Report.” This report is posted each morning, except for weekends and holidays. 
Simply click on the title “DHS Daily Open Source Infrastructure Report.” This will launch the current days report in 
PDF format. You can continue to submit content comments or make suggestions by contacting the DHS Daily Report 
Team by telephone at 202-312-5389 or by e-mail at NICCReports@dhs.gov. You can access the Daily OSIR at:  
http://www.dhs.gov/xinfoshare/programs/editorial_0542.shtm. 
 
Fairfax County Government Emergency Information Web Page 
The county’s emergency information page features easy navigation and a clean look so that residents can easily find 
emergency information. 
www.fairfaxcounty.gov/emergency/ 
 
Fairfax County Government Emergency Information Line 
www.fairfaxcounty.gov/opa/infoline.htm 

In accordance with NIMS – the National Incident Management System – the Fairfax County Emergency Operations 
Plan states that Emergency Support Function 15 (External Affairs) is led by the Office of Public Affairs. This ESF 15 
Business/Nonprofit Update is part of the county's outreach efforts for our business and nonprofit partners as a way 
to provide information about the county’s ESF 15, Homeland Security and emergency management. 
 
Please feel free to forward this ESF 15 Business/Nonprofit Update to other contacts you have inside or outside your 
organization. Should someone you know like to be added to our distribution list, have them send an e-mail to 
jim.person@fairfaxcounty.gov and ask to be subscribed to the ESF 15 Business/Nonprofit Update. 
 
If you have any suggestions on how to improve this update or other communications between Fairfax County and 
the business/nonprofit community, please contact Merni Fitzgerald, Director of the Fairfax County Office of Public 
Affairs, at 703-324-3187, TTY 711, or by e-mail at merni.fitzgerald@fairfaxcounty.gov. 


