County of Fairfax, Virginia

MEMORANDUM

March 31, 2016

TO: Sharon Bulova, Chairman
Fairfax County Board of Supervisors (BOS)

FROM: Edward H. Blum, Chairman%

Fairfax County Information Technology Policy Advisory Committee (ITPAC)
SUBJECT: ITPAC’s Letter to the Board of Supervisors for the FY 2017 Budget

Local and national awards again recognized the County’s effective use of IT for government operations
and public service. Praising the County for best practices, cost-conscious operations, value and overall
balanced governance, the National Association of Counties designated Fairfax the Number 1 Digital
County for 2015. Locally, County IT implementations are often copied and the staff sought after to
provide area-wide technology leadership for projects involving local technology coordination and/or
area public safety and security.

With a focus on achieving BOS strategic priorities, the County Executive’s IT investment
recommendations afford significant opportunity for long-overdue integration of County agencies’
business which will increase overall efficiencies. These priorities are the outcome of multiple technical
and business reviews in DIT and the Department of Management and Budget (DMB); they have been
presented to and endorsed by the Senior IT Steering Committee as well as by ITPAC.

Working with DIT and representing the community with practical knowledge of effective technology
usage and Fairfax County citizen needs, ITPAC regularly reviews County IT requirements for
opportunities to use technology to protect investments, reduce costs, and improve service. It also
advises DIT on best practices and significant improvements afforded by technology innovations and
trends.

We see that, as for many enterprises, County government’s reliance on technology to operate and
deliver services is growing rapidly. This is fed by demands from citizens, state and federal mandates,
partner government entities, and increasing service requirements. Agency users need rapid ramp-up of
more responsive IT systems for critical public services. This is a constantly evolving technology arena
requiring frequent updates; it is also often targeted by cyber intruders. The County must aggressively
protect against increasingly numerous and sophisticated cyberattacks which incessantly probe for
vulnerabilities.

ITPAC believes that to continue to protect the County’s IT investment and provide effective citizen
services, the County Executive’s IT budget recommendations should be adopted and a number of key
challenges must be addressed as soon as practical. Below, we summarize budget and other strategic
priorities for Fairfax County IT that we believe are important for the final FY2017 budget and beyond.
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Specific 2017 budget initiative priorities:

e Approve critical investments including projects that cut across multiple agencies and
those that replace outdated applications

(0]

Replacement of old, unsupportable systems including an integrated application for
Inspections and Permits (FIDO) and Land Development (LDS) applications.

A flexible configurable electronic Health Records system to replace existing systems at
the CSB, Health Department and Department of Family Services to support health care
services and provide for inter-agency collaboration and interaction.

Integrated Human Services system supporting a comprehensive view of clients across
the HS system silos.

A library system to replace the current out-of-date application.

Next Generation 9-1-1 technologies on new platforms to facilitate emerging
requirements and ensure effective service in a critical area affecting public safety.

Two notes:

» Many outdated applications are supported only by retiring staff whose skills
cannot be replaced.

= Finding connections in fragmented data across many county silos and
systems and incrementally linking these pockets of information will
significantly improve decision making. Cooperating agencies need access
to carefully validated common data that all use to ensure that the fragmented
data situation does not result in erroneous actions due to bad data.

e Fund the interoperability project to support the Diversion First initiative

o

IT support for the initiative must provide interconnectivity between disparate systems
in Human Services, Public Safety, Criminal Justice systems and others to improve
access to data/information for informed and timely decision making on cases.

¢ Reinforce the County Executive’s focus on Cyber Security

o Provide additional funding for cybersecurity initiatives to safeguard County’s assets

and data in light of increasing attacks and continually important network-based 1T
solutions.

Growing concerns with County IT funding and acquisition

Solution Acquisition: Budgeting and Procurement

o Agile, flexible IT procurement processes including timely legal reviews are essential.

0 Legal reviews now can take from 3 to 6 months, interfering with planned IT

implementation and making it extremely difficult to meet contractor agreements and
getting the desired and needed value from the purchases.
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0 When projects are delayed, solution providers cannot meet County required schedules,
the County’s ability to operate effectively is affected, and users are frustrated. Extended
delays risk having the technology be out-of-date and no longer suitable by the time the
County can purchase and install it.

Solution option: The County needs in-depth legal IT knowledge on the procurement
review team. This can be accomplished by hiring one or more attorneys with this
knowledge or contracting for one for each review

e Budgeting and purchasing cycle times should be examined for faster paths.

0 Cycle time for acquiring systems as well as County investment planning for replacing
applications need shorter lifecycles to keep pace with technological change.

0 Cybersecurity IT acquisition, especially, must have shorter, improved budgeting and
purchasing cycles to meet rapid changes in County needs in putting solutions to work.

e Agency demand for technology has led to instances of independent agency IT
procurement.

0 Agencies with funding of their own have sometimes begun adopting and implementing
technology outside established review and authorization processes.

0 The results for the County can include redundancy of IT solutions, duplication of
implementation effort, non-compliance with IT standards, and additional DIT effort to
remedy and/or undo the deployment.

o All agencies need to adhere to the established process of involving DIT in these
purchases to save money, time, and frustration.

e Budgets for the IT investment portfolio over the last few years have continually declined.
0 Agency reliance on technology to perform core functions is increasing,

0 The need and demand for technology tools and 24/7 access to services and information
is continuing to grow.

0 Substantial investment is needed in the near future to replace all outdated legacy
applications and avoid catastrophic outages as support staff retires.

0 Business process improvement opportunities and technological innovation that offer
more efficient and cost effective County services are increasing quickly.

0 More funding for IT investments are needed to address these issues.

e Long term projects need longer range IT budgeting to ensure the value of each purchase.

e A funding line item in the annual IT Plan could avoid scrambles for high priority
unanticipated IT requirements between budgets.

o0 $400K - $500K would cover most critical situations and mandates.
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IT staffing
e DIT must have more flexible staffing options.
0 The County must be able to recruit key staff in the highly competitive IT labor market.

o Recruiting qualified staff requires more flexible pay/benefit scales for essential hard-to-
fill positions.

o The Role of DIT is expanding beyond its foundation.

o Historical DIT role was managing applications, infrastructure and information
supporting agencies’ work processes.

0 Expanded role includes managing the computer-controlled industrial systems such as
building automation (HVAC), teleconferencing, the County’s print shop and its
archives.

o DIT staffing will need to keep pace with its expanding roles.
IT solution challenges
e Need for cross-functional IT support is growing.

0 More and more cross-agency operation means the County must ensure IT support for
agency cooperation and one validated base copy of client data for all agencies.

o Silo technology implementations of the past inhibit efficient County performance.

e Both the amount and formats of data are expanding rapidly

o Data now include increasingly complex forms of audio and visual data (e.g., photos,
video, streaming data, multi-media, industrial data).

0 The resulting review, indexing, storage, and retrieval costs will continue to grow.

o Additional costs includes the legislated data retention policy compliance and effective
coordination for associated document management and archiving.

e Cloud solutions require careful expert review before implementation.

0 “Cloud” solutions appear simple and cheap. But they are neither. Challenges with
industry ‘cloud’ solutions are legion.

0 Key recognized points are security of data and information, hidden costs of ‘extra
services,” and potential escalation of long-term operating expenses.

0 Many experts point out that “Cloud solutions ain’t cheap.”

If not addressed, prioritized and managed, these challenges for Fairfax County IT could lead to
jeopardizing rather than improving County information integrity and client service.
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In summary:

All county functions rely on technology; it is the lifeblood of effective and cost-efficient operations
today. ITPAC supports the FY17 advertised budget without further reductions. However, the IT
investment plan needs to return to a level that more fully enables services and efficiencies across the
board. Looking ahead, DIT staffing concerns must be addressed, procurement must be strengthened,
the public's growing demands for needed service must be met, and critical replacement investments
must be made.

Cc:

Information Technology Policy Advisory Committee
Edward L. Long, Jr., County Executive

David J. Molchany, Deputy County Executive
Wanda Gibson, Chief Technology Officer

Joseph Mondoro, Chief Financial Officer
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