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I

MISSION STATEMENT

Provide emergency communications resources and capabilities for the

response to and recovery from any declared disaster or emergency within

Fairfax County, and provide technical assistance in the assessment and

restoration of the telecommunications and IT systems infrastructure.

I1.

SCOPE AND POLICIES

e ESF 2 encompasses the full range of communications and information

system services that may be required to support emergency response

and recovery operations, and provide timely information to the public.

e ESF 2 provides support for systems including Public Safety Radio
System, Public Service Radio System, 9-1-1 Telecommunications
System, County enterprise phone system and ancillary systems,
telephones, pagers, mobile communications devices, and associated IT
systems, and other technical resources

e All emergency response and recovery operations conducted under ESF

2 will be in accordance with the National Incident Management

System (NIMS).



ESF 2 will collect, analyze, and distribute information on the impact
and status of the telecommunications and IT systems infrastructure.

The coordinating agency will actively engage the ESF cooperating
agencies in planning, training, and exercises to ensure an effective
operation upon activation.

The coordinating agency will provide authority and governance
protocols for access to enterprise communications and IT systems,
resources, and data, including physical access to enterprise facilities
that house associated assets and equipment.

ESF 2 will ensure that radios, telephones, related IT resources,
network capability, and communications capability essential to
emergency services are maintained and operational.

ESF-2 will facilitate the provision of available communications and
IT enterprise staff and/or contract resources, technical assets, and IT
capabilities needed to support emergency operations.

ESF 2 will support the Emergency Operations Center as required to
activate and maintain communications and IT capability for
emergency management operations.

ESF 2 will support the activation and setup of the Family
Assistance Center, temporary shelters (including medical need
facilities), and other recovery facilities managed directly by County
of Fairfax.

ESF 2 will serve as the coordination point for the restoration of the
communications and IT infrastructure, and support county
agencies with the restoration and reconstruction of agency based
telecommunications equipment, and IT systems in accordance with
the DIT Disaster Recovery Plan and approved DIT and agency
COQOP plans.

ESF 2 will maintain documentation for reimbursement in
accordance with the Financial Annex to this Plan.



III. CONCEPT OF OPERATIONS

The OEM Duty Officer monitors incidents and threats to the county.
OEM will notity the coordinating agency of incidents impacting or
potentially impacting the communications and IT systems and
associated infrastructure.

As an incident or threat escalates, the coordinating agency will issue
notifications to cooperating agencies and agency emergency and/or
functional support personnel in accordance with established protocols
and checklists.

Upon activation of the Emergency Operations Center (EOC), the
coordinating agency will provide representation to coordinate
communications and IT systems requirements and issues.

ESF 2 will monitor the status of the communications and IT systems
and associated infrastructure and provide updates to EOC Command,
coordinating agency emergency management, and the Senior Policy
Group as appropriate.

All requests for communication support will be submitted to EOC for
coordination, validation, and/or action. Normal communications
operations supporting public safety incident response will not be
unduly affected.

In the event of a large scale disaster, ESF 2 will prioritize restoration of
services based upon the priorities and incident objectives established
by the Director of Emergency Management and the Senior Policy
Group at the EOC.

The coordinating agency will request cooperating agencies to provide
assets in order to meet operational requirements. If necessary, mutual
aid and/or private sector resources will be acquired to augment the
county resources through the Logistics Section at the EOC.

Operations will continue at the EOC until the local emergency
declaration is terminated or as otherwise directed.



IV. AGENCY ROLES AND RESPONSIBILITIES

Coordinating Agency — Department of Information Technology

Phase
Preparedness

Roles and Responsibilities
Identify critical services and systems.
Develop supporting plans and procedures for
emergency operations, BCP and DR
Ensure sustained operability of public safety
communications and critical emergency IT systems.
Ensure appropriate interoperability of public safety
communications and IT assets
Develop and maintain emergency alert and
notification equipment, systems and interoperability.
Conduct ESF 2 training and exercises.
Provide security for county information management
systems.
Develop and maintain inventory of communications
and IT assets including auxiliary radio equipment .
Develop and maintain notification rosters for ESF
coordinating and cooperating agencies.
Provide for protection of vital electronic records.
Maintain backup emergency communications.
Conduct planning with cooperating agencies.

Response

Activate emergency ESF 2 support plan and resources.
Ensure data retrieval and restoration in enterprise data
stores, and provide technical assistance in related
agency based data retrieval and restoration.

Provide communication and IT services for emergency
response operations.

Provide technical assistance to the EOC and
cooperating agencies.

Assess the communications and IT infrastructure,
establish and activate restoration priorities.

Assess and establish appropriate authority and
protocols to grant or deny access to enterprise facilities
that house communications resources, infrastructure,
and equipment.

Maintain DIT critical services and systems.

Manage primary and back-up public safety and public
service radio systems, telephone systems, and
networks.




Phase Roles and Responsibilities

e Assist with allocation of emergency portable
communications equipment, and other IT equipment
as needed

Recovery e Lead recovery operations for enterprise
communications and IT systems

e Provide support for cooperating agencies” based
systems recovery process.

e Conduct after-action review.

Mitigation e As appropriate identify opportunities to mitigate the
impact of future incidents

Cooperating Agency — Fire and Rescue Department
Phase Roles and Responsibilities

Preparedness e Participate in planning, training, and exercises.
e Maintain agency notification roster.
e Maintain inventory of agency resources.
e Assist in resolving ESF 2 after-action issues.
e Maintain auxiliary radio caches.
e Develop supporting plans and procedures

Response e Provide communications support.

e Maintain and distribute auxiliary radio cache
equipment with regional team members.

e Provide technical and tactical assistance.

Recovery e Provide communications support.
e Collect and refurbish auxiliary radio cache equipment.
o Participate in after-action review.

Mitigation e As appropriate, identify opportunities to mitigate the
impact of future incidents.

Cooperating Agency — Police Department
Phase Roles and Responsibilities
Preparedness e Participate in planning, training, and exercises.
e Maintain agency notification roster.
e Maintain inventory of agency resources.
e Assist in resolving ESF 2 after-action issues.
e Develop supporting plans and procedures

Response e Provide communications support.
e Maintain and distribute auxiliary radio cache
equipment with regional team members.




e Provide technical and tactical assistance.

Recovery e Provide communications support.
e Collect and refurbish auxiliary radio cache equipment.
o Participate in after-action review.

Mitigation e As appropriate, identify opportunities to mitigate the
impact of future incidents.

Cooperating Agency — Department of Public Safety Communications

Roles and Responsibilities

Preparedness e Participate in planning, training, and exercises.
e Maintain agency notification roster.

e Assist in resolving ESF 2 after-action issues.

e Develop supporting plans and procedures.

Response e Provide communications capabilities/assets.
e Manage DPSC specific primary and backup
communications equipment.

Recovery e Provide communications capabilities/assets.

e anage DPSC specific primary and backup
communications equipment.

o Participate in after-action review.

Mitigation e As appropriate, identify opportunities to mitigate the
impact of future incidents.

Support Agency — Dept. of Cable and Consumer Services

Phase Roles and Responsibilities
Preparedness e Participate in planning, training, and exercises.
e Maintain agency notification roster.

e Maintain inventory of agency resources.

e Assist in resolving ESF 2 after-action issues.

e Train agency staff for emergency assignments.
e Develop supporting plans and procedures.

Response e Ensure operation of the local emergency message
system.

e Provide the EOC capability to transmit video over the
Fairfax County Training Network.

e Provide technical assistance for video-teleconferencing
and broadcasting.

¢ Coordinate with service providers to monitor status of

services.




Recovery e Operate the local emergency message system in
coordination with the Office of Public Affairs.
e Participate in after-action review.

Mitigation e As appropriate, identify opportunities to mitigate the
impact of future incidents.

Fairfax County Public Schools
Preparedness e Participate in planning, training, and exercises.
e Maintain agency notification roster.
e Maintain inventory of agency resources.
e Assist in resolving ESF 2 after-action issues.
e Train agency staff for emergency assignments.
e Develop supporting plans and procedures.

Response e Assess the FCPS communications and IT
infrastructure, establish and activate restoration
priorities.

e Assess and establish appropriate authority and
protocols to grant or deny access to FCPS enterprise
facilities that house communications resources,
infrastructure, and equipment.

e Maintain FCPS DIT critical services and systems.

Recovery ¢ Lead recovery operations for FCPS enterprise
communications and IT systems

e Provide support for FCPS systems recovery process.

e Conduct after-action review.

Mitigation e As appropriate, identify opportunities to mitigate the
impact of future incidents

1. Fairfax County IT Disaster Recovery Plan



