Department of Information Technologz

M- . To deliver and support an innovative technology environment to strengthen the public service
I5S10N commitment of Fairfax County.

. The Fairfax County Board of Supervisors adopted the first-ever
COHHECtIOH Countywide Strategic Plan on October 5, 2021. The Countywide
to the Strategic Plan serves as a road map to help guide future work,
focusing on the 10 Community Outcome Areas that represent the
COuntywide issues of greatest importance to the community, and uses the
. County’s One Fairfax policy to invest in people and places that have
Strateglc Plan iimited access to opportunity. On February 17, 2026, the fourth
Annual Report on the work of the strategic plan was released to the
public. The report contains point-in-time progress highlights for each
of the community outcome areas, plus a number of additional
initiatives to embed the elements of the plan within department-level
work. The report also includes eight data dashboards and data stories @
that are being replicated across all of the outcome areas. In addition
to helping engage residents, these dashboards will serve as a
resource to leadership who can utilize the data to focus and guide the
overall work of the County. For more information on the Countywide
Strategic Plan, please visit www.fairfaxcounty.gov/strategicplan. The
Department of Information Technology primarily supports the
following Community Outcome Areas:

Community Outcome Area Vision Statement

Effective and Efficient Government Al people trust that their government
responsibly manages resources, is responsive
to their needs, provides exceptional services
and equitably represents them.

Safety and Security All people feel safe at home, school, work and
in the community.

Countywide Strategic Plan
Community Outcome Areas

F ocus The Department of Information Technology (DIT) is a central technology provisioning agency that
designs, manages, and implements all aspects of information technology (IT) solutions and
supporting infrastructure enabling County agencies to deliver information and services. DIT also
performs application development and integration, and provides IT project management oversight
for technical execution of agencies’ major/core business applications. Goals for County technology
include leveraging IT solution investments across the enterprise, ensuring the integrity of the
County’s information systems and data, and enabling secure access to County information and
services.

DIT continues to manage County agencies’ needs through prudent resource planning, use of
selected sourcing opportunities and investment in IT support automation tools. DIT strives to
accommodate agencies’ needs as they implement their strategic plans, automate business
processes, and introduce new technology. DIT also supports major business transformation and
cross-agency initiatives. DIT builds partnerships with internal and external stakeholders resulting in
greater efficiencies and effectiveness in service delivery, improved opportunities for data sharing and
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decision-making, embracing internet and cloud-based capabilities and mobile applications for public
access to information and services, while ensuring the security of County technology and information
assets.

The work of DIT is primarily performed by County staff in direct execution, project management and
asset management roles. DIT utilizes private sector expertise to augment the overall capacity to
develop and implement projects, and to support operational activities. In addition to the General
Fund, other components of the IT enterprise functions are supported by funding in other DIT funds:

e Fund 60030, Technology Infrastructure Services, includes data center operations,
enterprise automated productivity tools and email, the enterprise data communications
network, the countywide PC replacement program, servers, data storage, radio
communications network, Wireless Technologies services and voice telecommunications.

e Fund 60020, Document Services, supports the Print Shop, Multi-Functional Digital Device
(MFD) program, Mail Room and County Archives.

e Fund 10040, Information Technology Projects, supports technology-related programs and
projects that provide improvements, efficiencies, and innovation for County agencies,
residents and employees and optimize enterprise-wide resources.

DIT also manages significant technology programs in other funds, including supporting technology
in Fund 40090, E-911; the fiber institutional network (I-Net) in Fund 40030, Cable Communications,
that interconnects over 400 County and Fairfax County Public School sites; and several Department
of Homeland Security Urban Area Security Initiative (UASI) grants supporting National Capital
Region (NCR) interoperability and cyber security initiatives.

DIT continues to strengthen the County’s information security and disaster recovery posture which
protects the County’s technology assets, business operations, and data from rapidly advancing
cyber-attacks and other related threats. DIT executes strategies that build a secure ‘defense-in-
depth’ technology infrastructure designed to provide protection for all levels of County information
processing resources and includes application of industry best practices for overall risk reduction.

The County’s overall technology programs continue to be recognized for its innovation and
contribution to excellence in public service and are routinely referenced as best practice examples.
Fairfax County came in second place in the Center for Digital Government's 2025 Digital Counties
Survey in the category of jurisdictions with populations greater than one million. The survey honors
counties with innovative use of emerging technologies; enhanced cybersecurity; and strengthened
digital equity initiatives. Fairfax County has been in the top 10 in 20 of the last 21 years of the award
and in the top three 13 times. Fairfax County is recognized as a perennially high-achieving County
which relies on agile development, flexible technology infrastructure and strong governance to align
IT strategies with overall County business objectives.

It should be noted that the department is undergoing significant reorganization to enhance services
to residents and prepare the department to be a leader in the rapidly evolving digital landscape. The
reorganization seeks to create a modern, agile, and secure IT organization that delivers innovative
services, strengthens operational efficiency, and increases collaboration across government units to
meet evolving needs.

Some of the guiding principles of the reorganization include designing and delivering secure
technology solutions that prioritize accessibility, transparency, and ease of use for customers. The

FY 2027 Fairfax County Advertised Budget Plan (Vol. 1) - 119



Department of Information Technology
|

reorganization also seeks to embrace emerging technologies, implement best practices for IT
governance, and continuously improve IT infrastructure and core systems to meet future demands.

This reorganization results in eight divisions which work together to fulfill the mission of the
department. They are Office of the Chief Information Officer (CIO), Office of the Chief Technology
Officer (CTO), Information Security Office, Infrastructure, Customer Experience, Enterprise Services,
Applications and Development, and Innovation.

For additional information on the Department of Information Technology and its many programs,
initiatives, and roles, please go to www.fairfaxcounty.gov/informationtechnology.

Organizational
Chart

Office of the
Clo*

Information Applications and Office of the
Security Office* Development* CTO*

Enterprise
Services*

Customer
Experience*

= Infrastructure*

*It should be noted that Department of Information Technology staffing and operating support for Funds 10001, General
Fund, 60020, Document Services, and 60030, Technology Infrastructure Services, cross all divisions and are reflected in
the organization chart above. The divisions notated with an asterisk have components in Fund 10001, General Fund.
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FY 2025 FY 2026 FY 2026 FY 2027
BUdget and Catego Actual Adopted Revised Advertised

FUNDING
Staff Resources  Expenditures:
Personnel Services $30,367,313  $32,264,214  $32,264,214  $33,541,065
Operating Expenses 12,693,172 11,192,177 11,244,704 11,101,980
Total Expenditures $43,060,485  $43,456,391 $43,508,918  $44,643,045

AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 246 | 246 246 | 246 247 | 247 2411241

FY 2027 The following funding adjustments from the FY 2026 Adopted Budget Plan are necessary to support
the FY 2027 program:

Fundmg Employee Compensation $1,276,851
Adjustments An increase of $1,276,851 in Personnel Services is required to reflect the cost of employee
compensation increases. This amount includes $643,480 for a 2.00 percent cost of living adjustment
(COLA) for all eligible employees, effective the first full pay period in July 2026. Also included is
$633,371 for performance-based and longevity increases for non-uniformed merit employees,
effective the first full pay period in July 2026, as well as other compensation adjustments for non-
uniformed employees. For more information on the County’s compensation plans as well as specific
details for those employees covered under the Collective Bargaining Agreements, please see the
Advertised Budget Summary in the Overview Volume.

Position Adjustment $152,079
An increase of $152,079 is associated with a position transferred from Agency 20, Department of
Management and Budget (DMB), to Agency 70, DIT, in FY 2026. A corresponding decrease is
included in DMB for no net impact to the County.

Department of Fleet Management Charges $524
An increase of $524 in Department of Fleet Management charges is included. These expenses are
associated with fuel costs and anticipated billings for maintenance and operating-related charges.

Realignment of Innovation Positions $0
As part of the FY 2027 Advertised Budget Plan, and consistent with DIT’s agencywide reorganization,
6/6.0 FTE positions, supporting the Innovation division, are transferred from Agency 70, DIT to Fund
60030, Technology Infrastructure Services, to better align service delivery across the department.
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Changes to
FY 2026

Adopted
Budget Plan

Cost Centers

Reductions ($242,800)
A decrease of $242,800 reflects reductions utilized to balance the FY 2027 budget. The following
table provides details on the specific reductions:

Title Impact Positions = FTE Reduction
Eliminate This reduction eliminates the dedicated security contract 0 0.0 $150,000
Dedicated Security | used to protect County-issued mobile devices, and shifts
Contract for to Microsoft Defender, a tool included in the County’s
County-Issued existing license package. Microsoft Defender has
Mobile Devices evolved over time and has become a strong security tool;

therefore, it is not expected this reduction will negatively
impact the County’s protection of mobile devices.
However, it should still be noted that there if there ever
is a security breach, it could lead to significant costs and
the exposure of sensitive personal information.

Reduce This reduction reduces a management consulting 0 0.0 $92,800
Management contract by 50 percent, providing DIT with guidance and
Contract by 50 expertise not available by County staff. While this
Percent change will not affect direct service provision, it could

lead to workload inefficiencies and reduced access to
specialized support.

The following funding adjustments reflect all approved changes in the FY 2026 Revised Budget Plan
since passage of the FY 2026 Adopted Budget Plan. Included are all adjustments made as part of
the FY 2025 Carryover Review and all other approved changes through December 31, 2025.

Carryover Adjustments $52,527
As part of the FY 2025 Carryover Review, the Board of Supervisors approved funding of $52,527 for
encumbered carryover.

DIT is divided into eight divisions which work together to fulfill the mission of the department. They
are Office of the CIO, Office of the CTO, Information Security Office, Infrastructure, Customer
Experience, Enterprise Services, Applications and Development, and Innovation. It should be noted
that several of these divisions are supported by staff and funding in other DIT funds, including Fund
60030, Technology Infrastructure Services, Fund 60020, Document Services, and Fund 10040,
Information Technology Projects. DIT also manages significant technology programs in other funds,
including Fund 40090, E-911, Fund 40030, Cable Communications, and Fund 50000, Federal-State
Grant Fund.
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Office of the CI0

The Office of the CIO provides leadership for the organization and strategic direction for the
department’s staff, programs, services, and resources. This includes DIT’s central services, financial
management services, and human resources functions. Teams in this cost center promote
compliance, efficiency, alignment with department priorities, and equity across the department.

FY 2025 FY 2026 FY 2026 FY 2027
Category Actual Adopted Revised Advertised

EXPENDITURES
Total Expenditures $0  $11,086,589
AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 22 /22
Office of the CTO

The Office of the CTO drives County technology strategy by advancing the adoption of modemn
platforms and enterprise integration frameworks that align with business objectives, while optimizing
IT investments for scalability and efficiency. This division also includes Network Services, whose
goal is to provide a reliable, secure, and high-performing network infrastructure, support connectivity
and uptime, and enable seamless connectivity across the enterprise.

FY 2025 FY 2026 FY 2026 FY 2027
EXPENDITURES
Total Expenditures $0 $1,144,055

AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 77

Information Security Office

The Information Security Office (ISO) develops security policy in accordance with County policies
and standards and laws, provides consultation and guidance to County departments, conducts
incident response, manages enterprise security devices and applications, and acts on incidents and
violations. In addition, ISO leads cybersecurity initiatives to protect County systems and data from
evolving threats.

R
Catego Actual Adopted Revised Advertised
EXPENDITURES

Total Expenditures $0 $2,548,993

AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 13/13
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Infrastructure

The Infrastructure division is focused on server hardware, administration, data storage systems,
virtualization technologies, and other related critical services for the stability, security, scalability, and
business continuity of the County’s IT infrastructure. This cost center also supports the County’s
telecommunications programs, which aim to provide efficient, uninterrupted omnichannel
communications for business-critical activities.

FY 2025 FY 2026 FY 2026 FY 2027
Catego Actual Adopted Revised Advertised

EXPENDITURES
Total Expenditures $0 $0 $3,708,591
AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 28/28
Customer Experience

The Customer Experience division includes numerous IT programs and services that focus on
ensuring all supported internal customers receive what they need through seamless, well-
coordinated interactions, ensuring County agencies can rely on an efficient IT organization. This area
also includes customer-centric central programs such as device and PC management, print shop,
mail room, and court technologies.

FY 2025 FY 2026 FY 2026 FY 2027
Catego Actual Adopted Revised Advertised

EXPENDITURES
Total Expenditures $0 $6,531,285
AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 43 /43
Enterprise Services

Teams in the Enterprise Services division play a pivotal role in ensuring that large-scale technology
solutions are reliable, integrated, and aligned with organizational goals through systems engineering
and IT governance. These groups seek to deliver core services and enforce enterprise-wide
architectural standards, while establishing clear performance metrics for IT systems and reliability.
Teams in this area also focus on interoperability across the enterprise.

Catego Actual Adopted Revised Advertised
EXPENDITURES
Total Expenditures $0 $0 $3,606,186

AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 24124
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Applications and Development

The Applications and Development division provides for the design, implementation, and
maintenance of information systems for all County business areas, including Human Services,
Revenue, Enterprise Resource Planning (ERP), Public Safety, Land Development, and Court
Operations, enhancing business productivity as well as strategic and tactical operations.

FY 2025 FY 2026 FY 2026 FY 2027
Catego Actual Adopted Revised Advertised

EXPENDITURES
Total Expenditures $0  $13,699,610
AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 87187
Innovation

The Innovation division is designed to centralize funding and efforts to enhance operational
efficiency, drive competitive advantage, and enable the County’s IT to quickly adapt to evolving
technological trends, such as Artificial Intelligence (Al) and Machine Learning (ML). This division also
includes the County’s Geographic Information Services (GIS) program, which is a regional and
national leader in the application of GIS technologies for municipal government.

Catego Actual Adopted Revised Advertised
EXPENDITURES
Total Expenditures $0 $0 $2,317,736

AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Regular 0/0 0/0 0/0 17117

Prior to the re-organization, DIT was divided into three functional areas which worked together to
fulfill the mission of the department. They were IT Strategic Programs and Management, Application
Services, and Infrastructure Services. Below is a summary of each functional area, as well as details
on where positions and resources have been realigned.

IT Strategic Programs and Management

The IT Strategic Programs and Management cost center provides policy, administrative and
programmatic management, compliance functions supporting the entire department, and strategic
innovation centers for certain specialized IT programs and initiatives. Activities in this functional area
are now primarily aligned with the Office of the CIO, Office of the CTO, Information Security Office,
and Customer Experience.

Application Services

The Application Services cost center provides for the design, implementation, and maintenance of
information systems for all County business areas, including the enterprise-wide financial and GIS
platforms integrated to many agencies business systems and strategic and tactical operations.
Activities in this functional area are now primarily aligned with Applications and Development,
Enterprise Services, and Innovation.
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Infrastructure Services

The Infrastructure Services cost center functions include management of the County’s local area
network (LAN) environments, server and data storage platforms, database administration, telephony
services and end-user desk-top support. This cost center also provides operational and contingency
services for the McConnell Public Safety and Transportation Operations Center (MPSTOC).
Activities in this functional area are now primarily aligned with Office of the CTO, Infrastructure,
Customer Experience, Enterprise Services, and Innovation.

FY 2025 FY 2026 FY 2026 FY 2027
Catego Actual Adopted Revised Advertised

EXPENDITURES
Policy Planning & Administration $18,549,280  $16,536,068  $16,588,477 $0
Application Services 12,863,166 14,527,171 14,527,171 0
Comms & Infrastructure Technologies 11,648,039 12,393,152 12,393,270 0
AUTHORIZED POSITIONS/FULL-TIME EQUIVALENT (FTE)
Policy Planning & Administration 66 / 66 66 / 66 67 /67 0/0
Application Services 102/102 104 /104 105/105 0/0
Comms & Infrastructure Technologies 78178 76 /76 75/75 0/0

The EY 2027 Advertised Budget Plan includes the following positions:

Position Detail

Leadership
1 Director of Information Technology 1 Strategic Liaison
Human Resources
1 HR Generalist Ill 1 HR Generalist |
1 Business Analyst | 1 Management Analyst |
Central Services
1 Administration & Policy Division Director 1 Administrative Assistant IV
1 Business Analyst Il 1 Administrative Assistant Il

1 Administrative Assistant V
Fiscal Management Services

1 Finance Manager 1 Financial Specialist |

3 Financial Specialists Il 1 Administrative Assistant V

3 Financial Specialists I 2 Administrative Assistants IV
CTO Operations

1 Deputy Director 1 IT Systems Architect

1 DIT Senior Architect 1 Business Analyst Il
Networking

1 Info. Tech. Program Manager I 1 Network/Telecomm Analyst Il

1 Network/Telecomm Analyst [V

INFORMATION SECURITY OFFICE - 13 Positions

CISO Operations
1 Deputy Director 1 Archives Technician
1 Info. Security Analyst Il
Cybersecurity
1 IT Security Program Director 1 Info. Security Analyst Il
3 Info. Security Analysts IV 5 Info. Security Analysts ||

INFRASTRUCTURE - 28 Positions

Database, Systems, & Servers

1 Info. Tech Program Manager || 3 Systems Engineers |
4 Database Administrators 1 Enterprise IT Technician
5 Systems Engineers || 1 Info. Technology Tech IlI
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Telecomm

1 Inf. Tech Program Manager Il

1 Network/Telecomm Analyst [V

2 Programmer Analysts Il

2 Systems Engineers |
CUSTOMER EXPERIENCE - 43 Positions
Customer Experience

1 IT Program Director IlI

1 Info. Tech Program Director Il

2 Systems Engineers ||
Device and PC Management

3 Systems Engineers ||

1 Enterprise IT Technician
Court Technologies

1 Courts IT Program Director

1 Info. Tech Program Manager |

2 Network/Telecomm Analysts IV
ENTERPRISE SERVICES - 24 Positions
Enterprise Services

1 IT Program Director IlI

1 Info. Tech Program Manager ||

2 IT Systems Architects

1 Systems Engineer IlI
Systems Engineering

1 Info. Tech Program Manager ||

5 Systems Engineers |l
Performance, Governance, & Engineering

1 Info. Tech Program Director |

1 Info. Tech Program Manager |

1 Business Analyst IV

Department of Information Technology
e

1
5
1

1
3
4

APPLICATIONS AND DEVELOPMENT - 87 Positions

CAO Operations
1 Deputy Director
1 Info. Tech Program Director Il
1 Info. Tech Program Manager ||
1 Info. Tech Program Manager |
3 IT Systems Architects
Human Services
1 Info. Tech Program Director |
3 IT Systems Architects
Revenue Systems
1 Info. Tech Program Director Il
4 |T Systems Architects
ERP Systems
1 Info. Tech Program Director |
2 Info. Tech Program Manager |
4 |T Systems Architects
Public Safety Systems
1 Info. Tech Program Director |
1 IT Systems Architect
Land Development Systems
1 Info. Tech Program Director |
2 IT Systems Architects
Court Apps
1 IT Systems Architects
1 Programmer Analyst [V

-0, Ww

N

Network/Telecomm Analyst IlI
Network/Telecomm Analysts ||
Network/Telecomm Analyst |

Systems Engineers |
Enterprise IT Technicians
Info. Technology Tech IlI

Info. Technology Tech Il

Network/Telecomm Analyst ||
Network/Telecomm Analysts Il
Network/Telecomm Analysts |

Systems Engineer Il
Programmer Analyst IlI
Business Analyst Il

Systems Engineers ||
Systems Engineer |

Business Analyst I
Archives Technician

Internet/Intranet Architects IV
Programmer Analyst IV
Internet/Intranet Architects Il
Programmer Analysts |l
Data Analyst Il

Programmer Analysts IV
Programmer Analysts |lI

Programmer Analysts IV
Programmer Analysts ||

Business Analyst IV
Programmer Analysts [V
Programmer Analysts |lI

Programmer Analysts IV
Programmer Analysts |lI

Programmer Analysts [V
Programmer Analysts |l

Programmer Analysts |l

INNOVATION - 17 Positions
Innovation
0 Business Analysts IV [-1T]

0

Data Analysts Il [-1T]
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Performance
Measurement
Results by
Community
Outcome Area

0  Programmer Analysts IIl [-1T] 0 Info. Technology Techs | [-1T]
0 Internet/Intranet Architects Il [-1T] 0  Archive Technicians [-1T]
GIS
1 Info. Tech Program Director | 6 Geog. Info. Spatial Analysts IlI
IT Systems Architects 3 Geog. Info. Spatial Analysts Il
1 Geog. Info. Spatial Analyst IV 3 Geog. Info. Spatial Analysts |

T Denotes Transferred Position(s)

Effective and Efficient Government

The County is a regional and national leader in the application of GIS technologies for municipal
government. The scope of the implementation and its enterprise approach are considered a model
among large jurisdictions and other Virginia localities. Service encounters include system
connections, internal work requests, GIS projects, zoning cases, right-of-way projects, parcel related
work, and spatial database usage. It should be noted that the method by which service encounters
are measured changed in FY 2025 after the implementation of an improved and more accurate
method of gathering data. Modest growth is projected in FY 2026 and FY 2027.

In FY 2025, 15 new applications allowing residents to conduct business through E-Government
platforms were introduced and were a primary driver in the resulting increase in the percentage of
transactions utilizing E-Government platforms from 13 to 15 percent. Modest growth is projected to
continue in FY 2026 and FY 2027 as DIT continues to implement new applications and technologies
to allow for successful and efficient customer interactions.

Safety and Security

A key program within the Information Security Office division is IT/Cyber Security. All County IT
systems are connected and accessed through the enterprise-wide network, with strict policies and
controls to safeguard County IT systems and data from threats and unauthorized access. The
County IT systems receive billions of security threats each week. Fairfax County’s Cyber Security
profile and technical architecture has protections against unauthorized intrusions, and daily threats
reported have increased as new technology is better able to identify and isolate these threats. Of
note, the County enterprise network experienced 99.9 percent uptime, a sustained achievement due
to the resilient network design and cyber security program.

The landscape of cyber security is dramatically changing with growth in the consumer markets for
mobile devices such as smart phones and tablets, as well as network-enabled industrial control
systems, such as Heating Ventilation and air conditioning (HVAC), Physical Access Control, lighting
systems, supervisory control, and data acquisition systems. “Clouds” present more complex risk and
challenges as these solutions are adopted. As product development transforms the enterprise-
enabled landscape, the ISO continues to adapt to evolving threats targeting untraditional endpoints
and data repositories. ISO continues to experience increases in malicious code detection and a
continued increase in the collection of electronic records related to agency personnel investigations,
legal requests, and Freedom of Information Act (FOIA) requests. DIT successfully identified and
stopped all material security threats in FY 2025.
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FY 2023 FY 2024 FY 2025 FY 2025 FY 2026 FY 2027
Community Outcome Area Actual Actual Estimate Actual Estimate Estimate
Effective and Efficient Government

Effective Technology and Quality Facilities
Business days to fulfill service requests from initial call to

completion of request for: Non-critical requests 5 5 5 5 5 5
Business days to fulfill service requests from initial call to

completion of request for: Critical requests 2 2 2 2 2 5
Business days to fulfill service requests from initial call to

completion of request for: Emergency requests 1 1 1 1 1 1
Percent change in GIS service encounters 55.47% 5.00% 5.00% (67.34%) 3.01% 3.00%
Percent of revenue collected on applicable E-Government

platforms 18.00% 18.00% 20.00% 25.00% 25.00% 25.00%
Customer Satisfaction with County Services

Percent of calls closed within 72 hours 74% 74% 75% 75% 75% 75%
Percent of first-contact problem resolution 98% 98% 98% 98% 98% 98%

Safety and Security
Reliable and Secure Critical Infrastructure

Percent risk of unauthorized network perimeter access
including network security breaches and inbound network
worm attacks 2.00% 2.00% 2.00% 2.00% 2.00% 2.00%

A complete list of performance measures can be viewed at
https://lwww.fairfaxcounty.gov/budget/fy-2027-advertised-performance-measures-pm
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