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Executive Summary 
We performed a business process audit covering procurement, reconciliation, and 
personnel/payroll administration within the Office of Human Rights and Equity Programs 
(OH REP). The audit included review of procurement cards, FOCUS marketplace cards, 
purchase orders, non-purchase orders, open-ended purchase order payments, monthly 
reconciliations, limited review of accounts receivable and revenue collections, and 
verifying compliance with Personnel/Payroll Administration Policies and Procedures 
(PPAPP). The areas covered in PPAPP included time/attendance system and controls, 
attendance/absence reporting, employee clearance record processing, credit check 
requirements for positions of trust, and procedures for completing criminal background 
investigations for employment in sensitive positions. 

We found that the department had effective procedures and internal controls in place for 
the handling of purchasing functions, and transactions had adequate evidence of 
compliance with county policy. Reconciliations were independently performed and were 
completed in a timely manner. However, we noted the following exceptions where 
compliance and controls needed to be strengthened: 

• In our review of approvals of compensatory time earned, we noted 17 instances 
where the supervisor approval was not documented. 

• In six instances, travel authorization forms were completed after the travel took 
place and, in one instance for travel by the department head, the form was not 
signed by the County Executive or Deputy County Executive. 

• The Non-Purchase Order method was used to pay for two items that were not 
listed as an exemption in Financial Policy Statement (FPS) 630. 

• The Department Operating Procedures Form required by Financial Policy 
Statement (FPS) 470, Processing Monetary Receipts, was not completed. 

• The procurement card transaction log did not require the card user to sign and 
date when the card was taken and returned. 

• We noted three of the four procurement card users in our audit sample were not 
in compliance with County policy regarding Employee Acknowledgement 
Disclosure Forms and P-Card Certification Training Tests. 

Scope and Objectives 
This audit was performed as part of our fiscal year 2018 Annual Audit Plan and was 
conducted in accordance with Generally Accepted Government Auditing Standards 
(GAGAS). Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives. We believe that the evidence obtained 
provides a reasonable basis for our findings and conclusions based on our audit 

Office of Human Rights and Equity Programs Business Process Audit (Audit #18-12-11) 	 1 



objectives. Our audit objectives were to review OHREP's compliance with county 
policies and procedures for purchasing processes, personnel/payroll administration, and 
financial reconciliation. We performed audit tests to determine internal controls were 
working as intended and transactions were reasonable and did not appear to be 
fraudulent. 

The audit population included procurement card, FOCUS marketplace, purchase order, 
and non-purchase order transactions that occurred during the period of November 1, 
2016 through October 31, 2017. For that period, the department's purchases were 
$67,189 for procurement cards, $13,942 for FOCUS marketplace, $150,389 for 
purchase orders that were received, and $31,146 for non-purchase order payments. 

Methodology 
Audit methodology included a review of the department's business process procedures 
with analysis of related internal controls. Our audit approach included an examination 
of expenditures, records and statements; interviews of appropriate employees; and a 
review of internal manuals and procedures. 	We evaluated the processes for 
compliance with county policies and procedures. Information was extracted from the 
FOCUS and PaymentNet systems for sampling and verification to source 
documentation during the audit. 

Findings, Recommendations, and Management Response 
1. Approval of Compensatory Time Earned 

We noted 17 instances over 8 different employees in which the delegate approved 
compensatory time earned based on the supervisor's verbal approval; however, 
there was no documentation of the supervisor's approval on file. 

Per PPAPP Memo #8, Time and Attendance System Controls, "Managers are 
responsible for approving in advance (verbally or in writing) all employee requests to 
work overtime (hours above the regular schedule), and for documenting that 
approval in a manner that can be audited by internal and external auditors. Approval 
of the employee's timesheet via MSS is adequate documentation that advanced 
approval for overtime was granted." In addition, it states, "When advance approval of 
overtime is not possible, supervisory approval should be obtained and documented, 
to the extent possible, within one business day of the employee's overtime." 

Failure to document the supervisor's time approval increases the risk of inaccurate 
time being approved and waste or loss of county funds. 

Recommendation: For situations where the delegate approves compensatory time 
earned in FOCUS, we recommend OHREP to maintain documentation evidencing 
the supervisor's approval. 

Management Response: For situations where the delegate approves compensation 
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time earned in FOCUS, OHREP will maintain documentation evidencing the 
supervisor's approval. 

Note: Since our audit finding, IA0 verified that a memo was sent to the OHREP staff 
indicating the new procedures. In addition, IA0 confirmed one month of entries and 
OHREP was found to be compliant. No follow-up will be performed for this item. 

2. Travel Authorization Forms 

Our audit tested 6 non-purchase order payments for travel reimbursement that were 
verbally pre-approved; however, the Travel Authorization Forms were completed 
after the travel date. In addition, the form for travel by the department head was not 
signed by the County Executive or Deputy County Executive. 

Procedural Memorandum (PM) 06-03, Fairfax County Travel Policies and 
Procedures, requires that a Travel Authorization Form be used as pre-approval for 
the traveler to incur reimbursable and/or travel-related procurement card expenses 
and to obtain a travel advance for those expenses that cannot be paid via 
procurement card." Additionally, guidance provided in the Travel Tips and 
Reminders document on the Department of Finance website states: "Before you 
purchase any tickets or pay for registration you MUST complete a Travel 
Authorization Form and have department approval. Items purchased without prior 
approval may not be reimbursed." Also, the policy requires that when a department 
head travels, the form must be approved by the County Executive or Deputy County 
Executive. 

Failure to complete a travel authorization form prior to incurring expenses for travel, 
or obtain appropriate written approval increases the risk of inappropriate or 
unauthorized travel expenses and incurring expenses that may not be reimbursed. 

Recommendation: OHREP should adhere to the requirements of PM 06-03 and 
ensure a Travel Authorization Form is completed and approved before any non-local 
or overnight travel arrangements are made. In addition, when the department head 
travels, the form must be signed by the County Executive or Deputy County 
Executive. 

Management Response: OHREP will adhere to the requirements of PM 06-03 and 
ensure a Travel Authorization Form is completed and approved before any non-local 
or overnight travel arrangements are made. In addition, when the department head 
travels, the form will be signed by the County Executive or Deputy County Executive. 
Management has stated that they have completed these actions as of this audit 
report. IA0 will follow up on these actions after sufficient time has passed to be able 
to review enough transactions to determine that the new process is consistently 
applied. 

3. Non-Purchase Order Payments 

The Non-Purchase Order method was used to pay for 2 items that were not listed as 
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an exemption in Financial Policy Statement (FPS) 630. These payments were $195 
for ADA Accommodations and $155 for testing employees for their fluency in a 
foreign language. 

Per FPS 630, "All distinct business units (departments, agencies, etc.) of the county 
are responsible for ensuring that Non-PO payments are used appropriately and 
processed in accordance with regulations and county policy. All purchases from 
nongovernmental or governmental sources for goods or services shall be conducted 
with a purchase order or procurement card (p-card) unless exempted by this policy." 

Using a Non-PO to purchase an unapproved item circumvents established 
purchasing controls and reviews, increasing the risk for inappropriate purchases. 

Recommendation: We recommend OHREP only use the Non-PO payment method 
for purchases that are listed as approved categories for Non-PO payment vouchers 
in FPS 630. Exemptions for procurement other than those identified in FPS 630 
must be approved by the County Purchasing Agent. 

Management Response: OHREP will only use the Non-PO payment method for 
purchases that are listed as approved categories for Non-PO payment vouchers in 
FPS 630. Exemptions for procurement other than those identified in FPS 630 will be 
approved by the County Purchasing Agent and that documentation will be kept on 
file. Management has stated that they have completed these actions as of this audit 
report. IA0 will follow up on these actions after sufficient time has passed to be able 
to review enough transactions to determine that the new process is consistently 
applied. 

4. Processing Monetary Receipts 

The Department Operating Procedures Form required by FPS 470, Processing 
Monetary Receipts, was not completed. This form identifies staff name(s) and 
position(s) responsible for the collection, recordation and reconciliation for all 
monetary receipts. 

FPS 470, states, "At a minimum, all departments are required to complete the 
Department Operating Procedures Form (Attachment 1)." In addition per the 
statement, in order to document adherence to FPS 470, the form must be completed 
and retained on file for the Department of Finance (DOF) and audit review. "Any 
exception to this policy must be requested in writing, from the Director of the 
requesting department by completing a Processing Monetary Receipts Waiver 
Request Form and submitting it to the DOF Director." 

Not having the Department Operating Procedures Form completed increases the 
risk for fraud or error to occur, and inadequate safeguarding and handling of 
monetary receipts. 

Recommendation: OHREP should compete the Department Operating Procedures 
Form and identify if there are any exceptions to the requirements in FPS 470. If 
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there are exceptions, OHREP should obtain DOF approval for the exceptions, and 
retain the approval on file. 

Note: Since our audit finding, IA0 obtained OHREP's Operating Procedures Form 
and confirmed with DOF that a waiver was not required. No follow-up will be 
performed for this item. 

5. Procurement Card Transaction Log 

From a sample of 20 procurement card transactions, we noted the transaction log 
had a design flaw. Although OHREP had a log that the custodian completed as 
individuals used the card, the log did not require the card user to sign and date when 
the p-card was taken and returned. 

Procurement Technical Bulletin (PTB) 12-1009, Use of the County Procurement 
Card, indicates that "the department shall maintain a log that records purchases as 
they occur and tracks who is in possession of p-cards." In addition, per PTB 12-
1009, "departments should ensure it contains all of the elements in Attachment D." 
This attachment serves as a guide for the p-card transaction log and includes a 
column for the p-card user to sign the log in and out. 

If possession of the p-card is not accurately tracked, the risk of not identifying 
fraudulent transactions in a timely manner is increased. Additionally, accountability is 
reduced in the event a card is lost or inappropriate charges are placed on the card. 

Recommendation: We recommend OHREP develop and implement a p-card 
transaction log template that requires each individual who uses the departmental p-
card to physically sign the log and indicate the date they took possession of the card 
and when the card was returned. 

Note: Since our finding, OHREP has made an update to the log. IA0 reviewed the 
updated transaction log for purchases in March 2018; moreover, we noted OHREP 
was requiring the p-card user to sign and date the log. No follow-up will be 
performed for this item. 

6. Employee Acknowledgement Disclosure Form and P-Card Training 
Certification Test 

Of the four procurement card users in our sample, three individuals were not in 
compliance with the County policy regarding Employee Acknowledgement 
Disclosure (EAD) forms and/or P-Card Training Certification Tests. Deficiencies 
consisted of an EAD form or certification test completed after the purchase. As a 
result, a total of seven purchases out of 20 tested were made by an individual who 
did not have an EAD form or training certification test completed timely. 

PTB 12-1009 requires that all first-time card users sign and date an Employee 
Acknowledgement Disclosure Form, and must pass the P-Card Certification test 
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prior to using the p-card for the first time. The forms confirm the employees have 
obtained the required training for card use; have acknowledged their responsibilities 
regarding card use; and, sets forth consequences for misuse. The agency program 
manager is to maintain the signed forms for at least two years following the 
employee's departure from the agency. 

Recommendation: We recommend OHREP to ensure all p-card users have a 
completed EAD form and P-Card Training Certification Test on file prior to making 
any purchases. 

Management Response: OHREP will ensure all p-card users have a completed 
EAD form and P-Card Training Certification Test on file prior to making any 
purchases. Management has stated that they have completed these actions as of 
this audit report. IA0 will follow up on these actions after sufficient time has passed 
to be able to review enough transactions to determine that the new process is 
consistently applied. 
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