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FAIRFAX COUNTY, VIRGINIA
MEMORANDUM


TO:

Peter J. Schroth, Director
Department of Human Resources
FROM:
Christopher J. Pietsch, Director



Internal Audit Office

SUBJECT:
Audit of Payroll Processing
DATE:
April 16, 2004
The Internal Audit Office has completed a Payroll Processing audit.  This audit was performed as part of our Annual Audit Plan.  Attached is the report for this audit, including an executive summary and detail findings and recommendations.  Each finding has been discussed with management and the responses are incorporated in the report.

We appreciate the cooperation extended to us during this project.  Should you have any questions regarding this report, please contact me at (703) 324-4200.

cc:
Anthony H. Griffin, County Executive


Verdia L. Haywood, Deputy County Executive


Rob A. Stalzer, Deputy County Executive


David Molchany, Chief Information Officer
Edward L. Long, Chief Financial Officer
Executive Summary

We found that controls over the processing of new hires, the processing and reporting of various payroll transactions, and the maintenance of payroll records, were adequate and operating effectively.  There was also proper segregation of duties between payroll processing and payroll accounting/reconciliation functions.  However, compliance with County policies related to Personnel Resources Information Systems (PRISM) security and access, advance approval of compensatory time earned and overtime hours paid, controls over inactive employees, and efforts to resolve unmatched or invalid social security numbers (SSNs), need to be strengthened.
The primary issues noted were:

· Twenty-four employees had excessive PRISM access capabilities.
· Compensatory time was not being approved in advance for a majority of our sample.
· Three hundred twenty-four employees were coded as “active” on PRISM, though they did not appear to be active employees as none had any earnings for the past ten months or more.

· The Department of Human Resources (DHR) was not following up on employees identified by the Social Security Administration (SSA) as having unmatched or invalid SSNs, other than sending the employees a letter once a year.  

We will perform a follow-up review in six months to ensure that actions specified in the management response for each finding have been implemented.

Scope and Objectives
This audit was performed as part of our Fiscal Year 2003 Annual Audit Plan and was conducted in accordance with generally accepted government auditing standards.  The audit covered the period from January 1, 2002, through June 30, 2003, and our audit objectives were to determine that:  

1. Adequate internal controls exist to ensure that only valid County employees are paid.
2. Payroll transactions are properly authorized, recorded, reported, and accounted for.

3. Payroll records are complete and accurate, and controls over reporting and maintaining payroll information are adequate.

4. Access to payroll-related information and the ability to update employee data are restricted to properly authorized employees only.
The scope of our audit included a review of management and internal controls over the payroll processing functions within DHR and those processes which have been decentralized to the agency level.  
Methodology
The majority of our audit fieldwork centered on testing within high risk areas.  Our audit approach included interviewing appropriate employees, observing employees’ work functions and detail testing of payroll transactions on a sample basis.  We evaluated the processes for compliance with Personnel Regulations.  Information was extracted from PRISM for sampling and verification to source documentation during the audit; however, our audit did not include an independent review of the system controls.
The Fairfax County Internal Audit Office is free from organizational impairments to independence in our reporting as defined by Government Auditing Standards.  We report directly to and are accountable to the County Executive.  Organizationally, we are outside the staff or line management function of the units that we audit.  We report the results of our audits to the management of the Department under review, the County Executive, the Board of Supervisors, and reports are available to the public.  

Findings and Recommendations
1.
PRISM Access 
There was insufficient compliance with the County’s policy regarding PRISM security and access.  We reviewed the PRISM access of all employees who could access their own record and all HR-payroll employees.  Of the 47 employees reviewed, 24 employees had excessive PRISM access.  Twenty two employees had the capability to update payroll and/or personnel information in PRISM for all County employees, including themselves.  Additionally, two employees had unneeded access to the Online Time Menu and other PRISM functions for all agencies.
The County’s Information Technology Security Policy 70-05.01 provides that “each agency must authorize and enforce a user’s access to and action towards specified resources based on least privilege.” 
Providing unnecessary capabilities to PRISM users presents opportunities for making unauthorized additions, deletions, or changes to information that could compromise the integrity and confidentiality of payroll data and increase the potential for fraud.

Recommendation:  We recommend that all access to PRISM be reviewed periodically by HR Information Security Systems employees for validity and reasonableness.  Users should be granted access only to the resources needed to perform their official functions.  The access authorizations of system users, who have been terminated, transferred, or whose job responsibilities have changed, should be removed.  Emergency and temporary access authorizations should also be automatically terminated after a predetermined period.
Management Response: DHR will continue its current policy of reviewing all employees who have global access to PRISM as well as performing an audit on all DHR employees when employees are transferred.  DHR will provide quarterly security reports to County agencies for PRISM access, on-line time access and on-line time group access for review by the appropriate agency staff to ensure that it is in alignment with current duties and responsibilities.  DHR will also remove PRISM access when employees are terminated or transferred to another agency, in addition to reviewing emergency and temporary access on a regular basis to determine if access should be terminated.  DHR plans to have these steps in place by April 2, 2004.
2.
Review of Compensatory Time Earned and Overtime Paid 
Compensatory time earned and overtime paid for all County payroll contacts and DHR employees were reviewed for the period of January 1, 2003 to September 5, 2003.  We then selected 18 employees whose time exceeded the County averages by more than 200% for further review and verification.  For 16 of the 18 employees, compensatory time or overtime processed was not being approved in advance on the prescribed authorization forms per County policy.  In addition, three of these employees did not have Leave and Overtime Authorization Schedule forms or other similar documentation to support their online PRISM hours.  Lastly, one employee in the sample had compensatory time earned in Online Time that exceeded the hours shown on the supporting Leave and Overtime Authorization Schedule.  

The County’s Personnel Regulations state that, “except in emergency situations, all overtime worked by an employee shall be authorized and approved in advance by the employee’s supervisor and documented on prescribed overtime authorization forms.  In event of emergency situations, the forms shall be completed not later than the following workday.”  Chapter 10.21 further states that “compensatory leave shall be credited to an employee as provided for in the rules governing overtime.”  In addition, Personnel/Payroll Administration, Policies and Procedures, Memorandum No. 8 (PPA #8) states that “payroll contacts are responsible for a final review of time and comparison of exceptions (leave and overtime) with the approved Leave and Overtime Schedule form prior to submitting the time for processing by the payroll system.”  

Non-compliance with the County’s policy of documented prior approval of compensatory/overtime on the prescribed authorization forms could lead to misrepresentation of the employee’s authorized compensatory/over time in Online Time.  This could further result in unauthorized overtime payments or improperly credited compensatory time.  Likewise, failure to reconcile the supervisor-approved leave and overtime form with the employee’s online time prior to submitting it for processing by the payroll system could result in inaccurate or unauthorized compensatory/overtime hours worked. 

Recommendation:  We recommend that the Human Resources Department ensure that the County’s Personnel Regulations and PPA #8 regarding the prior approval of compensatory time and overtime are strictly adhered to both in the Department itself and throughout the agencies.  Future training of payroll contacts, employees and supervisors should continue to include emphasis on control procedures that ensure documented advance approval of compensatory/overtime on the appropriate authorization forms, and the verification of online time against the authorization forms prior to submission for processing by the payroll system.  
Management Response: DHR plans to implement the following actions:
· Send a memorandum by May 1, 2004, to all department heads reminding them of: (1) the need to have overtime/comp time approved in advance and adequately documented; and (2) the multiple levels of review built into the Online Time system and the need for this review to include a comparison of each employee’s Leave and Overtime Schedule with the hours entered into the online system.  Also suggest that the department heads designate a staff member to audit a random sample of employee records each quarter (including the department’s payroll contact) to ensure that this practice is being followed.
· Initiate a program, beginning in July 2004, of performing random audits in the departments throughout the year.

· By April 4, 2004, DHR training of new departmental payroll contacts, timekeepers, and supervisors will emphasize that overtime/comp time must have prior approval and written documentation.

· Update payroll materials provided during orientation to advise new employees that they must have prior written approval of overtime/comp time.  This should be completed by May 1, 2004.  The Employee Handbook will be similarly updated by January 1, 2005.

· By October 2004, update the Leave and Overtime Schedule (the “green sheets”) to include an “Up to X hours of overtime/comp time is approved for this pay period” box and signature line so that supervisors can approve a block of hours for employees working on large projects.  The back of the form will also be updated to highlight that overtime/comp time requires prior written approval, and describing the appropriate use of the new block.  For agencies that don’t use the “green sheets,” they will be reminded, beginning in July 2004, that the documentation they use must provide a means of indicating prior approval.

3.
Active Employees with No YTD Earnings 
Three hundred twenty-four employees were coded as “active” on PRISM, though they did not appear to be active employees as none had any earnings for the past ten months or more.  All 324 employees were listed as exempt part-time employees on the PRISM database and had no year-to-date earnings.  The employees were employed by Community and Recreation Services (177 employees), Park Authority (73), and the Electoral Board and General Registrar (48).  Of the 324 employees, 172, or 53%, also had no earnings during the prior calendar year, making a total of 23 months or more that these “active” employees had not submitted time worked.
Sound business practice requires termination of exempt part-time employees when their services are no longer needed.  The non-reporting of hours worked by the employee for an unusually long period of time is an indication that the hiring agency no longer needs the employee’s services and should, therefore, remove the employee from the active payroll database.

Keeping employees on the active payroll who are actually no longer working for the County opens the door to potential fraud, such as using the employee’s active status as a basis for fraudulent reporting of time and attendance and issuing paychecks to non-existent employees.
Recommendation:  We recommend that Payroll research this issue and take whatever action is necessary to make the employees inactive after their service is ended or if no time is submitted for a three month period.
Management Response: Payroll staff has requested a report listing all employees, merit or exempt, who have had no earnings since pay period 25 (12/12/03 end date).  A letter will be sent to department heads transmitting the report pages which are applicable to their department and request that the employees be terminated immediately or provide DHR with written justification for not terminating the employee.  When a department does not respond in a timely manner, DHR staff will terminate the employees and notify the department.  This process will begin no later than June 2004.  DHR will work with DIT to provide regular reports of inactive employees to ensure that employees are being terminated in a timely manner.
4. Unmatched or Invalid Social Security Numbers  

DHR verifies PRISM records for employees identified by the Social Security Administration (SSA) as having unmatched or invalid SSNs then sends a letter to employees for all remaining unmatched or invalid SSNs.  However, there is no follow-up process to ensure that invalid information gets corrected.  For example, one employee in our sample has gotten the same letter eight times since 1995 when the SSA Employee Verification Service (EVS) program first started, and will get the same letter again this year as the employee’s name still appears on the 2003 third quarter SSAEVS report of unmatched SSNs.
It is the County’s responsibility as an employer to withhold FICA and federal income taxes from employee salaries, to make periodic deposits and account for the employees by SSN, and to prepare and file W-2 wage and tax statements for its employees.  Therefore, the County voluntarily participates in the SSA’s Employee Verification Service to ensure accurate SSN/name information for FICA and federal tax reporting purposes.
Unless the unmatched or invalid SSN/name information is corrected, the County could potentially be liable for payment of a penalty assessed on employers by the Internal Revenue Service for W-2 forms that do not contain correct name and social security number.  Regulation #31-6011B-2B1 of the Internal Revenue Code provides that if a W-2 does not contain correct name and SSN, the employer may be penalized $50 for each incorrect W-2 form. 

Recommendation:  We recommend that Payroll ensure that all SSN/name discrepancies be corrected.  They should escalate their follow-up process when there is no response to their initial letter, by taking additional steps such as calling the employee, writing a stronger second follow-up letter that describes the impact on both the County and the employee if the discrepancy is left uncorrected, etc.  If necessary, Payroll should consult with the Office of the County Attorney to determine what further action they can take with the employees to clear the SSN discrepancies. 
Management Response: Effective with the 2004 verification process, DHR will notify both the employee and his/her department head, in writing, of SSN/name discrepancies.  When responses are not received within 30 days, DHR will follow up with the department head or designee.  DHR anticipates that this process will be in place by May 30, 2004.
“promoting efficient & effective local government”


















