Office of Procurement Services
8115 Gatehouse Road, Suite 4400
Falls Church, VA 22042

Electronic Systems, Inc. (ESI)
Attn: Lisa Folk
369 Edwin Drive
Virginia Beach, VA 23462
Reference: RFP2000002384; IT Network Technical Consulting
Dear Ms. Folk:
Acceptance Agreement

Contract Number: 4400008557
This acceptance agreement signifies a contract award to Electronic Systems, inc. (ESI) for IT Network
Technical Consulting, Categories A, B, C, D, E, and F. The period of the contract shall be from Date of
Award through June 30, 2023.
The contract award shall be in accordance with:
1. This Acceptance Agreement;
2. The Terms and Conditions of RFP2000002384; IT Network Technical Consulting, and all addenda;
3. Your Proposal dated 12/19/2017;
4. The signed Memorandum of Negotiations.
Please note that this is not an order to proceed. A purchase order, which constitutes your notice to proceed,

will be issued to your firm. Please provide your Insurance Certificate according to Special Provisions
Paragraph 20 within five (5) days after receipt of this letter.

Sincerely,

Michelle R. Pratt
Director

MRP/sm












Office of Procurement Services
8115 Gatehouse Road, Suite 4400
Falis Church, VA 22042

MEMORANDUM OF NEGOTIATION
RFP2000002384

The County of Fairfax, Fairfax County Public Schools (hereinafter called the County or FCPS) and
Electronic Systems inc. (ESI) (hereinafter called the Contractor) hereby agree to the following in the
execution of Contract 4400008557. The final contract contains the following items:

a.
b.

e.

Fairfax County's Request for Proposal 2000002384 and all Addenda;

Electronic Systems Inc.(ES!) Technical and Cost proposals as amended by this Memorandum of
Negotiations;

Response to Negotiations Letter dated Aprit 26, 2018;

The Memorandum of Negotiations, including

+ Signed Confidentiality Provisions — Student and Employee Records; and

All subseguent amendments to the contract.

The following are to be included in the contract:

1.

Labor categories awarded:
Administrative
Network Support (DATA)
Voice over IP (VOIP)
Cloud Architecture, Data Security and Disaster Recover
PC Peripheral Support
Service Desk/ NOC Support
Additional Offers:

a. For services only:;

¢ 1% rebate after FCPS has reached a threshold of $500,000 of ESI services.

o Any amount over 500,000 will begin to accrue the 1% rebate within that fiscal year.
Rebate checks will be paid January 1st and July 1st.

e This rebate offer is exclusive to Fairfax County Public Schools only under this contract.
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Minimum of 5% off list for 1:1 Plus Software by EduteK that will be utilized to manage assets as
apartofone of ESlove “service . s arounc loyments of 1:1.

10% off all future Managed Services



Memorandum of Negotiations
RFP2000002384
Page 2 of 2

All other prices, terms, and conditions remain thes .

Attachment:

Signed Confidentiality Provisions ~ Student and Empioyee Records

Y:
R \wht— 5-21-20'%
Marctys Whitaker, VP of Service Date

Electronic Systems, Inc. (ESI)

Mapnidith Adiglass May 24, 2018

Maribeth Lufty 1, Assistant Superintendent
Department of iInformation Technology Date
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Office of Procurement Services



Contract 4400008557

CONFIDENTIALITY PROVISIONS
STUDENT AND EMPLOYEE RECORDS

THIS AGREEMENT, executed and effective as of the 2 { day of N; Q,ﬁ . 2018, by
and between ELECTRONIC SYSTEMS, INC. a corporation organized and existing under the laws of
Virginia (the “Company”}, and the FAIRFAX COUNTY SCHOOL BOARD, a public body corporate and

politic organized and existing under the laws of the Commonwealth of Virginia (the “School Board®),
recites and provides as follows.

Recitals

The Company and the School Board agree that the purpose of such terms and conditions is (i)
the identification of Company as an entity acting for the School Board in its performance of functions that
a School Board employee otherwise would perform; (ii) the establishment of procedures for the protection
of personally identifiable information contained in employee and student records, including procedures
regarding security and security breaches; and (iii) to ensure compliance with the Family Educational
Rights and Privacy Act (FERPA).

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of which is
acknowledged hereby, the parties agree as follows.

Agreement
The Agreement is amended hereby as follows:

1. The following provisions shall be desmed to be included in the Agreement:

( 5 ! g 8. The Company
hereby oovenants and agrees that it shall malntam in strict conﬂdence and trust, all
FCPS employee records, as well as student records containing either (1) non-directory
information of any kind, whether provided by or created for FCPS pursuant to this
contract, or (2) directory information as to which the eligible student or his family has
opted out of disclosure (collectively, “FCPS Confidential Records”).

The Company shali cause each officer, director, employee and other representative who
shall have access to FCPS Confidential Records during the term of the Agreement
(collectively, the “Authorized Representatives”) to maintain in strict confidence and trust
all FCPS Confidential Records. The Company shall take all reasonable steps to insure
that no FCPS Confidential Records are disclosed to any person or entity except those
who (i) are Authorized Representatives of the Company performing functions for FCPS
under the Agreement and have agreed to be bound by the terms of this Agreement or a
Confidentiality Agreement (as defined below) executed pursuant hereto; (ii) are
authorized representatives of FCPS, or (iii) are entitled to such FCPS Confidential
Records from the Company pursuant to federal and/or Virginia law. The Company shall
use FCPS Confidential Records, and shall take all reasonable steps necessary to ensure
that its Authorized Representatives shall use such records, solely for purposes related to
and in fulfiliment of the performance by the Company of its obligations pursuant to the
Agreement.

The Company shall: (i) designate one of its Authorized Representatives to be
responsible for ensuring that the Company and its Authorized Representatives maintain
the FCPS Confidential Records as confidential; (ii) train the other Authorized
Representatives with regard to their confidentiality responsibilities hereunder and
pursuant to federal and Virginia law; (iii) maintain at all times a list of Authorized
Reprasentatives with access to FCPS Confidential Records; (iv) cause each Authorized
Representative to execute a written covenant of confidentiality in substantially the form



Contract 4400008557

set forth on Attachment hereto (the “Confidentiality Agreement”) prior to his or her
performance of any services contemplated by the Agreement and shall deliver any and
all such Confidentiality Agreements to the School Board upon request.

The Company shall maintain all technologies, policies,
procedures and practices necessary to secure and protect the confidentiality and integrity
of FCPS Confidential Records, including procedures to (i) restrict access to such
records as described in the “Confidentiality” provision of this Agreement; (i) establish
user {Ds and passwords as necessary to protect such records; (iii) protect all such user
passwords from detection and unauthorized use; (iv) prevent hostile or unauthorized
intrusion that could compromise confidentiality, result in data corruption, or deny service;
(v) prevent and detect computer viruses from spreading to disks, attachments to e-mail,
downloaded files, and documents generated by word processing and spreadsheet
programs; (vi) minimize system downtime; (vii) notify FCPS of planned system changes
that may impact the security of FCPS Confidential Records; (viii) return or destroy FCPS
Confidential Records that exceed specified retention schedules; (ix) permit periodic
security audits by FCPS or designated third party using applicable regulations and
industry best practice standards as benchmarks, and make commercially reasonable
efforts to remediate the vulnerabilities discovered; (x) in the event of system failure,
enable immediate recovery of FCPS records to the previous business day.

in the event of a security breach, the Company shall (i) immediately take action to close
the breach; (ii) notify FCPS within 24 hours of Company's first knowledge of the breach,
the reasons for or cause of the breach, actions taken to close the breach, and identify the
FCPS Confidential Records compromised by the breach; (iii) return compromised FCPS
Confidential Records for review; (iv) provide communications on the breach to be shared
with affected parties and cooperate with FCPS efforts to communicate to affected parties
by providing FCPS with prior review of press releases and any communications to be
sent to affected parties; (v) take all legally required, reasonable, and customary
measures in working with FCPS to remediate the breach which may include toll free
telephone support with informed customer services staff to address questions by affected
parties and/or provide monitoring services if necessary given the nature and scope of the
disclosure; (vi) cooperate with FCPS by providing information, records and witnesses
needed to respond to any government investigation into the disclosure of such records or
litigation concerning the breach; and (vii) provide FCPS with notice within 24 hours of
notice or service on Company, whichever occurs first, of any lawsuits resulting from, or
govermnment investigations of, the Company's handling of FCPS records of any

kind, failure to follow security requirements and/or failure to safeguard confidential
information. The Company shall provide satisfactory documentation of its compliance
with the security requirements of this provision prior to performing services under the
Agreement. The Company’s compliance with the standards of this provision is subject to
verification by FCPS personnel or its agent at any time during the term of the Agreement.

To the extent that FCPS provides non-confidential information to Company under this
Agreement, such as student records containing only directory information as to which no
oot-out has been filed, de-identified information, and FCPS records not pertaining to

« loyees or students, the Confidentiality and Security paragraphs shall not apply,
provided that the notice obligation under subsection (vii) shall apply to lawsuits and
investigations involving FCPS records of any kind.

Upon expiration of the term of the Agreement, or upon the earlier termination of the
Agreement for any reason, the Company covenants and agrees that it promptly shall
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deliver to the School Board, and shall take alt reasonable steps necessary to cause each
of its Authorized Representatives promptly to deliver to the School Board, all FCPS
Confidential Records. The Company hereby acknowledges and agrees that, solely for
purposes of receiving access to FCPS Confidential Records and of fulfilling its obligations
pursuant to this provision and for no other purpose (inciuding without limitation,
entitement to compensation and other employee benefits), the Company and its
Authorized Representatives shall be deemed to be school officials of the School Board,
and shall maintain FCPS Confidential Records in accordance with all federal state and
local laws, rules and regulations regarding the confidentiality of such records. The non-
disclosure obligations of the Company and its Authorized Representatives regarding the
information contained in FCPS Confidential Records shall survive termination of the
Agreement. The Company shall indemnify and hold harmless the School Board from and
against any loss, claim, cost (including attorneys’ fees) or damage of any nature arising
from or in connection with the breach by the Company or any of its officers, directors,
employees, agents or representatives of the obligations of the Company or its Authorized
Representatives under this provision or under a Confidentiality Agreement, as the case
may be.

i g8, The Company hereby represents and
warrants as follows (i) the Company has full power and authority to execute the
Agreement and to perform its obligations hereunder and thereunder, (ii) the Agreement
constitute the valid and binding obligations of the Company, enforceable in accordance
with their respective terms, except as such enforceability may be limited by bankruptcy or
similar laws affecting the rights of creditors and general principles of equity; and (iii) the
Company's execution and delivery of the Agreement and compliance with their respective
terms will not violate or constitute a default under, or require the consent of any third
party to, any agreement or court order to which the Company is a parly or by which it
may be bound.

. Notwithstanding any provision contained in the Agreement to
the contrary, (i) the Agreement shall be governed by and construed in accordance with
the laws of the Commonwealth of Virginia, without reference to conflict of laws principles;
and (ii) any dispute hereunder which is not otherwise resolved by the parties hereto shall
be decided by a court of competent jurisdiction located in the Commonwealth of Virginia.

This agreement shall remain in force until notification to terminate is issued
by FCPS. At time of termination, vendor is to follow regulations for Disposition of FCPS
Confidential Records Upon Termination of Agreement as stated above.

IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed by their
duly authorized officers effective as of the date first written above.

ELECTRQNIC SYSTEMS, INC.

Mardus Whitaker
VP ol Service

FAIRFAX COUNTY SCHOOL BOARD

B
Michelie R. Pratt
Director, Office of Procurement Services






