Fund 505
Technology Infrastructure Services

L 4
L 4

Department of
Information
Technology
[ [
Architecture Application Technical Support and
Planning and Services
Administration Infrastructure Services*

- Fund 505, Technology Infrastructure Services

* All staffing and operating support for Infrastructure Services is found in Volume 2, Fund 505.

Mission
To provide a reliable and secure technology infrastructure foundation required to support County business
processes and systems that strengthen the public service commitment of Fairfax County.

Focus

Fund 505, Technology Infrastructure Services, provides the underlying technology foundation supporting
information systems and communications for Fairfax County Government. This consists of the enterprise
portfolio of computers, telecommunications equipment, and infrastructure providing the essential
foundational technology that supports Fairfax County government. The Department of Information
Technology (DIT) coordinates all aspects of information technology for the County and plays an enabling role
in advancing the strategic value of technology to transform work processes and provide quality services to
customers. DIT manages technology as an enterprise asset and is responsible for direction and execution of
information technology and communications systems by supporting and managing services and Fund 505.

The County’s centralized approach to common infrastructure systems and operations provides economies
and efficiencies through consolidation and leveraging of resources. Optimum performance is achieved by
automated Information Technology (IT) support processes and enterprise-wide security tools, ensuring data
integrity and system use accountability. County IT architecture employs industry standard products and best
practices for efficient solution delivery and support. Fund 505, Technology Infrastructure Services, includes
technology activities and communication services that support systems and operations for County agencies,
including management of the County desktop computers (PCs and mobiles), servers, enterprise office
productivity software, e-mail and messaging system (Microsoft suite), databases (1,000), as well as operations
of the Data Center (Enterprise Technology Operation Center, or ETOC), monitoring and maintenance of
enterprise data communications networks, and the Public Service Radio System and Radio Center services.
One of the County’s major assets is the fiber Institutional Network (I-Net) which provides a private secure
network infrastructure connecting 400 County and Schools buildings serving data, voice and video transport.
DIT manages the I-Net infrastructure and services. The equipment associated with this initiative is directly
supported from the I-Net program funds within Fund 105, Cable Communications Fund. New IT Projects are
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implemented through Fund 104, IT Projects, while other IT systems are installed by agencies. However, all
new IT systems require infrastructure services thus increasing service obligations and cost.

Fund 505 is an internal service fund supported by revenues from County agencies and other entities such as
the Fairfax County Public Schools. Expenditures are primarily driven by customer agencies’ use of the IT utility,
software licenses, data center operations, computer equipment refresh, PC replacement program, network
carrier services, and support staff.

DIT also provides intra-governmental services including the operation and maintenance of the County data
center, mainframe, servers, data storage and back-up 24 hours a day, seven days per week; the safeguarding
of County software license obligations, data repositories and information assets; the maintenance of County
data and radio communication networks. The County’s enterprise network provides bandwidth securely
connecting county agencies to the vast array of business applications available on the County mainframe or
server platforms (over 11,000 desktops, over 1,000 servers and 400 production databases). Data Center
charge-back also supports the legacy corporate systems on the current mainframe used by county and
schools. A General Fund Transfer is provided to maintain reserves for the replacement and upgrade of
enterprise computer equipment.

DIT also manages a PC Replacement Fund in Fund 505, ensuring funding is available for scheduled desktop
device technology refresh to remain consistent with advancements in technology required for services. The
PC Replacement schedule for FY 2010 is deferred for one-year based on the FY 2010 budget reductions,
effectively extending the program from a four year to a five year replacement cycle. Additionally, DIT
continues to review of various service options for additional efficiencies in acquisition and deployment
equipment. The cost per PC in the program includes PC hardware, required software licenses, IT security
agent, user training, protected disposal, and desk-side staff support of County PCs. The County’s program has
been recognized as a most cost-effective value best practice model in both government and commercial
sectors, fully optimized both allocation of IT assets and provides efficient and predictable desktop
maintenance and support.

DIT is also responsible for coordinating radio repair and engineering support to County agencies and the
Fairfax County Public School system. Operational maintenance of the radio network is of primary importance
to the County public safety agencies, public works agencies, Fairfax County Public Schools (FCPS), and other
County agencies. With the deployment of both the new public safety and public service radio systems, the
operations of the Radio Center now include interoperability management to ensure 24/7 communication with
other jurisdictions. To support the operational and maintenance requirements of the systems, costs are
recovered from user entities such as the FCPS and Fairfax Water, and County agencies.

Challenge of the FY 2010 Budget Reductions

In order to address a projected FY 2010 budget shortfall, the County Executive proposed, and the Board of
Supervisors adopted, a series of budget reductions affecting all General Fund-supported agency budgets.
Since IT is a foundational requirement that supports County business operations, DIT’s FY 2010 reductions
were carefully designed to retain operational capacity for supporting basic county programs and services,
safeguarding and leveraging critical infrastructure investments, and preserving existing baseline programs
while reducing new projects that require future support and maintenance.

Fund 505 reductions include low risk program modifications such as deferring PC replacements in FY 2010
which effectively extends the PC Replacement program from a 4 to 5 year cycle, as well as the decision to not
replace monitors at the time of normal PC replacement unless necessary for effective use. These adjustments
provide one-time and recurring savings which were balanced against the potential risk of greater equipment
failure, security vulnerabilities associated with older equipment and related impact on county employee
productivity.

Additional moderate risk reductions in Fund 505 include reducing 27 percent of the management capacity

supporting infrastructure operations, which have expanded over the years. These reductions diminish DIT’s
flexibility to support expanded needs and benefit from enhancements that continue to drive down IT utility
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costs, as well as increases risks for operational performance and processing integrity. Reduced support to
augment staff capacity will impact DIT’s responsiveness especially in addressing agency requests that regularly
flow into DIT for process changes, legislative mandates, or new opportunities. Future initiatives and
enhancements will be more highly scrutinized and prioritized by executive management; delivery times will
be increased unless out-of-cycle funding is specifically provided. Reductions that pose a higher risk in areas
such as infrastructure support and database administration may compromise optimum performance and
integrity of County systems, increase risk to mission critical IT systems, and reduce consolidation efforts that
can lower licensing and maintenance costs. The loss of eleven positions between the DIT agency funds and
Fund 505 with fifty percent of those in program management will diminish existing capacity at a time when
DIT anticipates no corresponding reduction in work. Other impacts include additional pressure on County
programs such as Telework expansion, performance degradation, increased vulnerability risks from cyber-
security threats and ability for new compliance and un-funded mandates, as well as county initiatives and
programs that rely on infrastructure availability. Other challenges include limited ability to continue strategic
regional interoperability goals which are designed in support of the economic and operational benefits of
shared services across jurisdictional boundaries.

The Department of Information Technology is responsible for the management, coordination and
implementation of modern IT solutions to nearly all county agencies. Despite significantly reduced resources,
DIT will continue to fulfill its responsibility as the steward of the County’s information assets, business and
technology architecture. However, the County’s IT functions are not self contained, thus reductions taken in
DIT and the IT funds will have an impact on county services and performance and may hamper the County’s
ability to handle future growth.

Budget and Staff Resources #i#f = B @

Agency Summary
FY 2009 FY 2009 FY 2010 FY 2010
FY 2008 Adopted Revised Advertised Adopted
Category Actual Budget Plan Budget Plan Budget Plan Budget Plan
Authorized Positions/Staff Years
Regular 67/ 67 67/ 67 67/ 67 64/ 64 64/ 64
Expenditures:
Personnel Services $6,118920 $6,691,813 $6,691,813 $6,501,204 $6,501,204
Operating Expenses 18,455,062 21,103,741 23,070,467 20,698,191 20,698,191
Capital Equipment 3,902,516 1,450,000 1,913,597 0 0
Total Expenditures $28,476,498 $29,245,554 $31,675,877 $27,199,395 $27,199,395
Position Summary
Network/Data Communication Data Center Services Radio Center Services
Services 1 Info. Tech. Program Director IlI 1 Network/Telecom Analyst IV
0 Info. Tech. Program Dirs. | (-1) 2 Info. Tech. Program Mgrs. Il (-1) 3 Network/Telecom Analysts Il
1 Info. Tech. Program Manager | 4 Systems Programmers IlI 2 Network/Telecom Analysts Il
4 Network/Telecom Analysts IV 5  Systems Programmers Il 1 Communications Engineer
10  Network/Telecom Analysts Il 2 Systems Programmers | 2 Communications Technicians
4 Network/Telecom Analysts Il 1 Programmer Analyst Il (-1) 1 Administrative Assistant Il
1 Network/Telecom Analyst | 1 Programmer Analyst Il 5 IT Technicians Il
1 Management Analyst | 1 Programmer Analyst | 8 IT Technicians Il
1 Business Analyst | 1 Database Administrator Il 1 IT Technician |
TOTAL POSITIONS
64 (-3) Positions / 64.0 Staff Years (-3.0) (-) Denotes Abolished Position due to Budget Reductions
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FY 2010 Funding Adjustments
The following funding adjustments from the FY 2009 Adopted Budget Plan are necessary to support the FY 2010
program. Included are all adjustments recommended by the County Executive that were approved by the Board
of Supervisors, as well as any additional Board of Supervisors’ actions, as approved in the adoption of the budget
on April 27, 2009.

¢ Employee Compensation
A net increase of $106,291 reflects the full-year impact of salary increases awarded during FY 2009. It
should be noted that no funding is included for pay for performance or merit awards in FY 2010.

Operating Expenses Increase
A net increase of $859,450 reflects an increase of $1,000,000 to fund the mainframe reserve and
$300,000 for increased costs associated with the Data Center, partially offset by a reduction of $450,550
in Computer Equipment Replacement.

Reductions

FY 2010 budget.

funding and associated positions.

$106,291

$859,450

($1,561,900)
A decrease of $1,561,900 and 3/3.0 SYE positions reflects agency reductions utilized to balance the

The following chart provides details on the specific reductions approved, including

LOB Reduction

Impact

Posn

SYE

Reduction

Reduce PC
Configuration

In order to reduce expenditures without compromising
the entire PC Replacement program, DIT will begin a
policy of not automatically purchasing monitors when
desktop computers are replaced. The intention is that
the existing monitors will be used for eight years versus
the now standard 4-5 years. Keeping the monitors
beyond their intended lifecycle may increase the number
of monitor related support calls to the help desk, and will
likely lead to 20 percent of monitors failing prior to
scheduled replacement and being replaced out-of-cycle.

0.0

$1,255,000

Eliminate Support
for Celebrate
Fairfax

This reduction eliminates County-provided technology
support for Celebrate Fairfax. Eliminating the support for
telecommunications and data lines needed to support
Celebrate Fairfax events (primarily the Fairfax County
Fair) will not impact County operations and will require
Celebrate Fairfax to procure contractors to do the same
work. DIT could continue to provide this service if the
cost could be recovered.

0.0

$10,000

Eliminate Regional
Program Support
and Leadership

This reduction eliminates the position dedicated to
representing Fairfax County in leading regional programs
in areas such as public safety infrastructure
interoperability, providing for the exchange of data
across jurisdictional boundaries. Consistent,
knowledgeable County representation at local, state, and
federal levels will no longer be available, likely leading to
a decrease in the quality and viability of regional
technology initiatives. Additionally, the possibility exists
that more costly solutions will be determined in absentia.

1.0

$100,000
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LOB Reduction

Impact

Posn

SYE

Reduction

Reduce IT Voice
Telecommunicati
ons Support

This reduction eliminates a senior position charged with
planning and managing the implementation of new
communications equipment and services. The remaining
telecommunications staff will split time between projects
and day-to-day operational support for multiple
communications systems. This reduction will also limit
the County's ability to fully capitalize on the benefits of
the voice system by deferring the full recouping of the
County’s investment in  modern voice system
infrastructure capabilities through converging voice and
data networks.

2.0

$196,900

Extend the PC
Replacement
Cycle from 4 to 5
Years

The County will defer PC replacement for one year,
effectively extending the program from a 4 year to a 5
year replacement cycle. By extending the replacement
cycle to 5 years, agencies will accept increased risk of
performance failure and the associated impact of lost
productivity. Additionally, this savings could potentially
be offset by greater than anticipated costs for hardware
replacement and program support. Additional risks that
are more difficult to cost out include more vulnerability
to the security of the network since older PCs below the
minimum configuration may not accept the automated
antivirus patch management program. It should be
noted that FY 2010 savings to the General Fund will be
$3,048,543, which will be achieved through a Transfer
Out to the General Fund.

0.0

$0

Changes to FY 2009 Adopted Budget Plan

The following funding adjustments reflect all approved changes in the FY 2009 Revised Budget Plan since

passage of the FY 2009 Adopted Budget Plan.

Carryover Review, FY 2009 Third Quarter Review, and all other approved changes through April 20, 2009.

¢ Carryover Adjustments
As part of the FY 2008 Carryover Review, the Board of Supervisors approved encumbered funding of
$1,966,726 in Operating Expenses and $463,597 in Capital Equipment.

Key Performance Measures

Objectives

Included are all adjustments made as part of the FY 2008

$2,430,323

¢ To maintain the number of business days to fulfill Telecommunications service requests for a) non-critical
requests at a standard of 4 days; b) critical requests at a standard of next business day; and c) emergency
requests at a standard of the same day.

¢ To maintain the percentage of LAN/PC workstation calls to Technical Support Services closed within 72
hours by at 85 percent.

¢ To maintain the resolution rate for the average first-call problem for the Technical Support Center (TSC),
DIT Help Desk at 72 percent.
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Indicator

FY 2006
Actual

Prior Year Actuals

FY 2007
Actual

FY 2008
Estimate/Actual

Current
Estimate

FY 2009

Future
Estimate

FY 2010

Output:

Responses to calls for repairs on
voice devices

Moves, adds or changes (voice
and data)

Calls resolved

Customer requests for service
fulfilled by Technical Support
Center (TSC)

Efficiency:
Cost per call

Average number of hours
annually spent per staff member
to resolve calls

Customer requests for service
per TSC staff member

Service Quality:

Customer satisfaction with
telecommunication services

Percent of customers reporting
satisfaction with resolution of
LAN/PC workstation calls

Percent satisfaction of County
employees with support from
Technical Support Center

Outcome:

Business days to fulfill service
requests from initial call to
completion of request for non-
critical requests

Business days to fulfill service
requests from initial call to
completion of request for critical
calls

Business days to fulfill
Telecommunications service
requests for emergencies

Percent of calls closed within
72 hours

Percent of first-contact problem
resolution

4,351

2,919
24,610

75,649

$98

1,034

6,304

93.5%

79%

85%

95%

76%

1,487

8,614
23,964

65,367

$109

1,042

5,447

95.0%

80%

81%

75%

75%

4,500 / 2,359

2,300/ 5,114
24,800 / 16,152

79,431 / 72,002

$105/$110

1,042 /1,230

6,619 /5,538

95.0% / 95.0%

82% / 80%

89% / 85%

1/1
75% / 85%

80% / 71%

2,200

6,000
17,200

74,900

$110

1,230

5,761

95.0%

80%

87%

85%

72%

2,500

6,200
17,200

74,900

$110

1,230

5,761

95.0%

80%

87%

85%

72%
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Performance Measurement Results

This cost center provides critical infrastructure services, including integrated communication service to all
County agencies and other government customers; response to service requested through the help desk; and
maintenance of the County data communication networks. The performance measures for this cost center
focus on delivering and securing a stable IT environment.

Overall, many factors continue to affect agency performance, including more calls seeking assistance with
complex technology; new agency-specific applications that the Technical Support Center (TSC) had not been
trained to help with; increased use of remote access for telework; older generation PCs on the network; and
many customized desk-top configurations in agencies. DIT expects that customer requests for service will
remain constant from FY 2009 to FY 2010. Recent changes in TSC help desk software have contributed to
streamlined call-processing and call-escalation workflows. These improvements have been combined with
improved system monitoring and greater reliance on remote interventions to resolve service problems.
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FUND STATEMENT

Fund Type G50, Internal Service Funds

Fund 505, Technology Infrastructure Services

FY 2009 FY 2009 FY 2010 FY 2010
FY 2008 Adopted Revised Advertised Adopted
Actual Budget Plan Budget Plan Budget Plan Budget Plan
Beginning Balance $6,348,600 $2,958,691 $6,256,445 $3,146,725 $3,122,435
Revenue:

Radio Services Charges $538,536 $631,000 $631,000 $621,000 $621,000

PC Replacement Charges 6,070,878 6,180,000 6,180,000 6,959,128 6,959,128

DIT Infrastructure Charges

County Agencies and Funds 18,463,158 18,463,158 18,463,158 18,323,346 18,323,346
Fairfax County Public Schools 1,411,736 1,468,205 1,468,205 1,526,933 1,526,933
Outside Customers 85,932 85,401 85,401 88,817 88,817

Subtotal DIT Infrastructure

Charges $19,960,826 $20,016,764 $20,016,764 $19,939,096 $19,939,096
Total Revenue $26,570,240 $26,827,764 $26,827,764 $27,519,224 $27,519,224
Transfer In:

General Fund (001)1 $1,814,103 $0 $0 $0 $0

Cable Communications (105) 0 1,814,103 1,814,103 1,814,103 1,814,103
Total Transfer In $1,814,103 $1,814,103 $1,814,103 $1,814,103 $1,814,103
Total Available $34,732,943 $31,600,558 $34,898,312 $32,480,052 $32,455,762
Expenditures:

Infrastructure Services > $19,635,933 $20,664,137 $22,463,355 $20,306,595 $20,306,595

Radio Center Services 853,578 954,074 964,895 968,218 968,218

Computer Equipment

Replacement Program 5,704,017 6,827,343 7,026,466 4,924,582 4,924,582

Upgrade/Replacement of

Technology Infrastructure

Equipment® 2,282,970 800,000 1,221,161 1,000,000 1,000,000
Total Expenditures $28,476,498 $29,245,554 $31,675,877 $27,199,395 $27,199,395
Transfer Out:

General Fund (001) 4 $0 $100,000 $100,000 $4,610,443 $4,610,443
Total Disbursements $28,476,498  $29,345,554  $31,775,877  $31,809,838  $31,809,838
Ending Balance ° $6,256,445 $2,255,004 $3,122,435 $670,214 $645,924

Infrastructure Replacement

Reserve (CERF) 6 $3,032,701 $202,430 $845,157 $670,214 $645,924

PC Replacement Reserve 7 3,223,744 2,052,574 2,277,278 0 0
Unreserved Balance $0 $0 $0 $0 $0
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' This funding supports the system wide charges of the new Public Safety and Public Service radio program for General Fund and
General Fund supported agencies, as well as maintains funding for the replacement and upgrade of enterprise computer equipment.

2 In FY 2009 and FY 2010, a Transfer In from Fund 105, Cable Communications, will be used to offset costs related to the I-Net for
General Fund and General Fund supported agencies.

* In order to account for expenditures in the proper fiscal year, audit adjustments in the amount of $13,755 in Infrastructure Services,
$3,035 in the Computer Equipment Replacement Program, and $7,500 in Upgrade/Replacement of Technology Infrastructure
Equipment have been reflected as an increase to FY 2008 expenditures. The audit adjustments have been included in the FY 2008

Comprehensive Annual Financial Report (CAFR) and were made as part of the FY 2009 Third Quarter Review .
*In FY 2009, a Transfer Out from the PC Replacement Reserve is being utilized to offset General Fund requirements.

> The fluctuation in ending balance is primarily due to the operation of the PC Replacement and Computer Equipment Reserve
Programs. The programs collect funding each year, hold it in reserve until needed, and then expend the funds for replacement
equipment. The time period for this action varies based on the needs of the programs.

© This reserve is designed to assist in the scheduled replacement of mainframe computer and network assets. The funds are held in this
Computer Equipment Replacement Fund (CERF).

7 The balance in the PC Replacement Reserve fluctuates annually based on scheduled PC replacements which were previously on a
four-year replacement cycle. PC Replacement will be deferred in FY 2010, effectively extending the program to a five year cycle. This
action results in a Transfer Out to the General Fund of $3,048,543. To achieve the necessary savings to the General Fund, the PC
Replacement Reserve is temporarily used. However, commensurate reductions in expenditures will made to FY 2010 expenditures as a
part of the FY 2009 Carryover Review that will restore the PC Replacement Reserve to an appropriate level in FY 2010.
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